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1. Ievads

1.1. Dokumenta noluks

Sis dokuments ir projekta ,Valsts informacijas sistému savietotaja (VISS) un Vienota valsts un
pasvaldibu pakalpojumu portala www.latvija.lv pilnveidoSana un uzturédana” 1.2.7.Vienota
pieteikS8anas modula papildindjumu nodevums.

Programmétaja rokasgramata ir doméata e-pakalpojumu un saistito lietojumu izstradatajiem,
identifikacijas piegadataju (provider) veidotajiem. Pirms &1 dokumenta lasiSanas batu vélams
iepazities ar [1] un [2] dokumentiem.

Programmétaja rokasgramatas nolaks ir:

e izklastit PFAS.STS un vienotas pieteikS8anas modula lietojumu kopéjo aprakstu;
e aprakstit droSa Web Servisa un ta klienta izstrades procesu;
e aprakstit bankas identifikacijas piegadataja izstrades procesu.

1.2. Darbibas sfera

Dokuments paredzéts lietoSanai projekta izstrades grupas ietvaros, ka arf visam tam personam, kuru
darba pienakumi ir tiesi saistiti ar projekta realizaciju.

1.3. Termini un saisinajumi

Visi §aja dokumenta izmantotie termini un saisinajumi ir apkopoti [3] dokumenta.

1.4. Saistitie dokumenti

Instrukcija ir lietojama kopa ar sadiem dokumentiem:
[1] A GUIDE TO CLAIMS-BASED IDENTITY AND ACCESS CONTROL. Authentication and
Authorization for Services and the Web. Dominick Baier. Vittorio Bertocci. Keith Brown.
Eugenio Pace. Matias Woloski.

[2] Microsoft Windows ldentity Foundation (WIF) Whitepaper for Developers. Keith Brown.
Sesha Mani.

[8] IVIS ,Terminu un saisindjumu indekss.” (EPS-31/2005-IVIS-OLIMPS-TSI-V0.02
07.03.20086.).

[4] STS konfiguréSana. Administratora rokasgramata (VDAA-13_7_17 41-VISS 2016-STS-
AR)

[5] elDAS SAML Attribute Profile. Version 1.2. eIDAS Technical Specifications.
[6] OASIS.SAML V2.0 Attribute Extensions  Version 1.0 http://docs.oasis-

open.org/security/saml/Post2.0/sstc-saml-attribute-ext-cd-01.pdf.

[7]1 OpenID Connect Core 1.0, http://openid.net/specs/openid-connect-core-1 0.html
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(8]

[9]

[10]
[11]
[12]
[13]
[14]
[15]

OpenID Connect Discovery 1.0, http://openid.net/specs/openid-connect-discovery-
1 0.html

OpenID Connect Front-Channel Logout 1.0, https://openid.net/specs/openid-connect-

frontchannel-1 0.html

OAuth 2.0, http://tools.ietf.org/html/rfc6749

OAuth 2.0 Bearer Token Usage, http://tools.ietf.org/html/rfc6750

JSON Web Token, http://tools.ietf.org/html/rfc7519

OAuth 2.0 Token Revocation, https://tools.ietf.org/html/rfc7009

OAuth 2.0 Token Introspection, https://tools.ietf.org/html/rfc7662

OAuth 2.0 JSON Web Tokens for Client Authentication, https://tools.ietf.org/html/rfc7523

[16] OpenIiD Connect Session Management 1.0, https://openid.net/specs/openid-connect-

1.5.

session-1 0.html

Dokumenta parskats

Dokumentu veido pieci nodalijumi un pielikumi:

1.6.

levads — nodala satur dokumenta izmantoSanas aprakstu, terminu un saisindjumu definicijas
un saistito dokumentu sarakstu, ka art visparéjais apraksts;

DroSibas talonu servisa izmanto$ana — nodala satur PFAS AUTH STS izmantoto deklaraciju
apraksts.

Dro8a Web Servisa izsaukSana — nodala satur vadlinijas droSa Web Servisa izstradei un
izsaukSanai;

Bankas identifikacijas piegadataja izstrades vadlinijas — nodala satur vadlinijas Bankas
identifikacijas piegadatajam;

Vienota pieteik8anas modula izmantoSana — sniegta informacija, kur detalizéti aprakstita
vienota pieteikSanas modula izmantoSana.

Problemu zinosana

Gadijumos, kad lietotaja dokumentacija vai programmatdra ir pamanitas problémas, par tam
japazino uzturoSajam personalam.

1.7.

Visparejais apraksts

Lai projektétu, realizétu un uzstradatu droSos Web servisus, nepiecieSams izmantot jaunas
tehnologijas, kas |auj nodrosinat funkcionalitati potenciali nedrosos tiklos. 1.attéla paradits publisko
Web servisu droSa izsaukuma risinajums, risindjuma detalizéts apraksts ir pieejams [1] un [2]
dokumenta.
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=

Identity Store

Drosibas talons

ar HTTPS drosais
§ savienojums @
—>
Catalog Data
Client Service

1.attéls. Publisko Web servisu drosa izsaukuma risinajums

Publisko Web servisu dro$a izsaukuma risinajums izveidots sadi:

e Publiskais Web serviss izmanto servera sertifikatu droSo savienojumu (SSL) uzstadiSanai,
izmantojot HTTPS.

¢ Klienta aplikacija nosuta droSibas talonu, ar kuru ta apstiprina savu identitati.

o Drosibas talona akreditacijas dati tiek izmantoti klienta autorizacijai.

e Publiskais Web serviss izmanto droSo sistému piekluvei pie kataloga datiem.

VISS (bija IVIS) vidé lietojamiem Web servisiem nepiecieS8ams noteikt klienta autentifikaciju
heterogénas vidés, lai varétu veikt autorizaciju un auditaciju. Sim nolikam tiek izmantots
autentifikacijas brokeri, lai nodroSinatu kopé&jo piekluvi aplikaciju grupai. Autentifikacijas brokeris veic
sarunas starp klientu aplikacijam un Web servisiem, tas nonem taisnas saites. Autentifikacijas
brokeris izdod droSibas talonus, kuri tiek izmantoti identifikacijai.

Situacija, kad klients izsauc Web servisu, starp autentifikacijas brokeri paradita 2.attéla.

Authentication

broker \
Drosibas talona Akreditacijas
pieprasijums \ \datu parbaude
\

ar droSibas talonu

Servisa pieprasijums

Client Service

2.attéls. Autentifikacijas brokera izmantosana Web servisa izsaukSanai

Autorizacijas brokeris Web servisa izsauk$anai tiek izmantots $adi:

o Autentifikacijas brokeris parbauda klienta akreditacijas datus un izdod droSibas talonu, kuru
izmanto serviss klienta autentifikacijai. DroS1bas talons tipiski tiek parbaudits uz servisa, bet
servisam nav obligati jagriezas pie autorizacijas brokera klienta akreditacijas datu parbaudes
gadijuma, jo serviss uzticas droSibas talonam, kuru izdeva autorizacijas brokeris.
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VISS vidé Web lietojumiem nepiecie$ama autentifikacija. Sim nolikam izmantojam identifikacijas
piegadatajus. Situacija, kad klientam nepiecieSana autentificéta pieeja pie Web resursa, izmantojot
identifikacijas piegadataju, paradita 3.attéla.

Identity Store
Parbauda klienta
akreditacijas datus

(3

IdP
@ Pieprasijums,
@ Drosibas talons
parakstitais ar IdP

@ Zinojums (droSibas
@ talons)

Client Resource

\

(3

3.attéls. Identifikacijas piegadataja izmantoSana Web lietojuma resursa piekluvei

Piekluve resursam realizéta sadi:
¢ Klients griezas pie resursa. Piekluvei nepiecieS8ama autentifikacija. Lietotajs tiek paradreséts
uz Identifikacijas piegadataju.
o Identifikacijas piegadataja tiek parbauditi lietotaja akreditacijas dati. No identifikacijas
piegadataja tiek atgriezts droSibas talons, ar to klients griezas pie resursa atkartoti.
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2. Drosibas talonu servisu izmantosana

VPM nodrosina autentifikacijas rezultata sagatavoto droSibas talona aizpildiS8anu ar atribatiem, kas
ietver vienu no profiliem:

e WsFed, SAML 2.0 profila atribati, skat. 2.1. nodala;

o elDAS fiziskas personas profila atribati [5], skat. 0. nodala.

2.1. WsFed, SAML 2.0 profila atributu apraksts

Pavisam tiek izSkirti dazada veida drosibas taloni, kur katrs satur atribGtu komplektu saskana ar
1.tabulu, kur ir aprakstiti $adi lietotaju tipi:

e Izmantojot PFAS AUTH autentifikacijas nodrosinataju:

o SU - sistéema (lietotaja vards un parole);
o SS - sistéma (sertifikats);
o DU - iestades darbinieks (lietotaja vards un parole);

DS — iestades darbinieks (sertifikats).
e PFAS AUTH STS izmantojot no Vienotas pieteikS8anas moduli (IdentitySelector) sanemtos
iedzivotaja autentifikacijas datus:
o |—iedzivotdjs;
o LE —juridiskas personas pilnvarots parstavis;
e Vienotas pieteikS8anas modulis izmantojot no banku identifikacijas nodrosinatajiem sanemtos
iedzivotaja autentifikacijas datus:
o |_LVP —iedzivotaja pilnvarotais parstavis;
o LE_LVP —juridiskas personas pilnvarots parstavis;
¢ banku identifikacijas nodrosinatajs:
o |_B —iedzivotajs.

Juridiskas personas pilnvarotais parstavis — ir ar banku, elD vai ar citu autentifikacijas lidzekli
autentificéts iedzivotajs, kuram papildus iedzivotaja autentifikacijas atribatiem tiek pieskirti
juridiskas personas atribati. Juridiskas personas atribitu pielasiSana un statusa parbaude pret
UR registra datiem notiek Vienotas pieteikS§anas modulr.

2.1.1. Pieprasitaju atributu apraksts

Pieprasitaju atribatu saraksts dots 1.tabula, kur ar M — atzimétas mandatory (obligatas) tiesibas, bet
O-atzimétas — optional (izvéles) tiesibas.

1.tabula
Pieprasitaju atribatu apraksts
ATRIBUTS | VARDTELPA | APRAKSTS N o
D 9)) ) ) — w > 3 m
n n @] @] - - | _
I ow
—
nameide | http://sche lekSejais kods, | M M M M M M M M M
ntifier mas.xmisoa | kas
p.org/ws/20 | viennozimigi
05/05/identi | identifice
ty/claims/ autorizaciju
dro$ibas talona
(skat. 2.tabula).
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ATRIBUTS | VARDTELPA | APRAKSTS N o
- ) ] ] _ L > 3 m
n n @] @] - — | _
1w
|
authentic | http://sche IdP URN | M M M M M M | M M M
ationmet | mas.micros | identifikators
hod oft.com/ws/
2008/06/ide

ntity/claims/

authentic | http://sche Autentifikacijas | M M M M M M | M M M
ationinst | mas.micros | apgalvojuma
ant oft.com/ws/ | izsniegSanas
2008/06/ide | laiks

ntity/claims/

privatepe | http://sche Personas kods* o |0 |0 |O M M M
rsonalide | mas.xmlsoa
ntifier p.org/ws/20
05/05/identi
ty/claims/
emailadd | http://sche E-pasta adrese O |O
ress mas.xmlsoa
p.org/ws/20
05/05/identi
ty/claims/
USER_A | http://www. | Lietotdja 0] 0]
UTHORI | oasis- autentifikacijas
TY open.org/R | iestade, kur
SA2004/attr | darbojas
ibutes/ lietotajs (Sobrid
netiek
izmantots)
sid http://sche Lietotaja 0] 0] 0] 0] @] @] @]

mas.xmlsoa | sessijas
p.org/ws/20 | identifikators

05/05/identi

ty/claims/
primarysi | http://sche Lietotaja M M | M | M
d mas.xmlsoa | autentifikacijas

p.org/ws/20 | unikals
05/05/identi | identifikators
ty/claims/ PFAS AUTH

AUTHOR | http://www. | Lietotaja O o0 |0 |O
ITY oasis- pieskirtas

open.org/R | autentifikacijas
SA2004/attr | iestade -
ibutes/ Tpasnieks

name http://sche Vards @) O O |O
mas.xmlsoa
p.org/ws/20
05/05/identi
ty/claims/

surname | http://sche Uzvards* o |0 |0 |O M M M
mas.xmlsoa
p.org/ws/20
05/05/identi
ty/claims/

givenna | http://sche | Vards* o |0 O |0 M M M
me mas.xmlsoa
p.org/ws/20
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ATRIBUTS | VARDTELPA | APRAKSTS Ll 2
D 7)) ) ) — w > 3 m
n n @] @] - — | _
1w
-
05/05/identi
ty/claims/
action http://docs. | Lietotdjam @) O O |O
oasis- pieskirtas
open.org/w | operacijas
sfed/authori | PFAS  AUTH
zation/2007 | (aktualas)
06/claims/
role http://sche Lietotajam @) O O |O
mas.micros | pieskirtas lomas
oft.com/ws/ | PFAS  AUTH
2008/06/ide | (aktualas)
ntity/claims/
legalentit | http://ivis.ep | Juridiskas O O |0 |0 |O M
y s.gov.lv/sch | personas, kuru
emalidentit | parstav
ylclaims/ lietotajs, UR 11-
zimju kods
legalentit | http://ivis.ep | Juridiskas 0] M
yname s.gov.lv/sch | personas, kuru
emalidentit | parstav
ylclaims/ lietotajs,
nosaukums (no
UR DB)
legalentit | http://ivis.ep | Juridiskas 0] @]
yshortna | s.gov.lv/sch | personas, kuru
me emalidentit | parstav
y/claims/ lietotajs,
saisinatajs
nosaukums (no
UR DB)
legalentit | http://ivis.ep | Juridiskas 0] @]
yaddress | s.gov.lv/sch | personas, kuru
emalidentit | parstav
ylclaims/ lietotajs,
juridiska adrese
(no UR DB)
legalentit | http://ivis.ep | Juridiskas o]
yposition | s.gov.lv/sch | personas, kuru
ema/identit | parstav
y/claims/ lietotadjs, amats
(no UR DB)
109x34 http://ivis.ep | Identifikacijas @] @]
s.gov.lv/sch | piegadataja
ema/media/ | bildes interneta
image/ adrese
employe | http://ivis.ep | Lietotaja grupu O | O
egroup s.gov.lv/sch | identifikatori no
ema/identit | PFAS AUTH
ylclaims/
systemco | http://ivis.ep | VISS 0] 0]
de s.gov.lv/sch | informacijas
emalidentit | sistémas
y/claims/ identifikators,
kas veic
pieprasijumu
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ATRIBUTS | VARDTELPA | APRAKSTS Ll 2
D 7)) ) ) — w > 3 m
n n @] @] - — | _
1w
-
grantorn | http://ivis.ep | Pilnvaras M M
ame s.gov.lv/sch | izdevéja
emalidentit | nosaukums
y/claims/
grantor http://ivis.ep | Pilnvaras M M
s.gov.lv/sch | izdevéja
ema/identit | identifikators
y/claims/ (registracijas
numurs -
iestades kods)
citizenQA | http://ivis.ep | Autentifikacijas M | M
ALevel s.gov.lv/sch | kvalifikacijas
ema/identit | Tmenis, skat. 3.
ylclaims/citi | tabula.
zenQAALev
el
legalentit | http://ivis.ep | Pazime, ka 0] 0]
yreprese | s.gov.lv/sch | lietotajam ir
ntation ema/identit | tiesibas
y/claims/leg | parstavét
alentityrepr | uznémumu
esentation kopa vai
individuali
("together" |
"alone")
ListOfAut | http://ivis.ep | Pieejamo kontu M M
henticati | s.gov.lv/sch | saraksts
ons ema/identit
y/claims/list
ofauthentic
ations

*- atribGtiem givenname, surename, privatepersonalidentifier, kas tiek nodoti no banku adapteriem,
tiek izmantots Originallssuer atribGtu paplasinajums [6].

Nameidentifier pielaides lietotaju kodu veido viens vai vairaki identifikatori, kopa ar atsauci uz
identifikacijas sistému, pieméram:

2.tabula
Lietotaja nameidentifier apraksts
PERSONAS TIPS IDENTIFIKATORA NAMEIDENTIFIER ATRIBUTS — FORMAT
PIEMERS
ledzivotajs PK:10098610000 urn:ivis:100001:name.id-viss
ledzivotajs ar neapstiprinatu | jurijs@abcsoftware.lv urn:oasis:names:tc:SAML:1.1:nameid-
identitati (pasreiz tikai e- format:emailAddress
mail)
lestades darbinieks (no IVIS | AU:100001- urn:ivis:100001:name.id-viss
klasifikatora) PK:10098610000
Uznémuma  paraksttiesigd | PK:07017010000- urn:ivis:100001:name.id-viss
persona (persona, kas péc | UR:40003627089
Uznémumu registra
datiem var vienpersoniski
parstavét uznémumu)
Sistéma AU:100001 urn:ivis:100001:name.id-viss
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PERSONAS TIPS IDENTIFIKATORA NAMEIDENTIFIER ATRIBUTS — FORMAT
PIEMERS
ledzivotajs, kuru DP:01127612344- urn:ivis:100001:name.id-viss
e pilnvarojis cits | PK:07017010000
iedzivotajs

_ ) DP:40003627089-

e pilnvarojusi valsts | DP:100001-
iestade PK:07017010000

nameidentifier pielaides sanem&anas WIF3.5 koda piemérs:

ClaimsTIdentity cIdentity = claimsPrincipal.Identity as ClaimsIdentity;
if (cIdentity != null)

var nameId = GetClaimValue (cIdentity,
ClaimTypes.Nameldentifier);

private string GetClaimValue (IClaimsIdentity identity, string claimType) {

Claim claim = identity.Claims.FirstOrDefault<Claim>(c =>
c.ClaimType == claimType) ;
if (claim !'= null && !string.IsNullOrEmpty(claim.Value)) {

return claim.Value;

return null;

}

Parasti Autentifikacijas kvalifikacijas [Tmenis (citizenQAALevel) tiek rékinats izmantojot 3. tabula
noradito algroritmu. AtseviSkiem piegadatajiem var noradit [imeni LVP.STS konfiguracija:
<ivis.lvp.sts>

<claimsProviderLevels>

<add realm="https://epak2.abcsoftware.lv/eSign/1.5" level="4"/>

<add realm="https://epak2.abcsoftware.lv/OpenId" level="1"/>

</claimsProviderLevels>

</ivis.lvp.sts>

3.tabula
Autentifikacijas kvalifikacijas l[imenis
Autentifikacijas identifikators Autentifikacijas kvalifikacijas l[imenis
SAKAS AR URN:IVIS:100001:AM.SIGN 4
SAKAS AR URN:IVIS:100001:AM.BANK 2
Cm 1
4.tabula
Identitates piegadataju autentifikacijas metozu identifikatori
IDENTITATES PIEGADATAJA NOSAUKUMS JAUNA NOTACIJA
E-paraksti
Autentifikacija ar e-ID kartinu URN:IVIS:100001:AM.SIGN-EID
Autentifikacija ar e-paraksta kartinu URN:IVIS:100001:AM.SIGN-EME
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IDENTITATES PIEGADATAJA NOSAUKUMS

JAUNA NOTACIJA

Autentifikacija e-ID, e-Paraksta kartinu un e-
Parakta viedtalruna lietotni

URN:IVIS:100001:AM.SIGN-LVCRT

Bankas

Luminor/DNB bankas autentifikacija

URN:IVIS:100001:AM.BANK-DNB

Hansabankas/Swedbank autentifikacija

URN:IVIS:100001:AM.BANK-SWED

Luminor/Nordea bankas autentifikacija

URN:IVIS:100001:AM.BANK-NORDEA

Norvik bankas autentifikacija

URN:IVIS:100001:AM.BANK-NORVIKBANKA

Parex bankas autentifikacija

URN:IVIS:100001:AM.BANK-CITADELE

SEB bankas autentifikacija

URN:IVIS:100001:AM.BANK-SEB

Meridiantrade bankas autentifikacija

URN:IVIS:100001:AM.BANK-MERIDIANTRADE

Privat bankas autentifikacija

URN:IVIS:100001:AM.BANK-PRIVATE

Rietumu bankas autentifikacija

URN:IVIS:100001:AM.BANK-RIETUMU

ABLV bankas autentifikacija

URN:IVIS:100001:AM.BANK-ABLV

BlueOrange bankas autentifikacija

URN:IVIS:100001:AM.BANK-BLUEORANGE

2.2. elIDAS fiziskas personas profila atributu apraksts

elDAS fiziskas personas profila (3rzemnieka) atribdtu saraksts dots 8.tabula, kur ar M — atzZimétas

mandatory (obligatas) tiesibas, bet O-atzimétas — optional (izvéles) tiesibas.

5.tabula
elDAS fiziskas personas profila atribitu apraksts

ATRIBUTS VARDTELPA APRAKSTS %
z
=
L
N
ad
<L

nameidentifier http://schemas.xmlsoap.org/ws/2005/0 | lekS€jais kods, kas viennozimigi | M

5/identity/claims/ identificé autorizaciju droSibas
talona (skat. 2.tabula).
authenticationmethod http://schemas.microsoft.com/ws/2008 | IdP URN identifikators M

/06/identity/claims/

authenticationinstant

http://schemas.microsoft.com/ws/2008

Autentifikacijas apgalvojuma | M

/06/identity/claims/ izsniegSanas laiks

Personldentifier http://eidas.europa.eu/attributes/natur | Personas identifikators* M
alperson/Personldentifier

FirstName http://eidas.europa.eu/attributes/natur | Vards M
alperson/CurrentGivenName

FamilyName http://eidas.europa.eu/attributes/natur | Uzvards M
alperson/CurrentFamilyName

DateOfBirth http://eidas.europa.eu/attributes/natur | Dzim$anas datums M

alperson/DateOfBirth

*- atriblts Personldentifier ietver PMLP IR ARl izsniegtais tehniskai personas kods, kas ir nemainigs
pret eIDAS personas identifikatoru.

6.tabula
Traséjamiba no EIDAS LOA uz VISS autentifikacijas metozu identifikatoriem
EIDAS LEVELS OF ASSURANCE VISS AUTENTIFIKACIJAS IDENTIFIKATOROS
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http://eidas.europa.eu/LoA/low

URN:IVIS:100001:AM.EIDAS-LOW

http://eidas.europa.eu/LoA/substantial

URN:IVIS:100001:AM.EIDAS-SUBSTANTIAL

http://eidas.europa.eu/LoA/high

URN:IVIS:100001:AM.EIDAS-HIGH

7.tabula
Traséjamiba no VISS autentifikacijas metozu identifikatoriem uz EIDAS LOA
VISS AUTENTIFIKACIJAS IDENTIFIKATOROS EIDAS LEVELS OF ASSURANCE
Sakas ar URN:IVIS:100001:AM.SIGN http://eidas.europa.eu/LoA/high
Sakas ar URN:IVIS:100001:AM.BANK http://eidas.europa.eu/LoA/substantial
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3. Drosa Web Servisa izsauksana

DroSie Web servisi tiek izstradati balstoties uz konsorcija OASIS izstradatiem protokoliem WS-
Security, WS-Trust, WS-Converation. Protokoli tika implementéti Windows Identity Foundation .NET

klasu biblioteéka 3.5 vai vienkarsi .NET 4.0 ietvara versiju.

DroSo web servisu izsaukSana ir detalizéti aprakstita [4] sadala 8.4. WS-Federatoin Active Profile.

3.1. PFAS AUTH STS ieejas punkti

DroSibas talonu servisa adrese sastav no

‘.../Issue.svc/trust/{version}/{name}

8.tabula

{version} atributa iespé&jamas vértibas un ta atbilstiba SAML un WS-* standartiem

VERSION SOAP WS-TRUST WS-ADDRESSING \éVESCURITY
2005 V1.2 V1.2 (2005) 2005/08 V1.1
13 V1.2 V1.3 2005/08 V1.1
wse3 V1.2 V1.2 (2005) 2004/08 V1.1

9.tabula

{name} atributa iespéjamas vertibas un ta atbilstiba WS-* standartiem

NAME WS-SECURITY

certificate Certificate profile
certificatemixed Certificate profile over transport
username UserName profile

usernamemixed UserName profile over transport

issuedtokensymmetricbasic256 IssedToken(SAML) profile

issuedtokenmixedsymmetricbasic256

IssedToken(SAML) profile over transport

VISS infrastruktdra droSie servisi tiek izmantoti tikai ar SSL (,over transport”), PFAS AUTH STS tiek

uzturéti Sadas sasaistes (bindings) .NET 4.0 ietvaram:

10.tabula

Sasaistes

NAME

BINDING CONFIGURATION

13/certificatemixed

<Ws2007HttpBinding>
<binding name="certificateMixed">
<security mode="TransportWithMessageCredential">
<message clientCredentialType="Certificate"
establishSecurityContext="false" />
</security>
</binding>
</ws2007HttpBinding>

13/usernamemixed

<ws2007HttpBinding>
<binding name="usernameMixed">
<security mode="TransportWithMessageCredential">
<message clientCredentialType="UserName"
establishSecurityContext="false" />
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</security>
</binding>
</ws2007HttpBinding>
2005/certificatemixed <wsHttpBinding>
<binding name="certificateMixed">

<security mode="TransportWithMessageCredential">
<message clientCredentialType="Certificate"
establishSecurityContext="false" />
</security>
</binding>
</wsHttpBinding>

2005/usernamemixed <wsHttpBinding>
<binding name="usernameMixed">
<security mode="TransportWithMessageCredential">

<message clientCredentialType="UserName"
establishSecurityContext="false" />
</security>
</binding>
</wsHttpBinding>

3.2. ws2007Federation vs ws2007FederationNoSct

No biznesa procesa viedokla var bat dazadi scenariji. Pieméram, datu sanemsanas operacija sastav
no vairakiem soliem: iegdt datus no DIT servisa pa vienam zinojumam, kopa vairak neka ~10
vaicajumi. Saja gadijuma lietderigi izmantot WS-SecureConversation, kas nodro$ina dro$as sesijas
uzturésanu:

Izraksts no wikipedia: WS-SecureConversation is to establish security contexts for multiple
SOAP message exchanges, reducing the overhead of key establishment.

11.tabula
Zinojumu pliasma atkariba no binding nosaukuma

NAME MESSAGE FLOW

ws2007FederationNoSct CallServiceRequest
CallServiceResponse

ws2007Federation IssueSCTRequest
IssueSCTResponse

CallServiceRequest
CallServiceResponse
CallServiceRequest
CallServiceResponse

CallServiceRequest

CallServiceResponse
CancelSCTRequest
CancelSCTResponse

ws2007Federation izmantoSanas rekomendacija:

ws2007Federation gadijuma nedrikst turét sesiju atvértu ilgu laiku, jo sesiju skaits ir ierobeZots.
Tas nozimé, ka citiem klientiem varétu buat atteikums, pieprasot sesiju.

Dokumenta kods: VDAA-PR-DTS Datums: 10.10.2024 Versija: 2.20
Datne: VDAA.PR.DTS v2.20 Izstradaja: J.Kornijenko Lpp.: 18 (82)




[ © Valsts digitalas attistibas agentdra Programmétaja rokasgramata |

3.3. Drosa Web Servisa apraksts

VISS WCF dros$a servisa adrese sastav no

I...Service.svc/{name}

12.tabula
{name} atribita iespéjamas vertibas un to atbilstiba WS-* standartiem
WS- WS- WS- WS-
NAME SOAP
TRUST | ADDRESSING | SECURITY SECURECONVERSATION
ws2007FederationNoSct | V1.2 V1.3 2005/08 V11

ws2007Federation vai ws2007FederationNoSct izvéle ir atkariga no biznesa procesa. Ja klientam
japieslédzas pie servisa un jaizsauc vairak par ~10 vaicajumiem, tad lietderigak izmantot SCT. Ja
serviss jaizsauc vienu reizi, tad bez SCT.
13.tabula
DroSiem web servisiem janodrosina $adas sasaistes (bindings) .NET 4.0 ietvaram

NAME BINDING CONFIGURATION

ws2007Federation <ws2007FederationHttpBinding>
<binding name="ws2007Federation">

<security mode="TransportWithMessageCredential" />
</binding>
</ws2007FederationHttpBinding>
ws2007FederationNoSct <ws2007FederationHttpBinding>
<binding name="ws2007FederationNoSct">
<security mode="TransportWithMessageCredential">
<message establishSecurityContext="false" >
</message>
</security>
</binding>
</ws2007FederationHttpBinding>

14.tabula
Drosiem Web servisiem janodrosina Sadas sasaistes (bindings) .NET 3.5 ietvaram

NAME BINDING CONFIGURATION
ws2007FederationNoSct <customBinding>
<binding name="ws2007FederationNoSct">
<security authenticationMode="IssuedTokenOverTransport"

messageSecurityVersion="WSSecurityl1lWSTrust13WSSecureConversat
ion13WSSecurityPolicyl2BasicSecurityProfilelo"” >
</security>
<textMessageEncoding />
<httpsTransport />
</binding>
</customBinding>
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3.4. Drosa Web servisa klienta konfiguracija

Klienta konfiguracija atkariga no biznesa procesa. Ja klientam japieslédzas pie servisa un jaizsauc
vairak par ~10 vaicajumiem, tad lietderigak izmantot SCT. Ja serviss jaizsauc vienu reizi, tad bez

SCT.

Drosa servisa tipiskie izsaucéji

15.tabula

CALLER DESCRIPTION LIETOTAJU TIPS

System DroSo servisu izsauc sistéma. Par sisttmu uzskatam | SU, SS,

programmatiru, kura darbojas pati pa sevi (Windows Serviss,
Web Lietojums, Web Serviss un citi). Sistémai drosibas talonu
servisa jaautentificéjas ar sertifikdta palidzibu. Sertifikata
registréSana notiek péc $ada scenarija: sistéma pasita vai
nogeneré sertifikatu ar privato atslégu, tad publisko dalu nosita
droSibas servisa talonam, droSibas servisa konfiguracija
registréjas nodotais sertifikats un tam izdod attiecigas tiesibas.

User DroSo servisu izsaukumu inicié pats lietotajs. To vins paveic ar | pu,
attiecigu programmataru  (Windows Forms). Lietotdjam | LE_LVP, UN_LVP, |_B

jaautentificéjas ar sertifikatu vai lietotaju vardu, paroli.

Ja autentificéjas ar lietotaja vardu un paroli, paroli
nedrikst saglabat.

DS,  |_LVP,

System + | DroSo servisu izsauc sistéma, bet ar lietotdja delegétam | I, LE, UN,

Delegation tiestbam.

Atkariba no izsaucéja mainas klienta konfiguracijas bindings, .NET4.0.

Klienta konfiguracijas bindings

16.tabula

=|ZSAUCEJS SYSTEM.SERVICEMODEL CONFIGURATION (PIEMERI)

System <system.serviceModel>
<behaviors>
<endpointBehaviors>
<behavior name="certificatemixed">
<clientCredentials>
<clientCertificate

</clientCredentials>
</behavior>
</endpointBehaviors>
</behaviors>
<bindings>
<Ws2007HttpBinding>
<binding name="certificateMixed">

establishSecurityContext="false" />
</security>
</binding>
</ws2007HttpBinding>
<ws2007FederationHttpBinding>
<binding name="ws2007FederationNoSct">

<message establishSecurityContext="false" >

<security mode="TransportWithMessageCredential">
<message clientCredentialType="Certificate"

<security mode="TransportWithMessageCredential" >

findValue="..."
storeLocation="LocalMachine" x509FindType="FindByThumbprint" />
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<issuer address=".../Issue.svc/trust/13/certificatemixed”
binding="ws2007HttpBinding" bindingConfiguration="certificatemixed" />
</message>
</security>
</binding>
</ws2007FederationHttpBinding>
</bindings>
<client>
<endpoint address="...Service.svc/ws2007Federation”
behaviorConfiguration="certificatemixed"
binding="ws2007FederationHttpBinding"
bindingConfiguration="ws2007Federation’
name="Name" />
</client>
</system.serviceModel>

contract="Contract"

User

<system.serviceModel>
<bindings>
<Ws2007HttpBinding>
<binding name="usernameMixed">
<security mode="TransportWithMessageCredential">
<message clientCredentialType="Certificate"
establishSecurityContext="false" />
</security>
</binding>
</ws2007HttpBinding>
<ws2007FederationHttpBinding>
<binding name="ws2007FederationNoSct">
<security mode="TransportWithMessageCredential" >
<message establishSecurityContext="false" >

<issuer address=".../Issue.svc/trust/13/usernamemixed”
binding="ws2007HttpBinding" bindingConfiguration="usernameMixed" />
</message>
</security>
</binding>
</ws2007FederationHttpBinding>
</bindings>
<client>
<endpoint address="...Service.svc/ws2007Federation”
binding="ws2007FederationHttpBinding"
bindingConfiguration="ws2007Federation” contract="Contract"
name="Name"/>
</client>

</system.serviceModel>

Papildus koda izmainas:

client.Credentials.UserName.UserName = "User"
client.Credentials.UserName.Password = "password"
3.5. PFAS AUTH STS OAuth2 ieejas punkti
DroSibas talonu servisa adreses:
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‘.../oauch/token

Autorizacija izmantojot lietotaju vardu un paroli https://tools.ietf.org/html/rfc6749#section-1.3.3

Autorizacija izmantojot kodu https://tools.ietf.org/html/rfc6749#section-1.3.1

Autorizacija izmantojot sertifikatu https://tools.ietf.org/html/rfc7523#section-2.1

.../oauth2/authorize

Authirizacija Web lietojumiem https://tools.ietf.org/html/rfc6749

‘.../oauth2/introspect

leejas punkts kas izdot informaciju par talonu https://tools.ietf.org/html/rfc7662

‘.../oauch/revoke

leejas punkts kas aptur izdoto talonu https://tools.ietf.org/html/rfc7009
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4. Bankas identifikacijas piegadataja izstrades vadlinijas

Bankas identifikacijas piegadataja (adaptera) izstradei jaizmanto MS VisualStudio template, kas
pieejams VISS pieméru bibliotéka.

4.1. Identifikacijas adaptera MS VisualStudio template apraksts

Identifikacijas adapteriem (bankas, e-pasts utt.) var izmantot specializétu VisualStudio Sablonu, kas

=

darbojas ka “proxy” no identifikacijas piegadataja uz vienotas pieteikSands moduli. Adaptera koda
apraksts pieejams 9.2. pielikuma.

4.2. Bankas adaptera specifikacija

VISS infrastruktira veidojamajiem bankas adapteriem ir janodroSina 3ada operéacija izpilde,
izmantojot HTTP komandas:

1. Autentifikacijas pieprasijums

‘GET url?parameters HTTP/1.1

CT=string - obligats parametrs, norada uz autentifikacijas kontekstu, jaatgriez atpakal.

2. Autentifikacijas atgrieSana

‘POST url?parameters HTTP/1.1

PK=string — obligats parametrs, personas kods;

FN=string — obligats parametrs, vards;

LN=string — obligats parametrs, uzvards;

CT=string — obligats parametrs, konteksta informacija, kas tika sttita pieprasijuma.

3. Autentifikacijas pieprasijuma atcelSana

‘POST url?parameters HTTP/1.1

Cancel=true

GET izmanto query string, POST izmanto body

4.3. Universala bankas adaptera specifikacija
Adapteris nodroSina universalu saskarni lietotaju autentifikacijai.
Adaptera specifikacija:

1. Informacijas apmaina starp identifikacijas nodro$inataju un universalo adapteri tiek veikta,
izmantojot HTTPS protokolu.

2. Portals Latvija.lv sagatavo pieprasijumu ,4002", kas nodroSina lietotdja piekluvi
autentifikacijas nodrosinataja autentifikacijai. Pieprasijums ved uz interneta lapas adresi,
kura noradita konfiguracijas faila.

3. Autentifikacijas nodrosinatajs veic pilnu lietotaja autentifikaciju. Autentifikacijas nodroSinatajs
veic tikai fizisko personu autentifikaciju.
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4. Autentifikacijas nodrosinatajam jasanem lietotaja piekriSana personas datu nosatiSanai uz
portalu Latvija.lv:

a.

C.

Ja lietotajs piekrit personas datu nositiSanai, autentifikacijas nodrosinatajs sagatavo
pieprasijumu ,3002”, kas nodroSina lietotaja piekluvi LVP. Pieprasijums tiek nosutits
uz interneta lapas adresi: https://www.latvija.lv/Default.aspx kuru uztur Valsts
digitalas attistibas agentira;

Ja lietotajs nepiekrit personas datu nosatisanai, Internetbanka paradreseé lietotaju uz
interneta lapas adresi: https://www.latvija.lv/Default.aspx, kuru uztur Valsts digitalas
attistibas agentira;

Atbilde tiek nodota ar POST metod..

5. Sdtijumu parakstiSana un parakstu atSifréSana:

a.

Digitala paraksta iegtSanai tiek izmantoti $adi lauki: type, version, sender_id, nonce,
info, user, date, time. Ja nosutamie vai sanemamie dati nesatur kadu no laukiem, tas
netiek izmantots. Lauku kartiba ir atbilstoSi noraditajai kartibai;

Kodéjumam izmanto UTF-8 kod&jumui;

Digitala paraksta MACO008 vértibas aprékins tiek veikts, izmantojot publiskas atslégas
RSA algoritmu un SHA-1 "hash" algoritmu. Aprékina tiek nemta véra pieprasijuma
parametru garums, ta saucamie pieprasijuma tuksie lauki:

MACO008(X1,X2,...,Xn) := RSA( SHA-1(X1| | X2 | |... | [Xn),&€,N)

kur:

| | — Simbolu rindas konkatenacija;

X1, X2, ..., Xn — Pieprasijuma parametri;

e, n — RSA parametri;

legita simbolu virkne tiek parakstita ar privato atslegu lietojot RSA un SHA-1
funkcijas;

Privatajai atslégai jabat 1024 bitus garai;

leguta vertiba ir pieprasijuma elektroniskais paraksts;

Aprékinata digitala paraksta vértiba tiek parveidota simbolu virkné, izmantojot
BASE64 kodu, un nosutita darfjuma pretéjai pusei pieprasijuma parametra
“signature”.

6. Pieprasijuma sanémeéjs parbauda, vai pieprasijuma dati atbilst parakstam:

a.

b.

Generé sanemtajam pieprasijumam atbilstoSo simbolu virkni izmantojot algoritmu,
kas aprakstits 5.punkta;

Lietojot Publisko atslégu, salidzina iegito simbolu virkni ar sanemto elektronisko
parakstu.

7. Pieprasijumu parakstiS8anas un paraksta verifikacijas funkcijas ir OpenSSL bibliotékas vai
analogas bibliotékas funkcijas.

17.tabula
Nododamie parametri

NosAukums | TIPS OBLIGATS | APRAKSTS

type string(4) ja Pieprasijuma tips (4002)

version string(3) ja Izmantotais paraksta algoritms. Konstante ,008”

sender _id string(15) ja Uznémuma identifikators

nonce string(50) ja Unikala atsléga, kuru generé pieprasijuma nosatitajs
(izmanto, lai garantétu operacijas svaigumu)

returnURL string(60) ja URL, uz kuru jastta atbilde
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NosAukums | TIPS OBLIGATS | APRAKSTS
charset string(10) né Zinojuma kodéjums. Neobligats parametrs.
Pielaujams 1SO-8859-1 (nokluséta vértiba) vai UTF-8
signature string(300) ja Digitalais paraksts
18.tabula
Sanemamie parametri
NOSAUKUMS | TIPS OBLIGATS | APRAKSTS
type string(4) ja Pieprasijuma tips (3002)
version string(3) ja Izmantotais paraksta algoritms. Konstante ,,008”
user string(16) ja Lietotaja identifikators
date string(10) ja Paketes generacijas datums. Datuma formats ,dd.MM.yyyy”
time string(8) ja Paketes generacijas laiks. Laika formats ,HH:mm:ss”
sender_id string(15) ja Bankas identifikators
info string(300) ja Lauks, kas satur autentificéjamas personas personigos
datus — uzvardu un vardu, un personas kodu.
Ja lauks satur JSON struktdru, tad JSON struktdras
elements “lastName” satur uzvardu, elements “firstName” —
vardu un elements “personCode” — personas kodu.
Pretéja gadijuma lauks satur uzvardu un vardu, atdalttus ar
tukSuma zimi, un personas kodu, atdalitu ar ,;”. Par
personas uzvardu tiek uzskatits teksts I1dz pedéjai tukSuma
zimei pirms ,,;”. Personas vards ir p€d€jais vards no pedejas
tukSuma zimes pirms ,,;” Iidz ,,;”.
,UZVARDS VARDS;PERSONAS_KODS”
charset string(10) né Zinojuma kodé&jums. Neobligats parametrs.
Pielaujams ISO-8859-1 (nokluséta vértiba) vai UTF-8
signature string() ja Digitalais paraksts

4.4. HTTP plusmas piemers autentificejoties ar banku

Piemérs izmantojot Uri

ITEM URI
Bankas adapters https://host/bankadapter/
Banka https://bank/

Solis 1. Pieprasijums uz bankas adapteri

‘GET https://host/bankadapter/?wa=wsigninl.O&wtream=urn:realm HTTP/1.1

Solis 2. Paradresacija uz banku

‘GET http://bank/?CT=0DFA559C-81DD-4D38-9D63-4BD358B128E0

Solis 3. Bankas lietotaja interfeiss

[Implementation Specific Traffic]

Solis 4. AtgrieSana no bankas
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HTTP/1.1 200 OK

<html xmlns="https://www.w3.0rg/1999/xhtml">

<head>

<title>Working...</title>

</head>

<body>

<form method="post" action="https://host/bankadapter/SignIn.aspx">

<p>

<input type="hidden" name="PK" value="1111111111" />

<input type="hidden" name="CT" value="0DFA559C-81DD-4D38-9D63-4BD358B128E0" />
<input type="hidden" name="FN" value="Custom" />

<input type="hidden" name="LN" value="Tester" />

<button type="submit">POST</button> <!-- included for requestors that do not
support javascript -->

</p>

</form>

<script type="text/javascript">

setTimeout ('document.forms[0] .submit()', 0);

</script>

</body>

</html>

Solis 5. POST

POST https://host/bankadapter/SignIn.aspx HTTP/1.1

PK=111111111
CT=0DFA559C-81DD-4D38-9D63-4BD358B128E0
FN=Custom

LN=Tester

Solis 6. Testa adapteris atgriez talonu

HTTP/1.1 200 OK

<html xmlns="https://www.w3.0rg/1999/xhtml">

<head>

<title>Working...</title>

</head>

<body>

<form method="post" action="https://resource">

<p>

<input type="hidden" name="wa" value="wsigninl.OQ" />

<input type="hidden" name="wresult"
value="&lt;RequestSecurityTokenResponse&gt;...&lt; /RequestSecurityTokenRespons
esgt;" />

<button type="submit">POST</button> <!-- included for requestors that do not
support javascript -->

</p>

</form>

<script type="text/javascript">

setTimeout ('document.forms[0] .submit()', 0);

</script>

</body>

</html>
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4.5. Autentifikacijas datu sanemsana no bankas izmantojot tieso
saiti

Dazreiz nepiecieSams parsufit autentifikacijas informaciju no bankas uz portalu (noteiktu portala
sadalu) izmantojot banka internetbanka pieejamo saiti, skat. 4. attéla.

E-pakalpojumi » wener latvija.lv Klientu serviss 67 444 444

&) Saraksie ar banku

Latv{ )alv

www.latvija.lv — dtrdks un értdks cel$ valsts un pagvaldibu pakalpojumu sagemsanai!

Valsts rediondlds attistibas agentira (turpmak — Agentiira) sadarbiba ar Swedbank visiem internetbankas lietotdjiem nodrofina piekluvi e-
pakalpojumiem vienotaja valsts un pasvaldibu e-pakalpojumu portald www.latvija.lv.

PAKALPOJUMI, KURIEM NEPIECIESAMA AUTORIZACIJA

Informacija par pregnozéjamo vecuma pensijas apmeru

E-pakalpojuma ietvares persona sanem prognozi par iespgjamas vecuma pensijas apméru, kas, turpinot veiki socialas
apdrodindsanas iemaksas, lidz pensijas vecuma sasniegianai palielindsies. Prognoze balsfita uz WSAA riciba esofo informaciju
par =ociili apdrodinatas personas apdrogindsanas stdZu [idz 1996. gadam, vid&jo apdrodindsanas iemaksu algu par periodu no
1996.gada janvara Nidz 1999 .gada decembrim un uzkrato pensijas kapitalu péc 1996. gada 1. janvara. Prognoze 2 reizes
ménesT tiek aktualizéta, nemot vErd papildinitos apdrogindsanas periodus un veikias iemaksas.

Informacija par ieturéjumiem no izmaksatas pensijasipabalstalathidzibas
Izmantojot S0 pakalpojumu, var iegdt informaciju par isturéjumiem no izmaksatas pensijas, pabalsta vai atfidzTbas; ikviens, kurs

kops 2008. gada san&mis kidu no VSAA pieskirtajiem pakalpojumiem, var iegit iendkumu deklarésanai nepieciesamo
informéaciju par iendkumiem, kuru izmaksataja ir VSAL

Informacija par valsts fondéto pensiju shémas dalibnieka registraciju un ieguldijuma plana izveli

Izmantojot S0 pakalpojumu, var iegit informaciju par valsts fond&to pensiju shémas dalfbnieka redistraciju un isguldfjumu plana
izvéll; 13 ir iesp&ja noskaidrot laiku, kad uzsakia daliba valsis fondéto pensiju shéma, aplikot savu Tdzeklu parvalditaju un
ieguidijumu planu izmaigu vesturi.

Informacija par registréto darba stazu (lidz 1996. gadam)

Izmantojot S0 pakalpojumu, personai, kura bijusi nodarbindta pirms 1986, gada, ir iespéja ieglt informaciju par datiem, kas ir
VSAL ricTba par vinas darba staZu. Informacija satur ar zinas par periodiem, kuros persona bijusi statusa, kas pielidzinats

darba staZam un dod tiesThas uz apdrogindsanas pakalpojumiem (izgemot periodus, kad personai pasai bija javeic sociald

nodekla maksajumi).

4. attéls. lespéja izsaukt latvija.lv portala e-pakalpojumu ar autentifikaciju

Autentifikacijas datu nodoSana autentifikicijas adapteram notiek izmantojot saskanoto protokolu.
lznémums ir izsaukuma Kkonteksta nodroSinasana (wctx). Gadijuma, kad portals inicié
autentifikacijas datu pieprasijums, adapteris parsuta kontekstu uz banku un sanem nemainita veida
atpakal. Bet gadijuma, kad bankas internetbanka inicié portala izsaukums, notiek konteksta datu
formésana atbilstoSi Sadam kodam:

CT=URLencoded (
pr=wsfederation
&rm=URLencoded (http://www.latvija.lv/sts)
[ &cx=URLencoded (appContext) ], kur

appContext=URLencoded (

pr=wsfederation

&rm=URLencoded (http://www.latvija.lv/2.0)
[&cx=URLencoded (/1v/epakalpojumi/EP0O) ]

Rezultata jabat $adam kontekstam un notiek autentifikacijas datu nodosana uz 0.e-pakalpojumu:
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CT=rm%3Dhttp%253A%252F%252Fwww.latvija.lv%252Fsts%26pr%3Dwsfederation%26cx%3Dr
mM%253Dhttps%25253A%25252F%25252Fwww.latvija.lv%25252F2.0%2526pr%253Dwsfederation
%2526¢cx%253D%25252FIv%25252FEpakalpojumi%25252FEPQ0

Pielikuma ir HTML lapas teksts kas nodrosina Signin konteksta izveidoSanu.

4.6. HTTP plusmas piemers autentificejoties no bankas

Piemeérs, izmantojot Uri

ITEM URI
Bankas adapters https://host/bankadapter/
Banka https://bank/

Solis 1. Bankas lietotaja interfeiss
[Implementation Specific Traffic]
Solis 2. AtgrieSana no bankas

HTTP/1.1 200 OK

<html xmlns="https://www.w3.0rg/1999/xhtml">

<head>

<title>Working...</title>

</head>

<body>

<form method="post" action="https://host/bankadapter/SignIn.aspx">

<p>

<input type="hidden" name="PK" value="1111111111" />

<input type="hidden" name="CT" value="

rm$3Dhttp%253A%252F%252Fwww. latvija.lv$252Fsts%$26pr$3Dwsfederation%26cx%3Drm%2
53Dhttps%25253A%25252F%25252Fwww. latvija.1lv%$25252F2.0%2526pr%253Dwsfederation%
2526cx%253D%25252F1v%25252FEpakalpojumi$25252FEPOQ" />

<input type="hidden" name="FN" value="Custom" />

<input type="hidden" name="LN" value="Tester" />

<button type="submit">POST</button> <!-- included for requestors that do not
support javascript -->

</p>

</form>

<script type="text/javascript">

setTimeout ('document.forms[0] .submit()', 0);

</script>

</body>

</html>

Solis 3. POST

POST https://host/bankadapter/SignIn.aspx HTTP/1.1

PK=111111111

CT=

rm%3Dhttp%253A%252F%252Fwww. latvija.lv$252Fsts%26prs3Dwsfederation%26cx$3Drm%2
53Dhttps%25253A%25252F%25252Fwww. latvija.1lv%$25252F2.0%2526pr%253Dwsfederation%
2526cx%253D%25252F1v%25252FEpakalpojumi%$25252FEPOO

FN=Custom

LN=Tester

Solis 4. Testa adapters atgriez talonu
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HTTP/1.1 200 OK

<html xmlns="https://www.w3.0rg/1999/xhtml">

<head>

<title>Working...</title>

</head>

<body>

<form method="post" action="https://resource">

<p>

<input type="hidden" name="wa" value="wsigninl.Q0" />

<input type="hidden" name="wctx" value="

rm$3Dhttps$253A%252F%252Fwww. latvija.lvs252F2.0%26pr$3Dwsfederation$26cx%$3D%25
2F1v%252FEpakalpojumi%252FEPOO" />

<input type="hidden" name="wresult"
value="&lt;RequestSecurityTokenResponse&gt;...&lt; /RequestSecurityTokenRespons
e&gt;" />

<button type="submit">POST</button> <!-- included for requestors that do not
support javascript -->

</p>

</form>

<script type="text/javascript">

setTimeout ('document.forms[0] .submit()', 0);

</script>

</body>

</html>
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5. Vienota pieteiksanas modula izmantosana

Vienoto pieteikS8anas modula izmantoSana detalizéti ir aprakstita [4] sadala 8.5. WS-Federation
Passive Profile.
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6. Pieejama informacija no STS metadatiem

Saiti uz metadatiem var iegat, ieejot STS pirmaja lapa. WS-Federation, SAML1.1 un SAML2
protokoliem metadati tiek veidoti atbilstodi Error! Reference source not found. specifikacijai.
OAuth2 protokolam metadati tiek veidoti atbilstoSi Error! Reference source not found.
specifikacijai.

6.1.1. STS identifikators

6.1.1.1. WS-Federation, SAML2.0 protokoli:
Elements EntityDescriptor satur entitylD atribGtu. AtribGta vértiba norada uz droSibas talona servisa
(STS) identifikatoru. Svarigi parbaudit identifikatoru, kad tiek sanemts talons.

<EntityDescriptor entityID="https://host/trust" ...>

</EntityDescriptor>

6.1.1.2. OAuth2 protokols:

{
"issuer": "urn:DEV-VRAA:LVP.STS",

6.1.2. STS parakstisanas sertifikats

6.1.2.1. WS-Federation protokols:

Kad serviss sanem talonu, kas bija izdots ar STS, tad japarbauda talona paraksts. Sertifikata
publiska dala ieklauta STS metadatu dokumenta. Atrod elementu RoleDescriptor ar atribltu xsi:type
ar vertibu fed:SecurityTokenServiceType. Sertifikats RAW formata ieklauts KeyDescriptor elementa.
Sertifikats ir domats parakstiSanai, ja atribGta use vértiba ir signing.

<RoleDescriptor xsi:type="fed:SecurityTokenServiceType" ...>
<KeyDescriptor use="signing">
<KeyInfo xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<X509Data>
<X509Certificate>MII...</X509Certificate>
</X509Data>
</KeyInfo>
</KeyDescriptor>

</RoleDescriptor>

Atver notepad un nokopé elementa X509Certificate saturu taja. Saglaba datni ar paplasinajumu .cer

6.1.2.2. SAML2.0 protokols:
Atrod elementu IDPSSODescriptor ar atribita protocolSupportEnumeration  vértibu
urn:oasis:names:tc:SAML:2.0:protocol

<IDPSSODescriptor protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol"”>
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<KeyDescriptor use="signing">
<KeyInfo xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<X509Data>
<X509Certificate>MII...</X509Certificate>
</X509Data>
</KeyInfo>
</KeyDescriptor>

</IDPSSODescriptor>

Atver notepad un nokopé elementa X509Certificate saturu taja. Saglaba datni ar paplasinajumu .cer.

6.1.2.3. OAuth2 protokols:
Atver saiti uz kuru norada jwks_uri elements

{

"jwks_uri": "https://host/path/.well-known/openid-configuration?jwks=true",

Atrod masiva keys veértibu ar elementa use vertibu sig.

{
"keys": [
{
"alg": "RS256",
"e": "AQAB",
"kid": "B@36...",
"kty": "RSA",
"n": "1rg0...",
"use": "sig",
"x5c": [
"MIIG..."
1,
"x5t": "sDY..."
}
]
}

Atver notepad un nokopé elementa x5c saturu taja. Saglaba datni ar paplasinajumu .cer.

6.1.3. STS piedavato pielaiZu (claim) saraksts

Atver https://host/LVP.STS/STS/federationmetadata/2007-06/federationmetadata.xml, izmantojot

parlikprogrammu.

6.1.3.1. WS-Federation protokols:

Atrod elementu RoleDescriptor ar atribGta xsi:type vértibu fed:SecurityTokenServiceType.

<RoleDescriptor xsi:type="fed:SecurityTokenServiceType" ...>
<fed:ClaimTypesOffered>

<auth:ClaimType Uri="http://schemas.xmlsoap.org/claims/EmailAddress’
xmlns:auth="http://docs.oasis-open.org/wsfed/authorization/200706">

<auth:DisplayName>Email Address</auth:DisplayName>
</auth:ClaimType>

Optional="True"
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</fed:ClaimTypesOffered>
</RoleDescriptor>

Skat. vél art saistito Error! Reference source not found. dokumentu, kur pieejams pilns pielaides
apraksts.

6.1.3.2. SAML2.0 protokols:
Atrod elementu IDPSSODescriptor ar atribata  protocolSupportEnumeration  vértibu
urn:oasis:names:tc:SAML.:2.0:protocol.

<IDPSSODescriptor protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">

<Attribute Name="http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress™
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri" FriendlyName="E-Mail Address"
xmlns="urn:oasis:names:tc:SAML:2.0:assertion"/>

</IDPSSODescriptor>
Vairak informacijas par federacijas metadatiem var atrast standartos SAML2.0, WS-Federation.

6.1.4. STS piedavato talonu tipu saraksts
Atver https://host/LVP.STS/STS/federationmetadata/2007-06/federationmetadata.xml, izmantojot
parlikprogrammu.

6.1.4.1. WS-Federation protokols:
Atrod elementu RoleDescriptor ar atribita xsi:type vértibu fed:SecurityTokenServiceType.

<RoleDescriptor xsi:type="fed:SecurityTokenServiceType" ...>
<fed:TokenTypesOffered>
<fed:TokenType Uri="urn:oasis:names:tc:SAML:1.0"/>
</fed:TokenTypesOffered>
</RoleDescriptor>

6.1.4.2. Shibbleth 1.3 and SAML 1.1 protokols
Atgriez tikai SAML1.1 apgalvojumu.

6.1.4.3. SAML 2.0 protokols
Atgriez tikai SAML2.0 apgalvojumu. Vairak informacijas par federacijas metadatiem var atrast
SAML1.1, SAML2.0, WS-Federation standartos.

6.1.5. STS pieejamie ieejas punkti

6.1.5.1. WS-Federation protokols:
Atrod elementu RoleDescriptor ar atribGta xsi:type vértibu fed:SecurityTokenServiceType.

<RoleDescriptor xsi:type="fed:SecurityTokenServiceType"
protocolSupportEnumeration="http://schemas.xmlsoap.org/ws/2005/02/trust http://docs.oasis-
open.org/wsfed/federation/200706" ...>

<fed:PassiveRequestorEndpoint>
<EndpointReference xmlns="http://www.w3.0rg/2005/08/addressing">
<Address>https://host/STS/wsfed</Address>
</EndpointReference>
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</fed:PassiveRequestorEndpoint>
</RoleDescriptor>

6.1.5.2. Shibbleth 1.3

Atrod elementu IDPSSODescriptor/SingleSignOnService ar atribGta Binding  vértibu
urn:mace:shibboleth:1.0:profiles:AuthnRequest.

<IDPSSODescriptor protocolSupportEnumeration="... urn:oasis:names:tc:SAML:1.1:protocol
urn:mace:shibboleth:1.0">

<SingleSignOnService Binding="urn:mace:shibboleth:1.0:profiles:AuthnRequest"”
Location="https://host/STS/saml"/>

</IDPSSODescriptor>
6.1.5.3. SAML 2.0

Atrod elementu IDPSSODescriptor/SingleSignOnService ar atribGta Binding vértibu, kas sakas ar
urn:oasis:names:tc:SAML:2.0:bindings.

<IDPSSODescriptor protocolSupportEnumeration="... urn:oasis:names:tc:SAML:2.0:protocol">

<SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"
Location="https://host/STS/saml2"/>
<SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"

Location="https://host/saml2"/>
</IDPSSODescriptor>

6.1.5.4. OAuth2
Elementi, kas beidzas ar “endpoint” norada uz pieejamiem ieejas punktiem:

{

"authorization_endpoint": "https://host/path/oauth2/authorize”,
"introspection_endpoint": "https://host/path/introspect”,

"jwks_uri": "https://host/path/.well-known/openid-configuration?jwks=true",
"revocation_endpoint": "https://host/path/oauth2/revoke”,
"userinfo_endpoint": "https://host/path/oauth2/userinfo”,

6.1.6. STS sifrésanas sertifikata publiska dala

6.1.6.1. WS-Federation protokols:
Atrod elementu RoleDescriptor ar atribGta xsi:type vértibu fed:SecurityTokenServiceType.

<RoleDescriptor xsi:type="fed:SecurityTokenServiceType" ...>
<KeyDescriptor use="encyption">
<KeyInfo xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<X509Data>
<X509Certificate>MII...</X509Certificate>
</X509Data>
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</KeyInfo>
</KeyDescriptor>

</RoleDescriptor>

Atver notepad un nokopé elementa X509Certificate saturu taja. Saglaba datni ar paplasinajumu .cer.

6.1.6.2. SAML2.0 protokols:
Atrod elementu  SPSSODescriptor ar atribGta  protocolSupportEnumeration  vértibu
urn:oasis:names:tc:SAML:2.0:protocol.
<SPSSODescriptor protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">
<KeyDescriptor use="encryption">
<KeyInfo xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<X509Data>
<X509Certificate>MII...</X509Certificate>
</X509Data>
</KeyInfo>
</KeyDescriptor>

</SPSSODescriptor>

Atver notepad un nokopé elementa X509Certificate saturu taja. Saglaba datni ar paplasinajumu .cer.

6.1.7. STS uzturamie algoritmi

6.1.7.1. WS-Federation, SAML2.0 protokoli:
Elementa KeyDescriptor:

<KeyDescriptor use="encryption">
<KeyInfo

</KeyInfo>
<EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#aes256-cbc"/>
</KeyDescriptor>

Elementa Extnesions uzskaititi uzturamie algoritmi Error! Reference source not found..

<Extensions>
<alg:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>

<alg:SigningMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal”
MinKeySize="1024"/>

<alg:SigningMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256"
MinKeySize="1024"/>

</Extensions>

6.1.7.2. OAuth2 protokols:

{
"token_endpoint_auth_signing alg values_supported" : "RS256"

6.1.8. Uzturétaja apraksts un kontaktinformacija
Elementa Organisation ir pieejams uzturamas organizacijas apraksts:

<Organization>
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<OrganizationName xml:lang="1v">ABC software</OrganizationName>

<OrganizationDisplayName xml:lang="1lv">SIA ABC software</OrganizationDisplayName>

<OrganizationURL xml:lang="1v">http://www.abcsoftware.lv/</OrganizationURL>
</Organization>

Elementa ContactPerson ir pieejama kontaktinformacija:

<ContactPerson contactType="technical">
<Company>ABC software</Company>
<GivenName>Juris</GivenName>
<SurName>GekiSs</SurName>
<EmailAddress>abc@abcsoftware.lv</EmailAddress>
<TelephoneNumber>+371-67082600</TelephoneNumber>
</ContactPerson>
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7. Izmantosanas piemeri

7.1. Idp initiated Signln

Bank.STS jaiesledz iespé&ja autentificéties no bankas (skat. Error! Reference source not found..
sadalu). Satot zinojumu no bankas, janorada kontekstu atbilsto$a formata (ACS notacija), izmantojot
S§adus parametrus:
e pr — protokols;
e rm - lietojuma realm;
e X — lietojuma konteksts;
e ry — lietojuma atgrieSanas URL.
Signin.aspx?ctx=URLencoded(
pr=protocol
&rm=URLencoded(https://appRealm)

[&cx=URLencoded(appContext)]
[&ry= URLencoded(https://appReplyTo)]

Zinojumu kontekstu, kas domats LVP.STS, var generét, izmantojot riku GenerateContext.html.
_lox]
e o) 3 72 2
i_;; Id|:|.Ir1itiated SignOn Context ... x I_I
”-’;‘ ~ Bl - ) m= ~ Page -~ Safety - Tools - ﬂlv O

Context Generator for IDP Initiated Signon

LVP STS Identifier Ws-Federation| |

App Identifier https:/www latvija.lv Ws-Federation
apCores

Generate URL

Context:

mm=http%e3 A%2F%2Fwww latvija Ivde2FtrustScpr—wsfederation&cx—rm%3 Dhitps%2 53 A%
252Fwww latvya Iv%e26prte3Dwsfederation

Bank Sample:

Signln aspx?ctx=rm?¥ pY 2Ftrust%26pr¥e3Dwsfederation%2 6cx%3Dm%
25 %25253A%25252F° y2Fwww latvija v 53Dwsfederation

ABP) 8% - g

5.attéls. GenerateContext.html izskats parlukprogramma

Dokumenta kods: VDAA-PR-DTS Datums: 10.10.2024 Versija: 2.20

Datne: VDAA.PR.DTS v2.20 Izstradaja: J.Kornijenko Lpp.: 37 (82)



https://apprealm/

[ © Valsts digitalas attistibas agentdra Programmétaja rokasgramata |

7.2. HomeRealmDiscovery

7.2.1. Identitates piegadataju saraksta iegisana
Adrese ir iesp€ja ieglt identitates piegadataju sarakstu: https://host/STS/IdentityProviders.js
Izsaukumam tiek izmantoti $adi parametri:

e version — obligats, véertibai jabat vienadai ar “1.0”,

e protocol —obligats, protokols, péc kura tiks atgriezta atbilde, kur javascriptnotify — JavaScript
Notify protokols, wsfederation — WS-Federation Protokols;

e realm — obligats, klienta lietojuma realms;
e context — neobligats, ta ir papildu informacija, kura tiek atgriezta atpakal;
o reply_to — neobligats;

e callback — neobligats, te norada javascript funkciju, kura tiek izsaukt péc JSON ieladés.
JSON tiks padota funkcijai ka arguments.

Autentifikacijas nodroSinasanas darbibas rezultats tiek atgriezts JSON formata. Metadati tiek
pieprasiti ar derigiem parametriem, ka iepriek§ aprakstits. Atbilde ir dokuments, kura ir JSON
masivs. Masivam ir $adi parametri:

o Name —identitates piegadataja nosaukums;
e LoginUrl —izveidotais pieteik§anas url;
e LogoutUrl — izveidotais atteikS8anas url; ja nav uzstadits, tad nav iespéjas atteikties;

o ImageUrl —attéls, kas saistits ar identitates piegadataju; ja tuk3s, tad nav attéla.

JSON formata piemérs:
[

"Name": "LVP.STS",

"LoginUrl":
"https://host/LVP.STS/wsfed?wa=wsigninl.0&wtrealm=https%3A%2F%2Frealm%2F&wreply=https%3A%2F%
2Fhost%2FIP.STS%2FDefault.aspx&wctx=rm%3Dhttps%253a%252f%252fip.sts%252f1.0%252ftest%26pr%3D
javascriptnotify",

"LogoutUrl™: "",
"ImageUrl"”: ""
}
]
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7.2.2. Web autentifikacija no Web lapas

-

1= GET the “fed” HRL page
Js autopost

11
fiorm

LVR.STS

u P2

<auth experience>

s

T
(8]
v

T| form

Js autopost

farm

o

4 - POST]| form

6.attels. Autentifikacijas no Web lapas secibas diagramma

H piemérs:
<div id="IPDiv"></div>
Javascript koda piemers:
<script type="text/javascript">
function ShowSigninPage(IPs) {
$.each(IPs, function (i, ip) {
$('#login_bank').append('<input type="image" name="' + ip.Name + '" id=""' +

ip.LoginUrl + '&uwfresh=0' + src="" + ip.ImageUrl + '" onclick="ButtonClicked(this);return
false;" style="border: 1px solid #4B75A7;display:block;width:67px;height:28px;padding: ©px
20px;"/><br/>");

s

function ButtonClicked(input) {
window.location.href = input.getAttribute("id");

}
</script>
<script
src="https://host/LVP.STS/IdentityProviders.js?version=1.0&protocol=wsfederation&realm=
https%3A%2F%2Frealm%2F&callback=ShowSigninPage" type="text/javascript"></script>

7.2.3. Lietotaju autentifikacija un autorizacija no Rich client
lietotnes

Lietotaju autentifikacija Rich client lietojumos notiek, izmantojot parlikprogrammas kontroli
(BROWSER CONTROL) saskana ar javascript notify flow protokolu.
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RICH CLIENT
APP BRO R
(browser ONTRO
control host)

LVR.STS

1= GET the “notify” HRD page

P1
¢ P2

2=GETIPL url

<aLth experience>

+ form .
3-POST| form .J_.

Iz Hatii

7.attéls. Rich Client autentifikacijas secibas diagramma

Rich client lietotné japievieno parlikprogrammas kontrole un taja jaieliek H lapas HTML koda
piemérs:<div id="IPDiv"></div>

un javascript koda piemérs:

<script type="text/javascript">
function ShowSigninPage(IPs) {
$.each(IPs, function (i, ip) {
$('#login_bank').append('<input type="image" name="' + ip.Name + '" id=""' +
ip.LoginUrl + '&uwfresh=0"' + '" src="" + ip.ImageUrl + '" onclick="ButtonClicked(this);return
false;" style="border: 1px solid #4B75A7;display:block;width:67px;height:28px;padding: ©px
20px;"/><br/>");

s

function ButtonClicked(input) {
window.location.href = input.getAttribute("id");
}
</script>
<script
src="https://host/IP.STS/IdentityProviders.js?version=1.0&protocol=javascriptnotify&rea
Im=https%3A%2F%2Frealm%2F&callback=ShowSigninPage" type="text/javascript"></script>

Turpmak notiek darbibas, kas parasti notiek Web lietojuma autentifikacijas gadijuma. Pedéja soll
talons tiek nodots Rich Client lietojumam, kura tiek parbaudits sanemtais droSibas talons.

7.3. Interfeisa valodas noradisana

Satot pieprasijumu uz STS, var noradit vélamo interfeisa valodu. Pieprasijumam japievieno
parametrs lang ar vélamo valodu 1SO 639-1 koda.
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Piemers:
https://host/PFAS.STS/wsfed?...&lang=en

7.4. WS-Federatoin Active Profile

7.4.1. Ka pieprasit talonu ar nepieciesamo pieprasitaja informaciju
(claims)

Pieprasot autentifikaciju, janorada vélama pieprasita informacija (claims) elementa Claims. Vairak
informacijas par elementiem var atrast standartos WS-Trust, WS-Identity.

<trust:RequestSecurityToken xmlns:trust="http://docs.oasis-open.org/ws-sx/ws-trust/200512">

<trust:Claims xmlns:i="http://schemas.xmlsoap.org/ws/2005/05/identity"
Dialect="http://schemas.xmlsoap.org/ws/2005/05/identity">

<i:ClaimType Uri="http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name"
Optional="true" />

</trust:Claims>
</trust:RequestSecurityToken>

Izmantojot WCF, janorada elements claimTypeRequirements konfiguracijas datné.
Piemers:
<ws2007FederationHttpBinding>
<binding name="ws2007FederationNoSct">
<security mode="TransportWithMessageCredential">
<message establishSecurityContext="false">

<claimTypeRequirements>

<add claimType="http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name"
isOptional="true"/>

</claimTypeRequirements>
</message>
</security>
</binding>
</ws2007FederationHttpBinding>

7.4.2. Ka pieprasit noteikta tipa talonu

Pieprasot autentifikaciju, janorada vélamo talona tipu elementa TokenType. Vairak informacijas par
elementiem var atrast standartos WS-Trust:

<trust:RequestSecurityToken xmlns:trust="http://docs.oasis-open.org/ws-sx/ws-trust/200512">

<trust:TokenType>http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-
1.1#SAMLV2.0</trust:TokenType>

</trust:RequestSecurityToken>

Izmantojot WCF janorada elementa message atribts issuedTokenType konfiguracijas datné.
Piemérs:
<ws2007FederationHttpBinding>
<binding name="ws2007FederationNoSct">
<security mode="TransportWithMessageCredential">

<message issuedTokenType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-
1.1#SAMLV2.0">

</message>
</security>
</binding>

Dokumenta kods: VDAA-PR-DTS Datums: 10.10.2024 Versija: 2.20
Datne: VDAA.PR.DTS v2.20 Izstradaja: J.Kornijenko Lpp.: 41 (82)




[ © Valsts digitalas attistibas agentdra Programmétaja rokasgramata |

</ws2007FederationHttpBinding>

7.4.3. Ka pieprasit talonu uz noteiktu dzives laiku

Pieprasot autentifikaciju, janorada vélamo talona laiku elementa Lifetime. Vairak informacijas par

elementiem var atrast standartos WS-Trust, WS-Security:

<trust:RequestSecurityToken xmlns:trust="http://docs.oasis-open.org/ws-sx/ws-trust/200512">
<trust:Lifetime>

<wsu:Expires xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-
wssecurity-utility-1.0.xsd">2013-10-15T16:30:10.1227Z</wsu:Expires>

</trust:Lifetime>
</trust:RequestSecurityToken>

7.4.4. Ka pieprasit talonu ar ,,bearear” atslegas tipu

Pieprasot autentifikaciju, janorada vélamo talona laiku elementa KeyType. Vairak informacijas par

elementiem var atrast standartad WS-Trust.

<trust:RequestSecurityToken xmlns:trust="http://docs.oasis-open.org/ws-sx/ws-trust/200512">
<trust:KeyType>http://docs.oasis-open.org/ws-sx/ws-trust/200512/Bearer</trust:KeyType>

</trust:RequestSecurityToken>

Izmantojot WCF v4.0, janorada elementa message atribits issuedKeyType konfiguracijas datnée.
Piemers:
<ws2007FederationHttpBinding>
<binding name="ws2007FederationNoSct">
<security mode="TransportWithMessageCredential">
<message establishSecurityContext="false" issuedKeyType="BearerKey">
</message>
</security>
</binding>
</ws2007FederationHttpBinding>

7.4.5. Ka pieprasit talonu uz konkreéto lietojuma identifikatoru
<trust:RequestSecurityToken xmlns:trust="http://docs.oasis-open.org/ws-sx/ws-trust/200512">
<wsp:AppliesTo xmlns:wsp="http://schemas.xmlsoap.org/ws/2004/09/policy">
<EndpointReference xmlns="http://www.w3.0rg/2005/08/addressing">
<Address>https://realm</Address>
</EndpointReference>
</wsp:AppliesTo>
</trust:RequestSecurityToken>

7.4.5.1. Izmantojot WCF
Japievieno konfiguracijas datné elementa tokenRequestParameters appliesTo elementu.

Jabut uzmanigam - elementam jabat ar vardtelpu, kas atbilst binding tipam.

<binding name="ws2007FederationNoSct">
<security mode="TransportWithMessageCredential">
<message establishSecurityContext="false">

<tokenRequestParameters>
<wsp:AppliesTo xmlns:wsp="http://schemas.xmlsoap.org/ws/2004/09/policy">
<EndpointReference xmlns="http://www.w3.0rg/2005/08/addressing">
<Address>https://realm</Address>
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</EndpointReference>
</wsp:AppliesTo>
</tokenRequestParameters>
</message>
</security>
</binding>

7.4.5.2. Izmantojot WCF un Abc.IdentityModel v1.1 behaviour
<system.serviceModel>
<extensions>
<behaviorExtensions>

<add name="appliesTo" type="Abc.IdentityModel.Configuration.ClientAppliesToElement,
Abc.IdentityModel" />

</behaviorExtensions>
</extensions>
<client>
<endpoint address="https://host/Service/wsFederationNoSct"
binding="ws2007FederationHttpBinding" bindingConfiguration="ws2007FederationNoSct"
contract="*" name="Service" behaviorConfiguration="client" />
</client>
<behaviors>
<endpointBehaviors>
<behavior name="client">
<appliesTo address="https://realm"/>
</behavior>
</endpointBehaviors>
</behaviors>
</system.serviceModel>

7.4.6. Ka pieprasit talonu ar nepieciesamo parakstisanas algoritmu

Veicot autentifikaciju, janorada vélamo talona parakstiS8anas algoritmu elementa
SignatureAlgorithm. Vairak informacijas par elementiem var atrast standarta WS-Trust:

<trust:RequestSecurityToken xmlns:trust="http://docs.oasis-open.org/ws-sx/ws-trust/200512">

<trust:SignatureAlgorithm>http://www.w3.0rg/2000/09/xmldsig#rsa-
shal</trust:SignatureAlgorithm>

</trust:RequestSecurityToken>

7.4.7. Ka atjaunot talonu

Tiks definéts vélak.

7.4.8. Ka pieprasit talonu ar nepieciesamo sifrésanas algoritmu
Veicot autentifikaciju, janorada veélamo talona SifréSanas algoritmu elementa EncryptionAlgorithm.
Vairak informacijas par elementiem var atrast standarta WS-Trust:

<trust:RequestSecurityToken xmlns:trust="http://docs.oasis-open.org/ws-sx/ws-trust/200512">

<trust:EncryptionAlgorithm>http://www.w3.0rg/2001/04/xmlenc#aes256-cbc</trust:
EncryptionAlgorithm>

</trust:RequestSecurityToken>
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7.4.9. Ka pieprasit talonu ar nepieciesamo keyWrap algoritmu

Veicot autentifikaciju, janorada vélama talona keyWrap algoritmu elementa KeyWrapAlgorithm.
Vairak informacijas par elementiem var atrast standarta WS-Trust:

<trust:RequestSecurityToken xmlns:trust="http://docs.oasis-open.org/ws-sx/ws-trust/200512">

<trust:KeyWrapAlgorithm>http://www.w3.0rg/2001/04/xmlenci#rsa-oaep-mgflp</trust:
KeyWrapAlgorithm>

</trust:RequestSecurityToken>

7.4.10.Ka nosifréet talonu ar nepieciesamo sertifikatu
Veicot autentifikaciju, janorada vélama talona keyWrap algoritms elementa Encryption. Vairak
informacijas par elementiem var atrast standarta WS-Trust:

<trust:RequestSecurityToken xmlns:trust="http://docs.oasis-open.org/ws-sx/ws-trust/200512">
<trust:Encryption>

<wsse:BinarySecurityToken ValueType="wsse:X509v3" EncodingType="wsse:Base64Binary"
Id="SecurityToken-c7fflade-276d-4af3-8837-1264ab9f69b3">

MIIBtzCCAWGEAWIBAgIQz4ySuWmd/opBywSeLK. ..
</wsse:BinarySecurityToken>
</trust:Encryption>
</trust:RequestSecurityToken>
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7.5. WS-Federation Passive Profile

7.5.1. Drosibas talona pieprasisana

WEBAPP

GET LVP .5TS url

L 4

<auth expirience=>

F
L

Redirect

GET IPL url

<auth expirience:=

Y

Is autopost
form '

3

POST form ' .

Js autopost
.‘—
form .

POST form .

8.attéls. Autentifikacijas secibas diagramma

L

Attéla LVP.STS —vienotais pietiekSanas modulis, IP1 — bankas adapteris, WEBAPP —web lietojums
Piemérs:
https://host/STS/wsfed?wa=wsigninl.0&wtrealm=https%3A%2F%2Frealm%2F

7.5.2. Ka pieprasit talonu ar nepieciesamo pieprasito informaciju
(claims)

Jaizveido pieprasijums, skat. 7.4.1. sadalu. Autentificéjoties pieprasijums janosuta parametra wreq.
Piemers:

https://host/PFAS.STS/wsfed?wa=wsigninl.0&wtrealm=
https%3A%2F%2Frealm%2F&wreq=%3Ctrust%3ARequestSecurity Token+xmins%3Atrust%3D%2
2http%3A%2F%2Fdocs.oasis-open.org%2Fws-sx%2Fws-
trust%2F200512%22%3E%0D%0A++%3Ctrust%3AClaims+xmIns%3Ai%3D%22http%3A%2F%2F
schemas.xmlsoap.org%2Fws%2F2005%2F05%2Fidentity%22+Dialect%3D%22http%3A%2F%2F
schemas.xmlsoap.org%2Fws%2F2005%2F05%2Fidentity%22%3E%0D%0A++++%3Ci%3AClaim
Type+Uri%3D%22http%3A%2F%2Fschemas.xmlsoap.org%2Fws%2F2005%2F05%2Fidentity%2
Fclaims%2Fname%22+0ptional%3D%22true%22+%2F%3E%0D%0A++%3C%2Ftrust%3AClaims
%3E%0D%0A%3C%2Ftrust%3ARequestSecurity Token%3E
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Izmantojot WIF 3.5 SDK, jamodificé web.config un jadefiné vélamie claims.
<applicationService>
<claimTypeRequired>

<claimType type="http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name"
optional="false"/>

</claimTypeRequired>
</applicationService>

Japievieno kods Global.asax.cs datné, skat 9.5. nodalu.

7.5.3. Ka pieprasit noteikta tipa talonu

Jaizveido pieprasijums, skat. 7.4.2. sadalu. Autentificéjoties pieprasijums janosita parametra wreq.
Piemérs:

https://host/PFAS.STS/wsfed?wa=wsigninl.0&wtrealm= https%3A%2F%2Frealm%2F
&wregq=%3Ctrust%3ARequestSecurityToken+xmIns%3Atrust%3D%22http%3A%2F%2Fdocs.oasis
-open.org%2Fws-sx%2Fws-
trust%2F200512%22%3E%0D%0A++%3Ctrust%3ATokenType%3Ehttp%3A%2F%2Fdocs.oasis-
open.org%2Fwss%2Foasis-wss-saml-token-profile-
1.1%23SAMLV2.0%3C%2Ftrust%3ATokenType%3E%0D%0A%3C%2Ftrust%3ARequestSecurity
Token%3E

7.5.4. Ka pieprasit talonu uz noteiktu dzives laiku

Jaizveido pieprasijums, skat. 7.4.3. sadalu. Autentificéjoties pieprasijums janosuta parametra wreq.
Piemérs:

https://host/PFAS.STS/wsfed?wa=wsigninl.0&wtrealm= https%3A%2F%2Frealm%2F
&wreq=%3Ctrust%3ARequestSecurityToken+xmIns%3Atrust%3D%22http%3A%2F%2Fdocs.oasis
-open.org%2Fws-sx%2Fws-
trust%2F200512%22%3E%0D%0A++%3Ctrust%3ALifetime%3E%0D%0A++++%3Cwsu%3AEXpir
es+xmins%3Awsu%3D%22http%3A%2F%2Fdocs.oasis-
open.org%2Fwss%2F2004%2F01%2Foasis-200401-wss-wssecurity-utility-1.0.xsd%22%3E2013-
10-
15T16%3A30%3A10.12272%3C%2Fwsu%3AEXpires%3E%0D%0A++%3C%2Ftrust%3ALifetime%
3E%0D%0A%3C%2Ftrust%3ARequestSecurityToken%3E

7.5.5. LVP.STS vélamas personas autentifikacijas izvéle
1. lzvéle pirms autentifikacijas.

Juridisko un pilnvaroto kodus iespéjams dabut no claima
http://ivis.eps.gov.lv/schema/identity/claims/listofauthentications dekodgjot ar Deflate.

Tas izsaucot pieprasijumus 7.5.5.sadala vai 7.5.7.sadala veiks autentifikaciju.

2. lzvéle péc autentifikacijas.
Satot pieprasijumu zemak, LVP.STS péc lietotaja autentifikacijas piedavas lietotdjam izveléties
autentifikacijas veidu.

<trust:RequestSecurityToken xmlns:trust="http://docs.oasis-open.org/ws-sx/ws-trust/200512">
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<auth:AdditionalContext xmlns:auth="http://docs.oasis-
open.org/wsfed/authorization/200706">
<auth:ContextItem
Name="http://schemas.xmlsoap.org/ws/2005/05/identity/claims/privatepersonalidentifier">
<auth:Value></auth:Value>
</auth:ContextItem>
</auth:AdditionalContext>

</trust:RequestSecurityToken>

Piemérs:
https://host/LVP.STS/wsfed?wa=wsigninl.0&wtrealm=https%3A%2F%2Frealm%2F&wreq=%3Ctru
st%3ARequestSecurityToken+xmlns%3Atrust%3D%22http%3A%2F%2Fdocs.oasis-
open.org%2Fws-sx%2Fws-
trust%2F200512%22%3E%3Cauth%3AAdditionalContext+xmins%3Aauth%3D%22http%3A%2F%
2Fdocs.oasis-
open.org%2Fwsfed%2Fauthorization%2F200706%22%3E%3Cauth%3AContextitem+Name%3D
%22http%3A%2F%2Fschemas.xmlsoap.org%2Fws%2F2005%2F05%2Fidentity%2Fclaims%2Fpri
vatepersonalidentifier%22%3E%3Cauth%3AValue+%2F%3E%3C%2Fauth%3AContextlitem%3E
%3C%2Fauth%3AAdditionalContext%3E%3C%2Ftrust%3ARequestSecurity Token%3E

Sakot no LVP.STS V3 ja nepiecieSams izveléties autentifikaciju to var noradit parametra scope
noradot vertibu inhabitant inhabitant:prompt.

Piemérs:
https://host/LVP.STS/wsfed?wa=wsigninl.0&wtrealm=https%3A%2F%2Frealm%2F&scope=inhabi
tant inhabitant:prompt

7.5.6. LVP.STS juridisko personu autentifikacija
Veicot autentifikaciju, janorada autentifikacijas konteksts, kurd ievada uznémuma registracijas
numuru.

<trust:RequestSecurityToken xmlns:trust="http://docs.oasis-open.org/ws-sx/ws-trust/200512">

<auth:AdditionalContext xmlns:auth="http://docs.oasis-
open.org/wsfed/authorization/200706" >

<auth:ContextItem Name="http://ivis.eps.gov.lv/schema/identity/claims/legalentity">
<auth:Value>4000xxxxxxx</auth:Value>
</auth:ContextItem>
</auth:AdditionalContext>
</trust:RequestSecurityToken>

Ja sdta tukSu numuru, tad LVP.STS péc lietotaja autentifikacijas piedavas lietotajam izveléties
juridisko personu no saraksta, ja tadi ir vairak ka viens.

<trust:RequestSecurityToken xmlns:trust="http://docs.oasis-open.org/ws-sx/ws-trust/200512">

<auth:AdditionalContext xmlns:auth="http://docs.oasis-
open.org/wsfed/authorization/200706" >

<auth:ContextItem Name="http://ivis.eps.gov.lv/schema/identity/claims/legalentity">
<auth:Value></auth:Value>
</auth:ContextItem>
</auth:AdditionalContext>
</trust:RequestSecurityToken>
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Autentificgjoties, autentifikacijas konteksts janosita parametra wreq.

Piemérs:

https://host/LVP.STS/wsfed?wa=wsigninl.0&wtrealm=https%3A%2F%2Frealm%2F&
wreq=%3Ctrust%3ARequestSecurity Token+xmIns%3Atrust%3D%22http%3A%2F%2Fdocs.oasis-
open.org%2Fws-sx%2Fws-
trust%2F200512%22%3E%3Cauth%3AAdditionalContext+xmins%3Aauth%3D%22http%3A%2F%
2Fdocs.oasis-
open.org%2Fwsfed%2Fauthorization%2F200706%22%3E%3Cauth%3AContextlitem+Name%3D
%22http%3A%2F%2Fivis.eps.gov.lv%2Fschema%2Fidentity%2Fclaims%2Flegalentity%22%3E%
3Cauth%3AValue%3E4000xxxxxxx%3C%2Fauth%3AValue%3E%3C%2Fauth%3AContextitem%3
E%3C%2Fauth%3AAdditionalContext%3E%3C%2Ftrust%3ARequestSecurity Token%3E

Sakot no LVP.STS V3 uznémuma registracijas numuru var noradit parametra scope noradot vértibu
inhabitant legalentity:4000XXXXXXX.

Ja nepiecieSams izveléties juridisko personu no saraksta tad janorada vértibu inhabitant
legalentity:prompt. Saraksts tiks attélots ja ir vairak ka viens uznémums.

Piemers:

https://host/LVP.STS/wsfed?wa=wsigninl.0&wtrealm=https%3A%2F%2Frealm%2F&scope=inhabi
tant legalentity:4000XXXXXXX

7.5.7. LVP.STS valsts iestaZzu personu autentifikacija

Veicot autentifikaciju, janorada autentifikacijas konteksts, kura ievada valsts iestades registracijas
numuru no UR.

<trust:RequestSecurityToken xmlns:trust="http://docs.oasis-open.org/ws-sx/ws-trust/200512">

<auth:AdditionalContext xmlns:auth="http://docs.oasis-
open.org/wsfed/authorization/200706" >

<auth:ContextItem Name="http://ivis.eps.gov.lv/schema/identity/claims/govlegalentity">
<auth:Value>9000xxxxxxx</auth:Value>
</auth:ContextItem>
</auth:AdditionalContext>
</trust:RequestSecurityToken>

Ja suta tukSu numuru, tad LVP.STS péc lietotaja autentifikacijas piedavas lietotajam izveléties valsts
iestadi no saraksta, ja tadas ir vairak ka viena.

<trust:RequestSecurityToken xmlns:trust="http://docs.oasis-open.org/ws-sx/ws-trust/200512">

<auth:AdditionalContext xmlns:auth="http://docs.oasis-
open.org/wsfed/authorization/200706">

<auth:ContextItem Name="http://ivis.eps.gov.lv/schema/identity/claims/govlegalentity">
<auth:Value></auth:Value>
</auth:ContextItem>
</auth:AdditionalContext>
</trust:RequestSecurityToken>

Autentificgjoties, autentifikacijas konteksts janosita parametra wreq.
Piemérs:
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https://host/LVP.STS/wsfed?wa=wsigninl.0&wtrealm=https%3A%2F%2Frealm%2F&
wreq=%3Ctrust%3ARequestSecurity Token+xmIns%3Atrust%3D%22http%3A%2F%2Fdocs.oasis-
open.org%2Fws-sx%2Fws-
trust%2F200512%22%3E%3Cauth%3AAdditionalContext+xmins%3Aauth%3D%22http%3A%2F%
2Fdocs.oasis-
open.org%2Fwsfed%?2Fauthorization%2F200706%22%3E%3Cauth%3AContextlitem+Name%3D
%22http%3A%2F%2Fivis.eps.gov.lv%2Fschema%2Fidentity%2Fclaims%2Fgovlegalentity%22%3
E%3Cauth%3AValue%3E9000xxxxxxx%3C%2Fauth%3AValue%3E%3C%2Fauth%3AContextlte
M%3E%3C%2Fauth%3AAdditionalContext%3E%3C%2Ftrust%3ARequestSecurityToken%3E

Sakot no LVP.STS V3 uznémuma valsts iestades registracijas numuru var noradit parametra scope
noradot vertibu inhabitant legalentity: 9000XXXXXXX.

Ja nepiecieSams izveléties valsts iestadi no saraksta tad janorada vértibu inhabitant
legalentity:publicbody. Saraksts tiks attélots ja ir vairak ka viens uznémums kuram tips ir valsts
iestade.

Piemérs:
https://host/LVP.STS/wsfed?wa=wsigninl.0&wtrealm=https%3A%2F%2Frealm%2F&scope=inhabi
tant legalentity:9000XXXXXXX

7.5.8. LVP.STS pilnvaroto personu autentifikacija
Veicot autentifikaciju, janorada autentifikacijas konteksts, kura ievada pilnvaras devéja registracijas
numuru vai personas kodu.

<trust:RequestSecurityToken xmlns:trust="http://docs.oasis-open.org/ws-sx/ws-trust/200512">

<auth:AdditionalContext xmlns:auth="http://docs.oasis-
open.org/wsfed/authorization/200706" >

<auth:ContextItem Name="http://ivis.eps.gov.lv/schema/identity/claims/grantor">
<auth:Value>4000xxxxxxx</auth:Value>
</auth:ContextItem>
</auth:AdditionalContext>

</trust:RequestSecurityToken>
Ja sita tukSu numuru, tad LVP.STS péc lietotaja autentifikacijas piedavas lietotajam izveléties kadu
no pilnvaru devéjiem, ja tadi ir vairak ka viens.
<trust:RequestSecurityToken xmlns:trust="http://docs.oasis-open.org/ws-sx/ws-trust/200512">

<auth:AdditionalContext xmlns:auth="http://docs.oasis-
open.org/wsfed/authorization/200706" >

<auth:ContextItem Name="http://ivis.eps.gov.lv/schema/identity/claims/grantor">
<auth:Value></auth:Value>
</auth:ContextItem>
</auth:AdditionalContext>
</trust:RequestSecurityToken>

Autentificgjoties, autentifikacijas konteksts janosita parametra wreq.

Piemérs:

https://host/LVP.STS/wsfed?wa=wsigninl.0&wtrealm=https%3A%2F%2Frealm%2F&
wreq=%3Ctrust%3ARequestSecurity Token+xmlIns%3Atrust%3D%22http%3A%2F%2Fdocs.oasis-
open.org%2Fws-sx%2Fws-
trust%2F200512%22%3E%3Cauth%3AAdditionalContext+xmins%3Aauth%3D%22http%3A%2F%
2Fdocs.oasis-
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open.org%2Fwsfed%2Fauthorization%2F200706%22%3E%3Cauth%3AContextltem+Name%3D
%22http%3A%2F%2Fivis.eps.gov.lv¥%2Fschema%?2Fidentity%2Fclaims%2Fgrantor%22%3E%3C
auth%3AValue%3E4000xxxxxxx%3C%2Fauth%3AValue%3E%3C%2Fauth%3AContextitem%3E
%3C%2Fauth%3AAdditionalContext%3E%3C%2Ftrust%3ARequestSecurity Token%3E

Sakot no LVP.STS V3 pilnvaras devéja uznémuma registracijas numuru vai personas kodu var
noradit parametra scope noradot vertibu inhabitant grantor:4000XXXXXXX.

Ja nepiecieSams izveléties pilnvaras devéju no saraksta tad janorada vertibu inhabitant
grantor:prompt. Saraksts tiks attélots ja ir vairak ka viens pilnvaras devé;js.

Piemérs:
https://host/LVP.STS/wsfed?wa=wsigninl.0&wtrealm=https%3A%2F%2Frealm%2F&scope=inhabi
tant grantor:4000XXXXXXX

7.5.9. PFAS.STS izvéleties vélamo autentifikacijas veidu
Izmantojot WIF 3.5 SDK, jamodificé web.config un jadefiné vélamais autentifikacijas tips.

<federatedAuthentication>

<wsFederation passiveRedirectEnabled="true" issuer="https://host/LVP.STS/wsfed"
realm="https://realm/" requireHttps="true"
authenticationType="urn:oasis:names:tc:SAML:1.0:am:password”

<cookieHandler requireSsl="true" />
</federatedAuthentication>

Piemers:
https://host/LVP.STS/wsfed?wa=wsigninl.0&wtrealm=https%3A%2F%2Frealm%2F&wauth=urn%
3Aoasis%3Anames%3Atc%3ASAML%3A1.0%3Aam%3Apassword

WS-Federation Passive Profile ar PFAS.STS uzturamajam autentifikacijas metodem.

19. tabula
Savietojamibas versijas ipaSibas
AUTHENTICATION METHOD AUTHENTICATION CONTEXT (WAUTH) URI
Username/Password urn:oasis:names:tc:SAML:1.0:am:password
Transport Layer Security (TLS) Client urn:ietf:rfc:2246
Integrated Windows Authentication urn:federation:authentication:windows

Saja gadijuma netiks attélota izvades forma ,lzvélieties autentifikacijas veidu”, bet uzreiz notiks
paradresacija uz formu ,Pieteikties VISS portala”.

7.5.10.LVP.STS/PFAS.STS izveléeties vélamo  autentifikacijas
sniedzeju
Izmantojot WIF 3.5 SDK, jamodificé web.config. Var definét vélamo autentifikacijas sniedzé&ju.

<federatedAuthentication>

<wsFederation passiveRedirectEnabled="true" issuer="https://host/LVP.STS/wsfed"
realm="https://realm/" requireHttps="true" homeRealm="https://idprealm"

<cookieHandler requireSsl="true" />
</federatedAuthentication>

Piemeérs:
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https://host/LVP.STS/wsfed?wa=wsigninl.0&wtrealm=https%3A%2F%2Frealm%2F&whr=
https%3A%2F%2Fidprealm

Saja gadijuma netiks attélota izvada forma ,lzvélieties autentifikacijas veidu”, bet uzreiz notiks
paradresacija uz formu — “ldentitates piegadaja autentifikacijas lapa”.

7.5.11.HomeRealmDiscovery protokola izmantosana
Jaizpilda 7.2. nodalas nosacijumi.

Piemérs:
https://host/LVP.STS/ldentityProviders.js?version=1.0&protocol=wsfederation&realm=https%3A%?2
F%2Frealm%2F

7.5.12.Pieprasit autentifikaciju no jauna (Freshness)
Izmantojot WIF 3.5 SDK, modificéjot web.config, var definét freshnes vertibu.

<federatedAuthentication>

<wsFederation passiveRedirectEnabled="true" issuer="https://host/LVP.STS/wsfed"
realm="https://realm/" requireHttps="true" freshness="0"

<cookieHandler requireSsl="true" />
</federatedAuthentication>

Izmantojot .NET 4.5, modificéjot web.config, var definét freshnes vértibu.

<federatedConfiguration>

<wsFederation passiveRedirectEnabled="true" issuer="https://host/LVP.STS/wsfed"
realm="https://realm/" requireHttps="true" freshness="0"

<cookieHandler requireSsl="true" />
</federatedConfiguration>
Piemeérs:
https://host/LVP.STS/wsfed?wa=wsigninl.0&wtrealm=https%3A%2F%2Frealm%2F &wfesh=0

Saja gadijuma tiks attélota izvades forma ,|zvélieties autentifikacijas veidu”, lai gan tika ieslégta STS
opcija Web SingleSignOn.

7.5.13.Ka pieprasit autentifikaciju ar pieprasijumu cita datneé vai
servisa

Jaizveido pieprasijums, skat. 7.4.1, 7.4.2,7.4.3, 7.4.6, 7.4.8, 7.4.9, 7.4.10. sadalas un pieprasijums
jasaglaba datné, vai tam jabut pieejamam servisa. Datnes vai servisa adresi janorada parametra
wreqptr.

Izmantojot WIF 3.5 SDK, modificéjot web.config var definét citas datnes adresi.

<federatedAuthentication>

<wsFederation passiveRedirectEnabled="true" issuer="https://host/LVP.STS/wsfed"
realm="https://realm/" requireHttps="true" requestPtr="https://myApphost/Request.xml"

<cookieHandler requireSsl="true" />
</federatedAuthentication>

Izmantojot .NET4.5, modificéjot web.config var definét citas datnes adresi.

<federatedConfiguration>

<wsFederation passiveRedirectEnabled="true" issuer="https://host/LVP.STS/wsfed"
realm="https://realm/" requireHttps="true" requestPtr="https://myApphost/Request.xml"

<cookieHandler requireSsl="true" />
</federatedConfiguration>
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Piemers:
https://host/LVP.STS/wsfed?wa=wsigninl.0&wtrealm=https%3A%2F%2Frealm%2F
&wregptr=https%3A%2F%2FmyApphost%2FRequest.xml

Datnes Request.xml satura piemers:

<?xml version="1.0" encoding="utf-8"?>
<trust:RequestSecurityToken xmlns:trust="http://docs.oasis-open.org/ws-sx/ws-trust/200512">

<trust:Claims xmlns:i="http://schemas.xmlsoap.org/ws/2005/05/identity"
Dialect="http://schemas.xmlsoap.org/ws/2005/05/identity">
<i:ClaimType Uri="http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name"

Optional="true" />
</trust:Claims>
</trust:RequestSecurityToken>

7.5.14.Pieteiksanas no bankam
Jaizpilda 7.1. nodalas nosacijumi.

WEBAFPF

<auth expirience=

IP1 response + cix

Is autopost
* form
.Et:l'.

POST form

Is autopost
.‘—
form .

POST form ‘

9.attéls. Autentifikacija no bankas secibas diagramma

ctu ™

Ld

kur, LVP.STS — vienotas pietiekSanas modulis, IP1 — bankas adapteris, WEBAPP — web lietojums.

7.5.14.1. ACS notacija

Signin.aspx?ctx=URLencoded(
pr=wsfederation
&rm=URLencoded(https://appRealm)
[&cx=URLencoded(appContext)]
[&ry=URLencoded(https://appReplyTo)]

Piemérs:
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https://host/BANK.STS/SignIn.aspx?ctx=
pr%3Dwsfederation%26rm%3Dhttps%253A%252F%252FappRealm

Konteksta informacijas veidoSanai var izmantot Error! Reference source not found.. sadala
piedavato kodu.

7.5.14.2. ADFS notacija

Signin.aspx?ctx=URLencoded(
RPID=URLencoded(https://appRealm)
&wctx=[URLencoded(appContext)]

7.5.15.Atteiksanas no STS

Piemers:
https://host/PFAS.STS/wsfed?wa=wsignoutl.0&wtrealm=https%3A%2F%2Frealm%2F
&wreply=http://mySite

7.5.16.Lietojuma konteksta informacijas parsatisana caur STS

7.5.16.1. Izmantojot parametru wctx
e Kontekstu var parsutit, izmantojot parametru wctx. Tad konteksts tiks atgriezts atpakal péc
autentifikacijas parametra wctx. Piemérs:

o https://host/PFAS.STS/wsfed?wa=wsigninl.0&wtrealm=https%3A%2F%2Frealm%2F&
wctx=AppContext

e |zmantojot HomeRealmDiscovery, konteksts janorada parametrad context. Piemérs:
o https://host/LVP.STS/IdentityProviders.js?version=1.0&protocol=wsfederation&realm=ht
tps%3A%2F%2Frealm%2F&context= AppContext
e Izmantojot pieteikS8anos no identitates piegadataja, konteksts janorada parametra
cX. Piemérs:

o https://host/BANK.STS/SignIn.aspx?ctx=pr%3Dwsfederation%26rm%3Dhttps%253A%2
52F%252FappRealm%26cx%3DAppContext

7.5.16.2. Izmantojot parametru wreply
e Kontekstu var padot, izmantojot atgrieSanas adresi, parametru wreply. Izmantojot WIF 3.5
SDK, modificéjot web.config var definét vélamo autentifikacijas sniedzéju.

<federatedAuthentication>

<wsFederation passiveRedirectEnabled="true" issuer="https://host/LVP.STS/wsfed"
realm="https://realm/" requireHttps="true" reply="https://host/App?param=AppContext"

<cookieHandler requireSsl="true" />
</federatedAuthentication>

Piemérs:
https://host/PFAS.STS/wsfed?wa=wsigninl.0&wtrealm=https%3A%2F%2Frealm%2F&wreply=http
s%3A%2F%2Fhost%2FApp%3Fparam%3DAppContext

e Izmantojot HomeRealmDiscovery kontekstu, janorada parametra reply_to. Piemérs:

https://host/LVP.STS/IdentityProviders.js?version=1.0&protocol=wsfederation&realm=https%3A%?2
F%2Frealm%2F&reply_to=https%3A%2F%2Fhost%2FApp%3Fparam%3DAppContext
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e Izmantojot pieteikS8anos no identitdtes piegadataja kontekstu, janorada parametra
ry. Piemérs:
https://host/BANK.STS/SignIn.aspx?ctx=pr%3Dwsfederation%26rm%3Dhttps%253A%252F%252
FappRealm%26ry%3Dhttps%3A%2F%2Fhost%2FApp%3Fparam%3DAppContext

7.5.17.Ka noradit pieprasijuma kodésanas algoritmu

Parametra wencoding janorada kodésSanas algoritms un pieprasijums janosidta parametra wreq
attieciga kodejuma.

Piemérs:

https://host/PFAS.STS/wsfed?wa=wsigninl.0&wtrealm=https%3A%2F%2Frealm%2F
&wreq=PHRydXNOOWJIcXVIc3RTZWN1cmlOeVRva2VulHhtbG5zOnRydXNOPSJodHRwOIi8vZG9jc
y5vYXNpcylveGVulLm9yZy93cy1zeC93cy10cnVzdC8yMDALIMTIIPgOKICA8dHJI1c3Q6VGOrZW5U
eXBIPmhOdHAG6LY9kb2NzLm9hc2lzLWOwZW4ub3JInL3dzcy9vY XNpcyl3c3Mtc2FtbC10b2tlbilwe
M9MaWXILTEUMSNTQU1MVjluMDwvdHJI1c3Q6VG9rZW5UeXBIPgOKPC90cnVzdDpSZXF1ZXNO
U2VjdXJpdHIUb2tlbj4&wencoding=base64url

7.5.18.Lietojuma konteksta informacijas parsatisana caur STS

7.5.18.1. Izmantojot parametru farget

Kontekstu var parsutit, izmantojot parametru target. Tad konteksts tiks atgriezts atpakal péc
autentifikacijas parametra target. Piemers:
https://host/PFAS.STS/wsfed?providerld=https%3A%2F%2Frealm%2F&shire=https%3A%2F%2Fh
ost%2FAppé&target=AppContext

Izmantojot pieteikS8anos no identitates piegadataja, konteksts janorada parametra cx. Piemeérs:

https://host/BANK.STS/Signin.aspx?ctx=pr%e3Dsaml11p%26rm%3Dhttps%253A%252F%252Fapp
Realm%26cx%3DAppContext

7.5.18.2. Izmantojot parametru shire

Kontekstu var padot izmantojot atgrieSanas adresi, parametra shire. Piemérs:
https://host/PFAS.STS/wsfed?providerld=https%3A%2F%2Frealm%2F&shire=3Dhttps%3A%2F%
2Fhost%2FApp%3Fparam%3DAppContext&target=AppContext

Izmantojot pieteikSanu no identitates piegadataja, konteksts janorada parametra ry. Piemérs:

https://host/BANK.STS/Signin.aspx?ctx=pr%e3Dsaml11p%26rm%3Dhttps%253A%252F%252Fapp
Realm%26ry%3Dhttps%3A%2F%2Fhost%2FApp%3Fparam%3DAppContext

7.6. SAML2.0 Protocol

7.6.1. Drosibas talona pieprasisana
Jasita SAML2 autentifikacijas pieprasijums ar GET vai POST.

Piemeérs:

<samlp:AuthnRequest
xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol”
xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion"
ID="aaf23196-1773-2113-474a-fell14412ab72"
Version="2.0"
IssueInstant="2004-12-05T09:21:59Z"
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AssertionConsumerServiceIndex="0"
AttributeConsumingServiceIndex="0">
<saml:Issuer>https://sp.example.com/SAML2</saml:Issuer>
<samlp:NameIDPolicy
AllowCreate="true"
Format="urn:oasis:names:tc:SAML:2.0:nameid-format:transient"/>
</samlp:AuthnRequest>

7.6.1.1. HTTP Redirect binding
Piemeérs:

https://host/STS/saml2?SAMLRequest=fZFfa8IwFMXfBb9DyXvaJtZ1BgqsURRC2Mabbw95ivc5Am
3TIrXPffmmLY3%2FA15Pzuyf330n8XJIXBCaxTRmMeEhTEJQBAmMr$2FRbRp63K3pL5rPhYOpkVdYib%2FC
on%$2BCOAYEDORB4WDVRVWWksVoY6ZQTW1bgBBZik9%2FfCR7GorYGTWFK8pub6DknnwKLS2FWEet 1xmR8
SsBHbHIDWZqOKGAsRIMOkfQAJCUJ43KX8s78ctnIz%$2Blp5xpYaddSolfjOKGM0318)SeCMzGevHa2%2F
BKS5MNo1FdgN2JIMgPLmHcOb6WTmiVbsGoTE5qv66Z2g2t60x0wXZ2RKydiCIXh3CWVV1ICWIgganfl0%2Bi
n8xutxYOvZL18NKUgP1vZR5e1%2BVhYKAGZQdsAGfWVSZXEG63W2itrTQ2cVakKv2CjSSqL1vIPS2FAX V4
C

7.6.1.2, HTTP Post bindnig
XHTML formas piemers:

<form method="post" action="https://host/STS/saml2">
<input type="hidden" name="SAMLRequest"
value="PHNhbWxwOkF1dGhuUmVxdWVzdAOKICAgIHhtbG5zOnNhbWxwPSJlcm4 6b2FzaXMobmFtZXM6d
GMO6UOFNTDoyLjA6cHIVvAGIjb2wiDQogICAgeGlsbnM6c2FtbD0idXJuOm9hc21z0m5hbWVzOnRjO1INBT
Uw6MidwOmFzc2VydGlvbiINCiAgICBIRDO1YWFMMIMxOTYtMTc3MyOyMTEZLTQ3NGEt ZmUxMTQOMTJIhY
jcyIgOKICAGIFZ1cnNpb249IIuMCINCiAgGICBIc3N1ZUluc3RhbnQ9Tj IwMDQtMT ItMDVUMDk6MIE6N
T1laIgOKICAgIEFzc2VydGlvbkNvbnN1bWVyU2VydmljZUluZGV4PSIwIgOKICAGIEFOdHIpYnV0ZUNvVDb
nN1bWluZlNlcnZpY2VJbmR1eD0iMCI+DQogICAgPHNhbWw6SXNzdWVyPmhO0dHBz018vc3AuZXhhbXBsZ
S57b20vUOFNTDI8L3NhbWw6SXNzdWVyPgOKICAGIDxzYW1scDpOYW11SURQb2xpY3kNCiAgICAgGIEFsb
G930Q3J1YXR1PSJ0cnV1IgOKICAGICAGRMIybWFOPSJI1cmd 6b2FzaXM6bmFt ZXM6dGM6UOFNTDoyLjA6D
mFtZW1kLWZvcecmlhdDpOcmFuc211bnQiLz4NCiAgPC9zYW1lscDpBdXRob1J1cXV1c3Q+DQo=" />
</form>

7.6.2. Ka pieprasit talonu ar nepieciesamo pieprasito informaciju
(claims)

Pieprasot autentifikaciju, janorada vélama pieprasita informacija (RequestedAttributes) elementa
RequestedAttribute. http://docs.oasis-open.org/security/saml-protoc-reg-attr-req/v1.0/saml-protoc-
reg-attr-reg-v1.0.html

<samlp:AuthnRequest
xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol"
xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion"
ID="aaf23196-1773-2113-474a-fell14412ab72"
Version="2.0"
Issuelnstant="2004-12-05T09:21:597"
AssertionConsumerServiceIndex="0"
AttributeConsumingServiceIndex="0">
<saml:Issuer>https://sp.example.com/SAML2</saml:Issuer>
<samlp:NameIDPolicy
AllowCreate="true"
Format="urn:oasis:names:tc:SAML:2.0:nameid-format:persistent"/>
<samlp:Extensions>
<reqg-attr:RequestedAttributes xmlns:reqg-attr="urn:oasis:names:tc:SAML:protocol:ext:req-
attr" xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata">
<md:RequestedAttribute isRequired="true"
Name="http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri" />
</req-attr:RequestedAttributes>
</samlp:Extensions>

</samlp:AuthnRequest>
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7.6.3. LVP.STS juridisko personu autentifikacija
Veicot autentifikaciju, janorada autentifikacijas konteksts, tad LVP.STS péc lietotaja autentifikacijas
piedavas lietotajam izveléties juridisko personu.

<samlp:AuthnRequest
xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol"
xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion"
ID="aaf23196-1773-2113-474a-fell14412ab72"
Version="2.0"
IssueInstant="2004-12-05T09:21:59Z2"
AssertionConsumerServiceIndex="0"
AttributeConsumingServiceIndex="0">
<saml:Issuer>https://sp.example.com/SAML2</saml:Issuer>
<samlp:NameIDPolicy
AllowCreate="true"
Format="urn:oasis:names:tc:SAML:2.0:nameid-format:persistent”/>
<samlp:RequestedAuthnContext>
<saml:AuthnContextDeclRef>https://ivis.eps.gov.lv/schema/identity/claims/legalentity</saml:A
uthnContextDeclRef>
</samlp:RequestedAuthnContext>

</samlp:AuthnRequest

7.6.4. LVP.STS valsts iestazu personu autentifikacija
Veicot autentifikaciju, janorada autentifikacijas konteksts, tad LVP.STS péc lietotaja autentifikacijas
piedavas lietotajam izveléties juridisko personu.

<samlp:AuthnRequest
xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol"
xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion"
ID="aaf23196-1773-2113-474a-fell14412ab72"
Version="2.0"
IssueInstant="2004-12-05T09:21:59Z"
AssertionConsumerServiceIndex="0"
AttributeConsumingServiceIndex="0">
<saml:Issuer>https://sp.example.com/SAML2</saml:Issuer>
<samlp:NameIDPolicy
AllowCreate="true"
Format="urn:oasis:names:tc:SAML:2.0:nameid-format:persistent"/>
<samlp:RequestedAuthnContext>
<saml:AuthnContextDeclRef>https://ivis.eps.gov.lv/schema/identity/claims/govlegalentity</sam
1:AuthnContextDeclRef>
</samlp:RequestedAuthnContext>

</samlp:AuthnRequest

7.6.5. LVP.STS pilnvaroto personu autentifikacija
Veicot autentifikaciju, janorada autentifikacijas konteksts, tad LVP.STS péc lietotaja autentifikacijas
piedavas lietotajam izveléties pilnvaras.

<samlp:AuthnRequest
xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol”
xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion"
ID="aaf23196-1773-2113-474a-fel14412ab72"
Version="2.0"
IssueInstant="2004-12-05709:21:59Z2"
AssertionConsumerServiceIndex="0"
AttributeConsumingServiceIndex="0">
<saml:Issuer>https://sp.example.com/SAML2</saml:Issuer>
<samlp:NameIDPolicy
AllowCreate="true"
Format="urn:oasis:names:tc:SAML:2.0:nameid-format:persistent"/>
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<samlp:RequestedAuthnContext>
<saml:AuthnContextDeclRef>https://ivis.eps.gov.lv/schema/identity/claims/grantor</saml:Authn
ContextDeclRef>

</samlp:RequestedAuthnContext>

</samlp:AuthnRequest

7.6.6. HomeRealmDiscovery protokola izmantosana

Jaizpilda 7.2. nodalas nosacijumus.

Piemérs:
https://host/LVP.STS/IdentityProviders.js?version=1.0&protocol=saml2p&realm=https%3A%2F%?2
Frealm%2F

7.6.7. Pieteiksanas no bankas
Jaizpilda 7.1. nodalas nosacijumus.

7.6.7.1. ACS notacija
Signin.aspx?ctx=URLencoded(
pr=samli2p
&rm=URLencoded(https://appRealm)
[&cx=URLencoded(appContext)]
[&ry=URLencoded(https://appReplyTo)]

Piemérs:
https://host/BANK.STS/SignIn.aspx?ctx=
pr%e3Dsaml2p%26rm%3Dhttps%253A%252F%252FappRealm

7.6.7.2. ADFS notacija

Signin.aspx?ctx=URLencoded(
RPID=URLencoded(https://appRealm)
&RealyState=[URLencoded(appContext)]

7.6.8. Atteiksana no STS
Piemérs:

<samlp:LogoutRequest
xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol"”
xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion"
ID=" _947f5e64-8423-4464-b4bo-fadledfe62a0"
Version="2.0"
IssueInstant="2017-05-31T715:43:18Z"
Destination="https://host/STS/saml2">
<saml:Issuer>http://localhost:4568/Default.aspx</saml:Issuer>
<saml:NameID Format="urn:oasis:names:tc:SAML:1.1:nameid-
format:unspecified">hamiltonl@mycompany.test</saml:NameID>
<samlp:SessionIndex>_6f6daef8-f0Ob5-4437-8e35-aed4d4ffc48cfe</samlp:SessionIndex>
</samlp:LogoutRequest>

7.6.8.1. HTTP Redirect binding

Piemeérs:
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https://host/STS/saml2?SAMLRequest=fZDNasMwEITvgbyDOF3%2B1R1XJKYFUzCkPdShh16CYQq8
agy25XhmSt6%2Fs9BAK7UlazTermS3KvhvE3nyayb7BlwRoyaXvNIrlZUenUQsjsUWhZQ8obC2gp5e9i
LxADKOxpJj YdvUP%2BJyQijLY1mpKy2FFyfOAblUDKWca jmHHuTid%2BCpiSPEwbBWkkAOreYUQH7ajzc
CTiBKVGK7V1oyDcsCBheXgIESFJEWYf1BQuSKulXaiztOMK3z8btH51qPz50xHN1ytCyHa%2BiMVzzGe
1E3amlt2sFjxJIJM78AJaf0ehKHy9%9a%2F1985vLgwZUGezdhL%2B3cLoRcuk7ZhapGKSeMAdataaGh%2B1
n3bWaPDx%$2F5am36Q%2BupZl%2BVn7W3J3dpBVIBzN6VU4JIfUSU2E]ITGVHBKXI$2FxhmUQJOwC50rVP
KsV3Lx%$2BkevVNw%3D%$3D

7.6.8.2. HTTP Post bindnig
XHTML formas piemers:

<form method="post" action="https://host/STS/saml2">
<input type="hidden" name="SAMLRequest"
value="PHNhbWxwOkxvZ291dFJ1cXV1c3QgeGlsbnM6c2FtbHA9INVybjpvYXNpczpuYWllczpO0YzpTQ
U1MOjIuMDpwcm90b2NvbCIgeGlsbnM6c2FtbD01dXJuOm9Ohc21z0m5hbWVzOnRjO1INBTUwoOMi4wOmFzc
2VydGlvbiIgSUQ9IiBfOTQ3ZjV1INIQtODQYyMyOONDYOLWIOYjAtZmEOMTZkZmU2MmEwWI iBWZXJzaWouP
SIyLjAiIE1zc3V1SW5zdGFudDO0iMjAXNyOwNSOzMVQOxNTo0MzoxOFoi1iIER1c3RpbmFO0aWouPSJodHRwWC
zovL2hvc3QvUlRTL3NhbWwyIj4NCiAgIDxzYW1sOklzc3V1cj50dHRwWOi8vbGIjYWxob3N0OJQINjgVvR
GVmMYXVsdC5hc3B4PC9zYW1s0klzc3V1ci4NCiAgIDxzYW1sOkShbWVJIRCBGb3JtYXQ9InVybipvYXNpc
zpuYW1llczpO0YzpTQUIMOJEUMTpuYW1l1laWQtZmOybWFOONnVuc3BlY21maWVkIj5oYWlpbHRVbJFADLX1jb
21wYW55LnR1c3Q8L3NhbWw6TmFt ZUIEPgOKICAgPHNhDbWxwO1N1c3Npb25JbmR1eD5ENmMY2ZGEF1ZjgtZ
JBiINSOONDM3LTh1IMzUtYWUONGZmYzQ4Y2Z1PC9zYW1lscDpTZXNzaWouSW5kzXg+DQo=" />
</form>

7.7. OAuth2/0IDC Protocol

PFAS.STS nodrosina OAuth2 protokolu, bet Lvp.Portal.ldentityServer (LVP.IDS) un
Lvp.VPM.IdentitySelector (VPM vai LVP.STS) nodroSina OpenID Connect protokolu.

OAuth2 (PFAS STS) nodroSina $adas metodes:

o Token — “/oauth2/token”;

e Introspection — “/oauth2/introspect”;

e Revocation — “/oauth2/revoke”;

e Authorize — “/oauth2/authorize”;

e Userlnfo — “/oauth2/userinfo”;

e Discovery — “/.well-known/openid-configuration”.

7.7.1. Discovery endpoint

Atklasanas galapunktu var izmantot, lai izgltu metadatus par STS - tas atgriez tadu informaciju ka
izsniedzéja identifikatoru, atslégas, atbalstitas scopes utt. Plasaku informaciju skatiet
[8] specifikacija.

Pieprasijuma piemeérs:

GET /.well-known/openid-configuration

7.7.2. Authorize endpoint
Autorizacijas galapunktu var izmantot, lai parlikprogramma pieprasitu markierus vai autorizacijas

kodus. Plasaku informaciju skat. [7] un [10] specifikacijas, Authentication Request nodala.

Pieprasijuma piemeérs:

GET /connect/authorize?
client id=clientls
scope=openid email apilé&
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response type=id token tokené&

redirect uri=https://myapp/callbacks

code challenge=E9Melhoa20wvFrEMTJguCHaoeK1lt8URWbuGJISstw-cMé&
code challenge method=S256

state=abcé&

nonce=xyz

20.tabula
PARAMETRS APRAKSTS OBLIGATS/NEOBLIGATS
client_id Unikalais klienta identifikators obligats
scope obligats
redirect_uri precizi jaatbilst vienam no &1 klienta atlautajiem | obligats
novirzisanas URI
response_type id_token
token
id_token token
code
code is_token
code id_token token
response_mode form_post
state STS atspogulos stavokla vértibu markiera atbilde, | rekomendé&jams
tas ir paredzéts atslegSanas stavoklim starp klientu
un pakalpojumu sniedzéju, koreléjoSam
pieprasijumam, atbildei un CSRF/replay
aizsardzibai.
nonce STS atkartos identitates markiera nonce vértibu, tas | obligats ja implicit grant
paredzéets atkartotas aizsardzibas nodroSinasanai
prompt
code_challenge PKCE kods
code_challenge_method | PKCE koda heSoSanas metode plain vai S256
login_hint var izmantot, lai iepriek$ aizpilditu lietotajvarda
lauku pieteikSanas lapa
max_age ja lietotaja pieteik8anas sesija parsniedz maksimalo
ilgumu (sekundés), tiks attélota pieteikSanas
lietotaja saskarne

7.7.2.1. LVP.IDS Konta maina

Juridiskai personai:

prompt=none&loginHint=xxxxxxxxxxxx&scope=openid profile epak_legal context_api_legal
Delegétai personai:

prompt=none&loginHint=xxxxxxxxxxxx&scope=openid profile epak_grantor context_api_grantor
Fiziskai personai:

prompt=none&loginHint=xxxxxxxxxxxx&scope=openid profile epak context_api

7.7.3. Token endpoint

Markiera galapunktu var izmantot, lai programmatiski pieprasitu markierus. Plasaku informaciju skat.

[6] un [10] specifikacijas Token Request nodala.
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Pieprasijuma piemérs:

POST /connect/token
Content-Type application/x-www-form-urlencoded

client id=clientls

client secret=secrets

grant type=authorization codeé&
code=hdh922&

redirect uri=https://myapp.com/callback

21.tabula
PARAMETRS | APRAKSTS OBLIGATS/NEOBLIGATS
client_id Unikalais Klinta identifikators obligats
client_secret Klienta slepenais vards
grant_type authorization_code vai password
scope
redirect_uri precizi jaatbilst vienam no &1 klienta | Obligats, ja grant_type= authorization_code
atlautajiem novirziSanas URI
code Autorizacijas kods Obligats, ja grant_type= authorization_code
code_verifier PKCE atsléga
username Lietotaja vards Obligats, ja grant_type= password
password Lietotaja parole Obligats, ja grant_type= password

7.7.4. UserInfo endpoint
UserInfo galapunktu var izmantot, lai izgUtu lietotaja identitates informaciju. Pladaku informaciju skat.

[10] specifikacija UserInfo Request nodala.

Pieprasijuma piemers:

GET /connect/userinfo
Authorization: Bearer <access_ token>

Metodes atgriezto datu struktiras piemeérs:

HTTP/1.1 200 OK
Content-Type: application/json

{

"sub": "248289761001",
"name": "Bob Smith",
"given name": "Bob",
"family name": "Smith",
"role": [

"user",

"admin"

7.7.5. Introspection endpoint
To var izmantot, lai apstiprinatu atsauces (reference) markierus. Plasaku informaciju skatiet
[14] specifikacija.

Pieprasijuma piemers:
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POST /connect/introspect
Authorization: Basic xxXXyyy

token=<token>

22.tabula

PARAMETRS APRAKSTS OBLIGATS/NEOBLIGATS

token Atsauces markieris obligats

Metodes atgriezto datu struktiras piemeérs:

Veiksmigas autentifikacijas rezultata statusa kods 200 vai nu aktivs, vai neaktivs markieris:

"active": true,
"sub": "123"

Nezinami vai deriguma termina beigu termini tiks atziméti ka neaktivi:

"active": false,

7.7.6. Revocation endpoint
Sis galapunkts lauj atsaukt piekluves markierus (tikai atsauces (refrence) markierus) un refresh

markierus. Plasaku informaciju skatiet [13] specifikacija.

Pieprasijuma piemers:

POST /connect/revocation
Content-Type: application/x-www-form-urlencoded
Authorization: Basic <clientId:secret>

token=45ghiukldjahdnhzdauzé&token type hint=refresh token

23.tabula
PARAMETRS APRAKSTS OBLIGATS/NEOBLIGATS
token Markes atcel8anai obligats
token_type_hint access_token vairefresh token

7.7.7. End session endpoint
Lai izmantotu sesijas beigu punktu, klienta lietojumprogramma lietotaja parlikprogrammu novirzis
uz beigu sesijas URL. IzrakstiSana var piedalities visas lietojumprogrammas, kuras lietotajs sesijas

laika ir pieteicies, izmantojot parloku. Plasaku informaciju skatiet [9] specifikacija.

Pieprasijuma piemers:

GET

/connect/endsession?id token hint=eyJhbGciOiJSUzIINiIsImtpZCI6IjdlOGFkZmMzMjULOT
EyNzIOZDY4NWZmYmIWOThjNDEyIiwidHIwIjoiS1dUIn0.eyJuYmYiOJjEOOTE3N]jUzMjEsImV4cCI6MT
OSMTc2NTYyMSwiaXNzIjoiaHROcDovL2xvY2FsaG9zdDolMDAwWIiwiYXVkIjoianNfb21lkYyIsIm5Svbm
N1IjoiYTQwWNGFjN2NjYWEWNGFmNzkzNmJ3YTkyNTJkYTRhODUiLCJIJpYXQiO3jEOOTE3NUzM]ES InNpZC
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I6IJI2YTYzNWVMOTQ2ZJR1ZGU3ZWUzMzQ2Z FMMWY1NTZjIiwic3ViIjoiODgOMjExXMTMiLCIThdXRoX3
RpbWUi0JEOOTE3NjUzMTksImlkcCI6ImxvY2FsIiwiYWlyIjpbInB3ZCJIdEQ. STzOWoeVYMt ZdRAeRTI
5cMYEmMClixWkmGwVH2Yyiks9BETotbSZiSfgES5kRh72kghN78N3 -
RgCTUMM2edB3bZx4H5ut3wWsBnZtQ2JLfhTwJAJaLE9Ykt680ovNIySbm8hjZhHzPWKh557zshivQvTX0
Gdt1lbcDoEA1oNONxHkpDIcr3pRoGi6YveEAFsGOeSQwzT76ald-rAALhFPkyKnVc—
uB8IHtGNSYRWLFhwVgAdS3fRNO7iIs5hYRxeFSU7a5Z2uUgZ6RRi-bcDhI~

djKOS5uAwiyhfpbpYca¥Y TxXWoCmg8N8uAw9zgFsQUwcXymfOAi2UF3eFzt02hBu-

shKA&post logout redirect uri=http%$3A%2F%2Flocalhost%3A7017%2Findex.html

24.tabula

PARAMETRS APRAKSTS OBLIGATS/NEOBLIGATS

id_token_hint Kad lietotajs tiek novirzits uz galapunktu, vinam tiks | obligats
piedavats, vai vins patieSam vélas izrakstities.

post_logout_redirect_uri | To var izmantot, lai lautu lietotdjam péc
izrakstisanas novirzit atpakal klientam. Veértibai
jaatbilst vienam no klienta iepriek$ konfigurétajiem
PostLogoutRedirectUris

state Péc lietotaja novirzisanas atpakal klientam tas tiks
atgriezts klientam ka vaicajuma virknes parametrs.
Parasti klienti to izmanto, lai novirzitu abos
virzienos.

7.7.8. Check session endpoint

Galapunkts paredzéts, lai nodroSinatu klienta lietojumam iespé&ju fona rezima veikt periodisku
parbaudi vai lietotajs joprojam ir autentificgjies. ST adrese janorada ka iframe avots un jaizmanto
javascript window.postMessage pieprasijumi, lai noteiktu vai autentifikacijas sesijas status ir
mainijies. Izsaukumu javeic no ta pasa avota (origin) uz kuru tika atgriezts autentifikacijas talons —
redirect_uri noradita vértiba Authorize izsaukuma. Izsaukuma tiek padota teksta virkne kura tiek
veidota apvienojot client_id (klienta identifikatoru) un session_state véertibas. Atbilde tik atgriezta
teksta virkne:

o ‘“unchanged” — autentificéta lietotaja sesijas status nav mainijies.
e ‘“changed’ — autentificéta lietotaja sesijas status ir mainijies - ta ir beigusies.

e ‘“error” — pieprasijums ir kladais.
Plasaku informaciju skatiet [16] specifikacija.

iframe tag piemers:

<iframe id="check-session-iframe"
src="https://vraa.test.lv/Portal.IdentityServer/connect/checksession "
style="display: none"/>

[

avascript izsaukuma piemers:

// Izveido zinojumu
var message = client id + " " + session_state;

// Nosuta zinojumu ar POST uz OpenID providera iframe

var idpOrigin = " https://vraa.test.lv/Portal.IdentityServer";
var targetWindow = document.getElementById ("op") .contentWindow;
targetWindow.postMessage (message, idpOrigin);
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25.tabula
PARAMETRS APRAKSTS OBLIGATS/NEOBLIGATS
client_id Klienta identifikators obligats
session_state Parametra session_state no Authorize izsaukuma | obligats
atbildes
idpOrigin Autentifikacijas sniedzé&ja adrese (Origin dala) obligats

7.8. Automatizeto testu palaiSana

Autentifikacijas un autorizacijas process ir visai apjomigs, [ldz ar to test&jot portala veiktspéju,
jaiznem autentifikacijas soli. Citadi testa lietotnes veiktspéja var aiziet lidz autentifikacijas un
autorizacijas iespéjam.

7.8.1. Testésana ar vienotas pietieksanas moduli (LVP.STS)

Portaliem, kuri pieslégti pie vienotas pieteikS8anas modula (LVP.STS) iespéjami divi veiktspéjas
testéSanas scenariji.

TestéSana ar autentificétu lietotaju:

3. Veicam autentifikaciju;

3.1. Testa adapteris;
3.2. Vienotas pieteikSanas modulis;
3.3. Testéjamais portals;

4. Testéjam lietotnes veiktspéju.

TestéSana ar lietotaju autentifikaciju (autentifikacija ar visu apjomigo procesu):
1. Veicam autentifikaciju;

1.1. Testa adapteris;
1.2. Vienotas pieteikS8anas modulis;

2. Testéjamais portals (izsledzam token reply detection, lai varétu atbildi izmantot vairakas reizes);
3. Testéjam lietotnes veiktspéju.

Test.STS var izmantot Banku autentifikacijas un neapliecinatas identitates imitacijai. Lai imitétu
lietotaju, janorada lietotaja vards un parole, izmantojot HTTP Basic Auth Error! Reference source
not found. un noradot personas kodu vai e-pastu parametra pk. Parametrs pk var bit nosditits art
POST forma.

Piemers:
https://host/Test.STS/wsfed?...&pk=1111111111
Header: Basic {TOKEN}, kur {TOKEN} = base64(username + "' + password)

7.8.2. Testésana ar PFAS.STS
Portalu, kas pieslégti pie PFAS.STS testéSanas scenariji.
TestéSana ar autentificétu lietotaju:

Dokumenta kods: VDAA-PR-DTS Datums: 10.10.2024 Versija: 2.20
Datne: VDAA.PR.DTS v2.20 Izstradaja: J.Kornijenko Lpp.: 63 (82)




[ © Valsts digitalas attistibas agentdra Programmétaja rokasgramata |

1. Veicam autentifikaciju;

1.1. PFAS.STS;
1.2. testejamais portals;

2. Testéjam lietotnes veiktspéju.

TestéSana sakot ar lietotaju autentifikaciju (autentifikacija ar visu apjomigo procesu):
1. Veicam autentifikaciju;
1.1. PFAS.STS;

2. Testéjamais portals (izsledzam token reply detection, lai varétu atbildi izmantot vairakas reizes);
3. Testéjam lietotnes veiktspéju.

Lai vienkarSotu autentifikacijas procesu, PFAS.STS jaieslédz HTTP Basic Auth Error! Reference
source not found. autentifikaciju.

<ivis.pfas.sts>
<passiveAuthenticationTypes basic="true" ... />
</ivis.pfas.sts>

Piemérs:

https://host/PFAS.STS/STS/Basic/BasicSignin.aspx?...

Header: Basic {TOKEN]}, kur {TOKEN} = base64(username + "' + password)

wresult - vértibu nevar nogenerét, to var dabiit testiem uz notiktu laiku (péc nokluséjuma 2 stundas).
wctx — ir kritiska vértiba.
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8. Savietojamiba

8.1. Zinamie ierobezojumi

8.1.1. WS-Federation zinojuma drosibas iznémums
Ta ka WS-Federation atbilde satur XML, ASP.NET 4.0 iebuvétais pieprasijuma parbauditajs izraisis
iznémumu.

rm’“" ll:l||.5|

{1 A potentially dangerous Request.Form v... | + N
€= [ Iocalhost3205/ WebSite/default.a - "l' Goog e Pl B

Server Error in '/WebSite' Application.

A potentially dangerous Request.Form value was detected from
the client (ctlo0$MainContentstxtunValidate="<txt1>").

Description: ASPNET has detected data in the request that is potentially dangerous because it might nclude HTML markup
or scripf. The data might represant an attempt to compromise the sacurity of your application, such as a cross-site scripting
attack. If this type of input i approprate n your application, you can include code n a web page to explicitly allow i For more
information, see hitp./'go. microsoft com/fwiink/?LinkiD=212874,

Exception Details: System \Web HtipRequestValidatonException: & potentially dangerous Request Form value was
detected from the chent (ctiD0SMainContentSbadun'Validates"<bd1>").

Source Error:

b

10.attéls. Pieprasijuma parbauditaja zinojums

Lai atrisinatu So problému, ir jaizslédz zinojuma validacija.

<httpRuntime
requestValidationType="Abc.IdentityModel.Protocols.WSFederation.WsFedRequestValidator,

Abc.IdentityModel"/>
Skat. ar1.9.4. nodalu.

8.1.2. Apache CXF kluda

Izmantojot droSos .NET Web servisus no Apache paradas klidas pazinojumi:
java.lang.lllegalArgumentException: sp:HttpsToken/wsp:Policy must have a value vai
Failed to build the policy 'PolicyName':sp:HttpsToken/wsp:Policy must have a value

Tas notiek tapéc, ka .NET droSaja Web servisa, kas attiecas uz standartu WS-SecurityPolicy v1.2

netiek generéts elements wsp:Policy.

WCF servisa ieejas punktiem, kuri konfiguréti ws2007FederationHttpBinding, konfiguracija pieliek

paplasinajums WSSecurityPolicy12BugFixBehavior no bibliotekas Abc.ldentityModel:
<system.serviceModel>

<extensions>
<behaviorkExtensions>
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<add name="wsSecurityPolicyl12BugFix"
type="Abc.IdentityModel.Protocols.WSSecurityPolicy.WSSecurityPolicyl2BugFixBehavior,
Abc.IdentityModel" />

</behaviorExtensions>
</extensions>
<behaviors>
<endpointBehaviors>
<behavior name="wsSecurityPolicyl2BugFix.Behavior">
<wsSecurityPolicy12BugFix />
</behavior>
</endpointBehaviors>
</behaviors>
<services>
<service behaviorConfiguration="WcfService.Behavior" name="WcfService">

<endpoint address="ws2007FederationNoSct" binding="ws2007FederationHttpBinding"
bindingConfiguration="ws2007FederationNoSct" name="ws2007FederationNoSct"
contract="IWcfServiceContract"” behaviorConfiguration="wsSecurityPolicy12BugFix.Behavior" />

</services>
</system.serviceModel>

Skat. arT 9.3. nodalu.

8.1.3. SimpleSam/PHP uzstadisana
Uzstadot SimpleSamIPHP jabit instaletam un nokonfigurétam:
e Web serverim ar ieslégtu SSL;
e PHP.
Operétajsistemai, Web serverim, PHP, OpenSSL bibliotékai jabat savstarpéji savietojamam.

Windows
Linux

Web server

SimpleSamIPHP

11.attels. SimpleSamIPHP atkaribu diagramma
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8.1.4. Kaspersky Internet Security sadarbiba ar LVP.STS
Kasperski Internet Security notiek paradresacija uz banku (vai tiek atvérta bankas web lapa) drosaja
parluka, péc autentifikacijas banka tiek attélots klidas pazinojums.

Klientam jaatslédz droSo parlika reZimu vienotajam pieteikS8anas modulim. Ka arT nevajag laist droso
reZimu konkrétajam URL: epakalpojumi.latvija.lv/STS/LVP.STS (skat. 12. attéla).

¥a Kaspersky Internet Security KASPERSKYi ? - X
(—_ besonacHele nnarexm
LobasuTs caiit ﬁ SKpAHHARA KNAEWATYDa Caiir gna bezonacheix naatexei (URL):
epakalpojumi.latvija v/STS/LVP.STS
https://ib.swedbank.v 3anyckate 3awmwenHbId Gpaysep {;}
Mpw nocewexmnm atoro cainTa:
https://netbank.nordea.com  3anyckaTe 3awmMuerHbii Bpaysep {3;} 3anyckats 3awwvwenHwiid Spaysep
Janpawweats gefcTEMe
B hitpsi//epakalpojumilatvija... He sanyckats 3awmuentnii 6paysep 'E‘} ®) He sanyckars auwuenneii Spaysep B8
@ CrpuiTs
HaxmanTe Ha cTpoke caiTa 6 3TOM okHe, YTobLI OTKPLITE CAHT B 3aWMIIEHHOM e
Bpaysepe. | CoxpaHuTe | | OTmena
{CH' Q [Opyrve pewenna My Kaspersky  Jluuensua: octanocs 29 gred

12.attels. Kasperski Internet Secrity

Ja tomeér klientam gribas stradat dro3aja reZzima, tad vienotajam pieteikS8anas modulim jaieslédz
droSais parluks, jalaiz droSo reZimu konkrétajam URL: epakalpojumi.latvija.lv/STS/LVP.STS (skat.
https://support.kaspersky.ru/12099#block2 un 13. attélu.)

¥a Kaspersky Internet Security KAS PERSKYi ? - X
< | be3onacHble NaaTexwu
Jobasuts calit @ SKpaHHAaA KNAEWATYPa Cawir gna BesonacHeix nnatexei (URL):
epakalpojumi.latvija.hv/STS/LVP.STS
hitps://fib.swedbank.h 3anyckaTe 3awmueHHeIi Gpayzep {"-1'}
Mpu nocewtern sToro caitTa:
https://netbank.nordea.com  3anyckate Jawmwennnii Gpaysep E} @ 3anyckats Jawmwertnid Spaysep
3anpalmeats ASACTENE
B8 hitpsi//epakalpajumilatvija... 3anyckaTs 3awmwenHLii Gpaysep @} He sanyckaTs 3auptuenmsii 6paysep G
[oBaEnTh onucanmne
HaxamuTe Ha cTpoke caliTa B 3TOM okHe, uTobbl OTKPEITL CAHT B 3alWneHHOM e
Bpaysepe. | CoxpanuTe | | OTtmena
{a Q DNpyrue pewenna My Kaspersky  Nluuensna: octanoces 29 grei

13.attels. Kasperski Internet Secrity |
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8.2. SAML rika izmantosanas piemeri

8.2.1. SAMLZ2 pieprasijuma parbaude
Izmantojas validacijas lapu Validate SAML AuthN Request Online Tool | SAMLTool.com

Lauka “SP Entityld” ievadam SAML sanéméja identifikatoru
Lauka “Target URL, Destination of the AuthN Response” ievadam sanéméja adresi

Laukd SAML AuthN Request ielieckam SAMLRequest laika vértibu Deflate kodétu Base64 formata
vai dekodetu XML formata (Svarigi XML formatéjums boja parakstu)

Validate SAML AuthN Request Validate SAML AuthN Request

his tool validates an AuthN Requsst. its 5

f

This tool validates =

) and it= data.

Paste the AuthN Request if you ure (HTTP-Redirect binding). and paste also the X.503 public certificate of the Service Provider . squs: t binding), and paste alse the X.503 public certificate of the Sen i
I 5 o R

=

urnicsdd:sami

Target URL. Destination of the AuthN Request

https://vpmyviss govIv/LVPSTS sami2
NVZBLV EDEEMDIQAbVXkKR)

tXLIULFI9zupcEIPt2

Y.
the ceniity Provider (Otiona) £ X509 cert of the Service Providar (to check Signature) (Opfinal ] Privat Key of the dentity Provider(to decrypt slements) (Options) 5] X509 crt ofthe Sarvice Provide (to check Signature) (picna B
y 4 4 4
Signature of the SAML AuthN Request (Options) B elaystate Optiona Signaturs of the SAML AUEAN Recquest (Options) [
Siolg Options)
http://wwww3.0rg/2000/09/xmidsigérsa-shal v hétp/fwww w3 org/2000/09 femidsig#raa-sha
4
4
ignore timing lsues
gnore timing issues
@ corsromrios @) cenrommrecs

on this site or on the OneLogin platform. Also, notice that this tool iz provided via an i site o on the OneLogin platform. 4lz0, notice that this too! iz provided wis an

8.2.2. SAMLZ2 atbildes parbaude

Izmantojas validacijas lapu SAML Response Validator - Validate SAML Metadata, Signatures &
Certificates (samltool.com)

Lauka “IdP Entityld” ievadam VPM identifikatoru, to var dabit no metadatiem. Skaties 6.1.1.1

Lauka “X.509 cert of the IdP” ievadam VPM parakstidanas sertifikatu Base64 formata, to var dabut
no metadatiem. Skaties 6.1.2.2

Lauka “SP Entityld” ievadam SAML sanéméja identifikatoru

Lauka “Target URL, Destination of the Response” ievadam sanéméja adresi

Lauka “Reques ID” ievadam pieprasijuma identifikatoru, ja tads zinams

Lauka “Private Key of the SP” ievadam Base64 kodétu sertifikatu, ja SAML atbilde ir Sifréta

Lauka “SAML response” ieliekam SAMLResponse laika vértibu Base64 formata vai dekodétu XML
formata (Svarigi XML formatejums boja parakstu)

Uzlieciet izvéles ratinu “Ignore timing issues”.
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8.2.3. SAMLZ2 logout atbildes parbaude

Izmantojas validacijas lapu https://www.samltool.com/validate logout req.php

Lauka “Entityld of the source” ievadam SAML sanéméja identifikatoru
Lauka “Target URL, Destination of the Logout Request” ievadam VPM adresi

Lauka “SAML Logout Request” ieliekam SAMLRequest laika vértibu Deflate kodétu Base64 formata
vai dekodéetu XML fromata (Svarigi XML formatejums boja parakstu)

Ja tiek izmantots HTTP-Redirect binding:

Lauka “X.509 cert of the source” ievadam sanémeéja parakstiSanas sertifikatu Base64 formata
Lauka “RealyState” ieliekam “RelayState” laika véertibu

Lauka “Signature of the SAML Logout Request” ieliekam “Signature” laika vértibu

No izvélnes “SigAlg” izvelamies atbilstoSu algoritmu no “SigAlg” laika vértibas
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Validate SAML Logout Request
“This tool validates a Logout Request. its signature (if provided) and its data

Pasta the Logout Requast if you want to 3iso validats its signaturs (HTTP-Redirect binding), and pasts alzo the X 508 public certificsts of the antity that

If the Logout Request was sent from the |dP and recsived at the SP, we named ‘source’ to the IdP and 'target’ to the SP. Otherwise, the appasite.

Signasure of she SAML Logous Requess (OptiansD) R[] RetaySesse Optonan

[T —r—

lonore timing icsues

is site or on the OneLogin platform. Also, notice that this tool is provided via an

Any private key value that you ents
HTTPS URL to ensure that private.

For extra security, please o not use production

8.2.4. SAMLZ2 logout pieprasijuma parbaude

Izmantojas validacijas lapu https://www.samltool.com/validate logout res.php

Lauka “Entityld of the source” ievadam VPM identifikatoru, to var dabit no metadatiem. Skaties
6.1.1.1

Lauka “Target URL, Destination of the Logout Response” ievadam sanéméja adresi

Lauka “SAML Logout Response” ielieckam SAMLResponse laika vértibu Deflate kodétu Base64
formata vai dekodétu XML fromata (Svarigi XML formatejums boja parakstu)

Lauka “Reques ID” ievadam pieprasijuma identifikatoru, ja tads zinams

Ja tiek izmantots HTTP-Redirect binding:
Lauka “X.509 cert of the source” ievadam VPM parakstiSanas sertifikatu Base64 formata, to var
dabit no metadatiem. Skaties 6.1.2.2

Lauka “RealyState” ieliekam RelayState laika vértibu
Lauka “Signature of the SAML Logout Response” ieliekam “Signature” laika vértibu

No izvélnes “SigAlg” izv€lamies atbilstoSu algoritmu no “SigAlg” laika vértibas
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Validate SAML Logout Response
This tool validates 3 Logout Respons, its signature (if provided) and its data

o use this tool. pasts the Logout Response. its signature (HTTP-Rediract binding - if you want to validate that as well), the X.509 public certificats ..
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VALIDATE SAML LOGOUT RESPONSE

Any private kay value that you entar o we generate is not stored on this site or on the OneL ogin platform. Also, notice that this too! is provided via an
HTTPS URL to ensure that private keys cannot be stalen.

For axtra saeurity, pleazs o not uze production keys on this site.
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9. Pileikumi

9.1. HTML lapas saites izveidoSana autentifikacijas datu sanemsanai
no bankas

GenerateContext.html V1.01 pamatkodi
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"
"http://www.w3.0rg/TR/xhtml1/DTD/xhtmll-transitional.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml">
<head>
<title>IdpInitiated SignOn Context Generator</title>
<style type="text/css">
.textbox {width: 500px;}
</style>
<script type="text/javascript">
function SubmitMeACS(stsId, stsProt, appIld, appProt, appCtx) {

if (!stsId || !appId) {
alert("The textbox should not be empty");
return;

}

var ApplicatoinId = encodeURIComponent(appId);
var ApplicatoinContext = encodeURIComponent(appCtx);
var ApplicatoinProtocol = encodeURIComponent(appProt);

var LvpStsId = encodeURIComponent(stsId);

var stsCtx = "rm=" + ApplicatoinId + "&pr='
if (ApplicatoinContext) {
stsCtx = stsCtx + "&cx='

+ ApplicatoinProtocol;

+ ApplicatoinContext;
var LvpStsContext = encodeURIComponent(stsCtx);
var LvpStsProt = encodeURIComponent(appProt);

var bankCtx = "rm=" + LvpStsId + "&pr=" + LvpStsProt + "&cx=" + LvpStsContext;
document.getElementById('lblDisplay').innerHTML = bankCtx;

document.getElementById('1lblBank").innerHTML = "SignIn.aspx?ctx=" +
encodeURIComponent (bankCtx)
}
</script>
</head>
<body style="background-color: blue; color: white">
<p><br />
<strong>Context Generator for IDP Initiated Signon </strong></p>
<table>
<tr>
<td>
LVP.STS Identifier
<label style="color:red">*</label>
</td>
<td>
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<input type="text" value="http://www.latvija.lv/trust" class="textbox"
id="txtLVPSTSRPID" />

</td>
<td>
<select id="optLVPSTSPROT" >
<option value="wsfederation">Ws-Federation</option>
</select>
</td>
</tr>
<tr>
<td>&nbsp;</td>
<td>&nbsp;</td>
<td>&nbsp;</td>
</tr>
<tr>
<td>
App Identifier
<label style="color:red">*</label>
</td>
<td>

<input type="text" value="http://www.latvija.lv" class="textbox"
id="txtLVPRPID" />

</td>
<td>
<select id="optLVPPROT" >
<option value="wsfederation">Ws-Federation</option>
</select>
</td>
</tr>
<tr>
<td>&nbsp;</td>
<td>&nbsp;</td>
<td>&nbsp;</td>
</tr>
<tr>
<td>App Context</td>
<td>

<input type="text" value="/1lv/Epakalpojumi/EP@@" class="textbox"
id="txtContext" />

</td>
<td></td>
</tr>
</table>
<br />
<strong>

<input type="button"
onclick="SubmitMeACS(document.getElementById('txtLVPSTSRPID').value,
document.getElementById('optLVPSTSPROT").value, document.getElementById('txtLVPRPID').value,
document.getElementById('optLVPPROT").value, document.getElementById( 'txtContext').value)"
value="Generate URL" /></strong>

<br />

<hr /><strong>Context:</strong><br /><br />

<label id="1blDisplay"></label><br /><br />

<strong>Bank Sample:</strong><br /><br />
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<label id="1blBank"></label>
</body>
</html>

9.2. Testa adaptera pamata kodi
public class MyBankAdapter : BankAdapterBase {

protected override string AuthenticationMethod {
get { return "URN:IVIS:100001:AM.BANK-MYBANKA"; }
}

private static bool IsBankResponse(HttpRequestBase request) {
return request.HttpMethod == "POST";
}

public override IAuthorizationState ProcessUserAuthorization(HttpRequestBase request
= null) {
if (request == null) {
request = this.GetRequestFromContext();
}

if (!IsBankResponse(request)) {
return null;
}

if (request.Form["Cancel”] == null) {
return new AuthorizationState(request.Form["PK"], request.Form["FN"],
request.Form["LN"]) { Context = request["CT"] };

}
else {

return new CancelAuthorizationState() { Context = request["CT"] };
}

}

/// <inheritdoc/>
public override BankRequestSpecification GetBankRequestSpecification(string context,
Uri returnTo) {
if (returnTo == null) {
returnTo = new
Uri(this.GetRequestFromContext().Url.GetLeftPart(UriPartial.Path));
}

var myBankUrl = this.GetRequestFromContext().Url.GetLeftPart(UriPartial.Path);

myBankUrl = myBankUrl.Substring(@, myBankUrl.LastIndexOf('/')) +
"/STS/Abc.Bank.MyBankAdapter.html";

return new BankRequestSpecification("GET", new Uri(myBankUrl), new
KeyValuePair<string, string>[] { new KeyValuePair<string, string>("CT", context), new
KeyValuePair<string, string>("ret", returnTo.AbsoluteUri) });

}
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Datné Signin.apsx tiek pielietota testa adaptera klase

private static readonly MyBankAdapter client = new MyBankAdapter();
protected void Page_Load(object sender, EventArgs e) {

IAuthorizationState authorization = client.ProcessUserAuthorization(null);
if (authorization == null) {
// Save current passive context
if (!this.PassiveContext.IsRequest) {
throw new

Microsoft.IdentityModel.SecurityTokenService.RequestFailedException((string)this.GetGlobalRe
sourceObject("SR", "ID@@2"));

}

var ctx = Abc.IdentityModel.Web.PassiveAuthentication.SavePassiveContext();

// Kick off authorization request
client.RequestUserAuthorization(ctx, null);

}

else {

// Restore passive context
var ctx = authorization.Context;
Abc.IdentityModel.Web.PassiveAuthentication.RestorePassiveContext(ctx, true);

if (!this.PassiveContext.IsRequest) {
throw new

Microsoft.IdentityModel.SecurityTokenService.RequestFailedException((string)this.GetGlobalRe
sourceObject("SR", "ID@@2"));

}

if (authorization is AuthorizationState) {
var principal = client.Authorize(authorization);
PassiveAuthentication.SignIn(new SessionSecurityToken(principal));

}

else {
PassiveAuthentication.ReturnError(null);

}

9.3. WS-SecurityPolicy V1.2 labojums

Klases WSSecurityPolicyl12BugFixBehavior.cs kods

/e
// <copyright file="WSSecurityPolicyl2BugFixBehavior.cs" company="ABC software">
// Copyright © ABC SOFTWARE. All rights reserved.

// The source code or its parts to use, reproduce, transfer, copy or
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// keep in an electronic form only from written agreement ABC SOFTWARE.
// </copyright>
T

namespace Abc.Samples {
using System;
using System.Diagnostics.Contracts;
using System.ServiceModel.Channels;
using System.ServiceModel.Configuration;
using System.ServiceModel.Description;
using System.ServiceModel.Dispatcher;
using System.Xml;

/// <summary>
/// The WS-SecurityPoloicy v1.2 Bug Fix behaviour.
/// </summary>

public class WSSecurityPolicyl2BugFixBehavior : BehaviorExtensionElement,
IWsdlExportExtension, IEndpointBehavior ({

/// <summary>
/// Gets the type of behavior.
/// </summary>
/// <returns>A <see cref="T:System.Type" />.</returns>
public override Type BehaviorType {
get {
return typeof (WSSecurityPolicyl2BugFixBehavior) ;

/// <summary>

/// Implement to pass data at runtime to bindings to support custom
behavior.

/// </summary>
/// <param name="endpoint">The endpoint to modify.</param>

/// <param name="bindingParameters">The objects that binding elements
require to support the behavior.</param>

public virtual void AddBindingParameters (ServiceEndpoint endpoint,
BindingParameterCollection bindingParameters) {

}

/// <summary>

/// Implements a modification or extension of the client across an
endpoint.

/// </summary>
/// <param name="endpoint">The endpoint that is to be customized.</param>

/// <param name="clientRuntime">The client runtime to be
customized.</param>

public virtual void ApplyClientBehavior (ServiceEndpoint endpoint,
ClientRuntime clientRuntime) {

}

/// <summary>

/// Implements a modification or extension of the service across an
endpoint.

/// </summary>
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/// <param name="endpoint">The endpoint that exposes the contract.</param>

/// <param name="endpointDispatcher">The endpoint dispatcher to Dbe
modified or extended.</param>

public virtual void ApplyDispatchBehavior (ServiceEndpoint endpoint,
EndpointDispatcher endpointDispatcher) {

}

/// <summary>

/// Writes custom Web Services Description Language (WSDL) elements into
the generated WSDL for a contract.

/// </summary>

/// <param name="exporter">The <see
cref="T:System.ServiceModel .Description.WsdlExporter"/> that exports the contract
information.</param>

/// <param name="context">Provides mappings from exported WSDL elements
to the contract description.</param>

public virtual void ExportContract (WsdlExporter exporter,
WsdlContractConversionContext context) ({

throw new NotImplementedException () ;

/// <summary>

/// Writes custom Web Services Description Language (WSDL) elements into
the generated WSDL for an endpoint.

/// </summary>

/] <param name="exporter">The <see
cref="T:System.ServiceModel.Description.WsdlExporter"/> that exports the endpoint
information.</param>

/// <param name="context">Provides mappings from exported WSDL elements
to the endpoint description.</param>

public virtual void ExportEndpoint (WsdlExporter exporter,
WsdlEndpointConversionContext context) {

this.WSSecurityPolicyl2BugFix (context) ;

/// <summary>

/// Implement to confirm that the endpoint meets some intended criteria.
/// </summary>

/// <param name="endpoint">The endpoint to validate.</param>

public virtual void Validate (ServiceEndpoint endpoint) {

}

/// <summary>
/// WS-SecurityPolicyl2 bug fix.
/// </summary>

/// <param name="context">Provides mappings from exported WSDL elements
to the endpoint description.</param>

protected void WSSecurityPolicyl2BugFix (WsdlEndpointConversionContext
context) {

Contract.Requires<ArgumentNullException>(context != null);

var nsmanager = new XmlNamespaceManager (new NameTable());

nsmanager.AddNamespace ("sp", "http://docs.oasis-open.org/ws-sx/ws—
securitypolicy/200702") ;
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nsmanager .AddNamespace ("wsp",
"http://schemas.xmlsoap.org/ws/2004/09/policy") ;

foreach (object obj in
context.WsdlBinding.ServiceDescription.Extensions) {
XmlElement element = obj as XmlElement;
if (element != null && element.LocalName == "Policy" &&
element.NamespaceURI == "http://schemas.xmlsoap.org/ws/2004/09/policy") {
var keyValueTokens =
element.SelectNodes ("//sp:KeyValueToken", nsmanager) ;
if (keyValueTokens != null) {
for (int 1 = 0; 1 < keyValueTokens.Count; i++) {
var node = keyValueTokens[i];
if (node["Policy",
"http://schemas.xmlsoap.org/ws/2004/09/policy"] == null) {
node.AppendChild (element.OwnerDocument.CreateElement ("wsp", "Policy",

"http://schemas.xmlsoap.org/ws/2004/09/policy™));
}

var httpsTokens = element.SelectNodes ("//sp:HttpsToken",
nsmanager) ;

if (httpsTokens != null) {
for (int 1 = 0; 1 < httpsTokens.Count; i++) {
var node = httpsTokens[i];

if (node["Policy",
"http://schemas.xmlsoap.org/ws/2004/09/policy"] == null) {
node.AppendChild (element.OwnerDocument.CreateElement ("wsp", "Policy",

"http://schemas.xmlsoap.org/ws/2004/09/policy™));
}

/// <summary>

/// Creates a behavior extension based on the current configuration
settings.

/// </summary>

/// <returns>

/// The behavior extension.

/// </returns>

protected override object CreateBehavior () {

return new WSSecurityPolicyl2BugFixBehavior();
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9.4. WS-Federation zinojuma drosibas iznemuma apstrade

Klases SampleWsFedRequestValidator.cs kods

/] = iioioooooooooo-
// <copyright file="SampleWsFedRequestValidator.cs" company="ABC software">

// Copyright © ABC SOFTWARE. All rights reserved.

// The source code or its parts to use, reproduce, transfer, copy or

// keep in an electronic form only from written agreement ABC SOFTWARE.

// </copyright>

f ] = ieooooooooooooo-

namespace Abc.STS.Samples
{
using System;
using System.Web;
using System.Web.Util;
using Microsoft.IdentityModel.Protocols.WSFederation;

/// <summary>

/// This IvisRequestValidator validates the wresult parameter of the

/// WS-Federation passive protocol by checking for a SignInResponse message

/// in the form post. The SignInResponse message contents are verified later by
/// the WSFederationPassiveAuthenticationModule or the WIF signin controls.

/// </summary>

public class SampleWsFedRequestValidator : RequestValidator

{

protected override bool IsValidRequestString(HttpContext context, string value,
RequestValidationSource requestValidationSource, string collectionKey, out int
validationFailureIndex) {

validationFailureIndex = 0;

if (requestValidationSource == RequestValidationSource.Form &&
collectionKey.Equals(WSFederationConstants.Parameters.Result, StringComparison.Ordinal)) {

SignInResponseMessage message =
WSFederationMessage.CreateFromFormPost(context.Request) as SignInResponseMessage;

if (message != null) {
return true;

}
}
return base.IsValidRequestString(context, value, requestValidationSource,
collectionKey, out validationFailureIndex);

}

9.5. WS-Federation pieprasit nepiecieSamo informaciju

public class Global : HttpApplication {
private const int MaxQueryStringlLength = 2048;
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void WSFederationAuthenticationModule_RedirectingToIdentityProvider(object sender,
RedirectingToIdentityProviderEventArgs e) {

var requeredClaims = ReadRequiredClaimType();
if (requeredClaims.Count > 0) {
var rst = new RequestSecurityToken();
rst.RequestType = "http://docs.oasis-open.org/ws-sx/ws-trust/200512/Issue";
foreach (var item in requeredClaims) {
rst.Claims.Add(item);

WSFederationSerializer serializer = new WSFederationSerializer(new
WSTrustl3RequestSerializer(), new WSTrustl3ResponseSerializer());

var request = serializer.GetRequestAsString(rst, new
WSTrustSerializationContext());

e.SignInRequestMessage.Request = request;

// FIX: Send as POST if size great than 2k
if (e.SignInRequestMessage.RequestUrl.Length >= MaxQueryStringlLength) {
e.Cancel = true;

this.Response.Cache.SetCacheability(System.Web.HttpCacheability.NoCache);
this.Response.Cache.SetNoStore();

this.Response.Output.Write(e.SignInRequestMessage.WriteFormPost());

wre

var serviceElement =
Microsoft.IdentityModel.Configuration.MicrosoftIdentityModelSection.DefaultServiceElement;

var property = serviceElement.GetType().GetProperty("ApplicationService",
System.Reflection.BindingFlags.NonPublic | System.Reflection.BindingFlags.Instance);

var applicationservice = property.GetValue(serviceElement, null) as
Microsoft.IdentityModel.Configuration.ConfigurationElementInterceptor;

List<RequestClaim> collection = new List<RequestClaim>();
XmlNodelList list = applicationservice.ChildNodes;
if (list != null & list.Count > @) {
foreach (XmlNode node in list[@]) {
if (node.LocalName == "claimType") {

XmlAttribute namedItem =
(XmlAttribute)node.Attributes.GetNamedItem("type");

if (namedItem == null) {

throw new ConfigurationErrorsException("Required attribute
missing.", node);

var item = new RequestClaim(namedItem.Value);
collection.Add(item);

XmlAttribute attribute2 =
(XmlAttribute)node.Attributes.GetNamedItem("optional™);

if (attribute2 != null) {
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item.IsOptional = bool.Parse(attribute2.value);

}
}
}
}
return collection;
}
}
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