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1.

Ievads

Valsts informacijas sistému savietotaja (turpmak teksta — VISS) Maksajumu modulis un ledzivotaju
maksajumu nodroSinaSanas modulis (turpmak teksta — MM).

1.1. Dokumenta noluks

Dokuments sniedz detalizétu tehnisku informaciju par Maksajumu modula un ledzivotaju maksajumu
nodrosinasanas integracijas iespéjam informacijas sistémas ar mérki nodrosinat apmaksas veikSanu
dazadiem pakalpojumiem.

Sis dokuments ir projekta ,Par Valsts informacijas sistému savietotaja, Latvijas valsts portala
www.latvija.lv un elektronisko pakalpojumu izstrade un uzturéSana” nodalas Maksgjumu modula
integracijas instrukcijas un paraugi (modula numurs finansu piedavajuma - 1.2.3) nodevums.

Dotais dokuments paredzéts:

Pasutitajam realizacijas kontrolei;
Argjo IS izstradatajiem integracijas risindjuma izstradei.

1.2. Darbibas sfera

Timekla pakalpju izsaukumi tiek veikti izmantojot X.509 sertifikatu. Latvija.gov.lv pakalpojumos MM
API izsaukumi tiek veikti izmantojot epakalpojumu ietvara PaymentApi klasi.

1.3. Termini un pienemtie apzimejumi

Dokumenta izmantotie termini un apziméjumi ir apkopoti Terminu un saisinajumu indeksa [2].

1.4. Saistiba ar citiem dokumentiem

Dokuments ir izstradats, balstoties uz Sadiem dokumentiem:

[1]

(2]

[3]

.Valsts informacijas sistému savietotaja, Latvijas valsts portdla www.latvija.lv un
elektronisko pakalpojumu izstrade un uzturéSana”. lepirkuma priekSmeta 3.dala - VISS un
portala jaunu un esoSo modulu papildinajumu izstrade, ievieSana, garantijas apkalpoSana
un uzturéSana saskana ar tehnisko specifikaciju. Terminu un saisindjumu indekss. (VRAA-
6_15 11 58-VISS_2010-TSlI);

,Valsts informacijas sistéemu savietotdja, Latvijas valsts portala www.latvija.lv un
elektronisko pakalpojumu izstrade un uzturéSana”. lepirkuma priek8meta 3.dala - VISS un
portala jaunu un eso$o modulu papildindjumu izstrade, ievieSana, garantijas apkalposana
un uzturéSana saskana ar tehnisko specifikaciju. VISS droSibas talonu serviss.
Programmétaja rokasgramata. (VRAA-6_15 11 58-VISS 2010-DTS-PR).

Valsts informacijas sistému savietotajs (VISS) un Vienota valsts un pasvaldibu pakalpojumu
portala www.latvija.lv pilnveido$ana un uzturéSana. 3.dala "VISS un Portala jaunu un eso$o

modulu papildinajumu izstrade, ievieSana, garantijas apkalpoSana un uzturéSana saskana
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ar tehnisko specifikaciju". Maksajumu modulis un ledzivotaju maksajumu nodrosinaSana
Programmatdras prasibu specifikacija (VRAA-13 7_17_41-VISS_2016-MM-PPS).

[4] Maksajumu modulis uniedzivotaju maksajumu nodroSinasana: aréjas (VDAA-13 7 17 41-
VISS_2016-MM_AS-PPA)

[5] Maksajumu modula pielagojumi neatkarigai darbibai Lietotdja rokasgramata
(VDAA/2023/57-LR-MM)

1.5. Dokumenta parskats
Dokuments sastav no §adiem nodalijumiem:

e Dokumenta ievads — aprakstits dokumenta noldks, termini un pienemtie apzimé&jumi, ka art
noradtta saistiba ar citiem dokumentiem un materialiem;

e Visparigs apraksts — sniedz ieskatu par risinajumu funkcionalitates izmantoSanu.
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2,

Izmantosanas scenariji

lesp&jamie MM izmantoSanas scenariji

1.

ok wn

Portala latvija.lv pakalpojumu apmaksas veik$ana.

Aréju pakalpojumu apmaksas veik3ana.

Maksasanas pieprasijuma statusa iegtsana.

Maksasanas pieprasijuma attaisnojuma dokumenta datnes izgisana PDF formata.
Maksasanas pieprasijuma attaisnojuma dokumenta datu izgiSana XML formata.

Portala latvija.lv pakalpojumu apmaksas veikSana

Pakalpojums caur epakalpojumu ietvara ContextApi izsauc MM PaymentApiservisu
apmaksas procesa uzsakSanai un nodod PaymentsDataStructure objektu, kur$ satur
maksasanas pieprasijumu. Tiek izveidots maksa8anas pieprasijums un atgriezts
maksasanas pieprasijuma identifikators un lietotaja interfeisa izsaukSanas hipersaite.
Pakalpojums izsauc atgriezta MM lietotaja interfeisa hipersaiti. Hipersaitei iespg&jams
pievienot 2.3 nodala minétos URL parametrus.

Péc apmaksas veik8anas klients tiek atgriezts uz ResponseURL hipersaiti. Klients apmaksu
var veikt [1dz apmaksas termina iestasanas laikam.

Péc pédéja maksajuma veiksmigas apmaksas statusa sanemSanas no apmaksas
nodroSinataja, fona process nosita klientam notifikaciju par maksasanas pieprasijuma
statusa mainu, veicot GET pieprasijumu uz klienta noradito ServerResponseUrl padodot taja
maksasanas pieprasijuma unikalo guid.

Papildus maksasanas pieprasijuma statusu un attaisnojuma dokumentu var pieprasit jebkura
bridi péc izveido$anas.

Secibu diagramma:

Latvija.lv pakalpojums ContextApi ‘

MM PaymentApi MM lietotaja interfeiss

T T ‘I ;
: ’ : :
H : i )
H \
| :

1
SavePaymentRequest i i
i
1
SavePaymentRequest i
:
1
PaymentRequestResponseStructure :
Pa tRequestResponseStructure | [T T T TTTEEEEEEEsEsssssssse= :
@ mmmmmmmmmasmmese————————— i
1
1
1
1
i

pA\,‘I‘\"PHTRﬂI]UPkT.J'l
Responselrl
-q ------------------------------------------------------------------------------------------

MM izsaukumi, izmantojot
Lvp.EservicePlatform.Backend.PaymentApi mikroservisu
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Mikroservisa APl metoZu izsauk8anai katram HTTP pieprasijumam body dala JSON objektam
jasatur :
e MM_Cert (klienta sertifikata (skat.2.2. nodalu) publiska atsléga base64 kod&juma)

Visi datuma tipa parametri janorada ISO 8601 formata ar laika joslu, piem.:
2019-12-31T15:45:00+3:00

Ja izsaukuma notikusi apstradata MM biznesa logikas kltda, tad atbildes header parametra “MM-

Error” tiek atgriezts kludas kods, atbilstosi Kludas teksts (ja tads ir) tiek atgriezts MM-
ErrorMessage header parametra URL Encoded formata.

2.1.1. Maksasanas pieprasijuma izveidosana

IDENTIFIKATORS LvpContext.Payments.SavePaymentRequest

APRAKSTS Izveido jaunu maksasanas pieprasijumu.

METODES IZSAUKSANA

Adrese
POST /api/vl/payments/savepaymentrequest
HEADER parametri
Content-Type — application/json
PATH parametri
Nav.
QUERY parametri
Nav.
BODY parametri

PaymentsDataStructure JSON formata atbilstos§i MM specifikacijai (VDAA-13 7 17 41-
VISS_2016-MM_AS-PPA) [3]. Par cenraza poziciju un veidnu (PriceList un ServiceStep) vertibam
skatit MM portala lietotaja rokasgramatu (VDAA/2023/57-LR-MM)[5]

Piemers
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POST /api/vl/payments/savepaymentrequest HTTP/1.1

"MM Cert": "MIIMIQIBAzCCDJEGCSgGSIb3DQEHAaCCDIIEggx+MII ... P63AgIHOA==",
"PaymentsDataStructure": {
"PaymentRequest" : {
"AllowedBanks": [
{"SwiftCode" :"DEMO0O00OO"},
{"SwiftCode":"FIRSTDATA"},
{"SwiftCode" :"HABALV22"}
1,
"ClientInfo'": {
"ClientAddress" : "Ratslaukums 1, Lv-1050, Riga",
"ClientCode"™ : "07018710513",
"ClientEMail" : "e@p.1lv",
"ClientFirstName" : "Ernests",
"ClientName" : "Paraudzins",
"ClientPhone" : "26620000"
}I
"ExpiryDate" : "2020-09-30T14:00:00+03:00",
"NoInvoice" : true,
"PaymentObject" : "DEM11l payment",
"PriceList": [{
"Item": 12.00,
"ItemElementName": "Quantity",
"Position":"2346"
1y

"ResponseUrl" : "https://tv-vraa.zzdats.lv/MMTests/S2S/?2id=",
"ServerResponseUrl": "https://tv-vraa.zzdats.lv/MMTests/S2S/okl?id="",
"ServiceStep" : "03G1l0",

"SwiftCode" : "DEMOO0OOO"

"ReturnRedirectUrl": "https://latvija.lv/EP21/"

[ZVADDATI

PaymentRequestResponseStructure JSON objekts (atbilstosi [3] 2.1.1 nodalai), ar laukiem:

e Maksasanas pieprasijuma identifikators
e Maksdjumu modula izsaukSanas URL. Hipersaitei atlauts pievienot 2.1 nodalas 2. punkta
minétos URL parametrus

Kliadas
e HTTP 500 — klida pieprasijuma apstradé
e HTTP 200 — maksasanas pieprasijums veiksmigi saglabats.

Piemers

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

"PaymentRequestId":"05ae69d8-2bel-4a63-ae93-9d0ed42e254£1",
"paymentRequestUrl":https://epakvisstv.vraa.gov.1lv/MM/WebUI2/Payments/?id=
052e69d8-2bel-4a63-ae93-9d0ed42e254f1
}
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https://tv-vraa.zzdats.lv/sites/VRAA.VISS2.MM/WebUI.New/Payments/?id=05ae69d8-2be1-4a63-ae93-9d0e42e254f1
https://tv-vraa.zzdats.lv/sites/VRAA.VISS2.MM/WebUI.New/Payments/?id=05ae69d8-2be1-4a63-ae93-9d0e42e254f1

2.1.2. Maksasanas pieprasijuma statusa parbaude

IDENTIFIKATORS | LvpContext.Payments.CheckPaymentRequestStatus

APRAKSTS Atgriez maksasanas pieprasijuma statusu

METODES IZSAUKSANA

Adrese
POST /api/vl/payments/checkpaymentrequeststatus

HEADER parametri
Content-Type - application/json
PATH parametri
Nav.
QUERY parametri
Nav
BODY parametri
PaymentRequestld — maksasanas pieprasijuma unikalais identifikators.

Piemers

POST /api/vl/payments/checkpaymentrequeststatus HTTP/1.1

"MM Cert": "MIIMIQIBAzCCDJEGCSQGSIb3DQEHAaCCDIIEggx+MII ... P63AgIHOA==",
"PaymentRequestId": "aZadb66a-alb7-4bld-bcc3-3d5a8d30b2bl"

IZVADDATI

Maksasanas pieprasijuma statusa kods

Kludas
e HTTP 500 — klida pieprasijuma apstradé
e HTTP 404 —maksasanas pieprasijums ar noradito Id netika atrasts
e HTTP 200 — maksasanas pieprasijuma statuss veiksmigi atgriezts.

Piemers

HTTP/1.1 200 OK
Content-Type: text/plain charset=utf-8

E

2.1.3. Maksasanas pieprasijumu izgisana

IDENTIFIKATORS LvpContext.Payments.GetPaymentRequests

APRAKSTS Atgriez maksaSanas pieprasijumu sarakstu

METODES IZSAUKSANA

Adrese
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POST /api/vl/payments/getpaymentrequests
HEADER parametri
Content-Type — application/json
PATH parametri
Nav.
QUERY parametri
Nav
BODY parametri

CreatedDateFrom— maksasanas pieprasijuma izrakstidanas datums no.

CreatedDateTill - maksasanas pieprasijuma izrakstidanas datums lidz

PaymentDateFrom — apmaksas datums no
PaymentDateTill - apmaksas datums lidz

ExpirationDateFrom — pieprasijuma deriguma termina datums no

ExpirationDateTill - pieprasijuma deriguma termina datums [1dz

AmountFrom — maksajuma summa no

AmountTill — maksajuma summa lidz
OnlyNotPayed — tikai neapmaksatos pieprasijumus
Currency — maksajuma valdta

Piemérs
POST /api/vl/payments/getpaymentrequests HTTP/1.1
{
"MM Cert": "MIIM1QIBAzCCDJEGCSgGSIb3DQEHAaCCDIIEggx+MIT
"CreatedDateFrom": "2020-01-31T12:41:00+3:00",
"CreatedDateTill": "2020-08-14T12:41:00+3:00",
"AmountFrom": "7.99",

"OnlyNotPayed": false

P63AgIHOA==",

IZVADDATI

Maksasanas pieprasijumu saraksts JSON formata body dala (atbilstosi [3] 2.4.1 nodalai).

Klidas

e HTTP 500 — klida pieprasijuma apstradé

e HTTP 200 — maksasanas pieprasijumu saraksts veiksmigi atgriezts.

Piemers
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HTTP/1.1 200 OK
Content-Type: application/json charset=utf-8

"PaymentRequestUniquelId":"a2ad4b66a-alb7-4bld-bcc3-3d5a8d30b2bl1",
"Number”: "ABC-123",

"StartDate":"2020-07-24",

"ExpirationDate": "2020-08-01",

"ServiceProviderName":"VDAA",

"ServiceName":”Pakalpojuma nosaukums",

"TotalAmount":123.45,

"Currency”: "EUR",

"UsageStatus":"Izmantots"

"PaymentRequestUniqueId": "b6adb66a-blb7-4bld-bcc3-3d5a8d30b3c2",
"Number": "ABC-456",

"StartDate":"2020-07-24",

"ExpirationDate":"2020-08-01",

"ServiceProviderName": "VDAA",

"ServiceName" :"Pakalpojuma nosaukums 2",

"TotalAmount":8.20,

"Currency":"EUR",

"UsageStatus": "Izmantots"

2.1.4. Maksajumu izgiasana

IDENTIFIKATORS | LvpContext.Payments.GetPayments

APRAKSTS Atgriez maksajumu sarkastu

METODES IZSAUKSANA

Adrese
POST /api/vl/payments/getpayments

HEADER parametri
Content-Type — application/json

PATH parametri
Nav.

QUERY parametri
Nav

BODY parametri
PaymentDateFrom— apmaksas datums no.
PaymentDateTill - apmaksas datums Ilidz
AmountFrom — maksajuma summa no
AmountTill — maksajuma summa lidz

Currency — maksajuma valdta

Piemers
Dokumenta kods: VDAA-13 7 17 41 -VISS_2016-MM-II Datums:01.07.2024 Versija:2.25
Datne: VISS 2016.I.LMM_LVP3 v.2.25 Izstradaja: M.Bambitis Lpp.: 13 (31)
Valsts iepirkuma identifikacijas numurs VRAA/2010/10/ERAF/AK




POST /api/vl/payments/getpayments HTTP/1.1
{
"MM Cert": "MIIMI1QIBAzCCDJEGCSQGSIb3DQEHAaCCDIIEggx+MIT P63AgIHOA==",
"PaymentDateFrom": "2019-12-31T12:41:00+3:00",
"PaymentDateTill": "2020-09-22T00:00:00+3:00",
"AmountFrom": "7.99",
"Currency": "EUR"
}
|ZVADDATI
Maksajumu saraksts JSON formata (atbilstosi [3] 2.4.2 nodalai).

Kludas
e HTTP 500 — klGda pieprasijuma apstradé
e HTTP 200 — maksajumu saraksts veiksmigi atgriezts.

Piemers

HTTP/1.1 200 OK
Content-Type: application/json charset=utf-8

"PaymentDate": "2020-07-24",
"ExternalId":"2589",

"ServiceName": "Pakalpojums 1",
"PayeeAccountNumber": "LV48AHAB(0551014343801",
"BankInfo":"Maksajuma mérkis 1",
"Amount":123.45,

"Currency" :”EUR",

"StatusCode”: "R"

"PaymentDate":"2020-07-24",
"ExternalId":"11258",

"ServiceName": "Pakalpojums 2",
"PayeeAccountNumber":"LV48AHAB0551014343801",
"BankInfo":"Maksajuma mérkis 2",
"Amount":42.69,

"Currency": "EUR",

"StatusCode" :"E"

"PaymentRequestUniqueId":"a2ad4b66a-alb7-4bld-bcc3-3d5a8d30b2bl™,

"PaymentRequestUniqueId": "aZad4b66a-alb7-4bld-bcc3-3d5a8d30b2bl",

2.1.5. Maksajuma statusa parbaude

IDENTIFIKATORS | LvpContext.Payments.CheckPaymentStatus

APRAKSTS Maksajumu statusu parbaude pa pozicijam no argjiem pakalpojumiem

METODES IZSAUKSANA

Adrese
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POST /api/vl/payments/checkpaymentstatus

HEADER parametri
Content-Type - application/json
PATH parametri
Nav.
QUERY parametri
Nav
BODY parametri
PaymentRequestld — maksasanas pieprasijuma unikalais identifikators.
Position — cenraza pozicijas kods

Piemers

POST /api/vl/payments/checkpaymentstatus HrTP/1.1

{

"MM Cert": "MIIMIQIBAzCCDJEGCSQGSIb3DQEHAaCCDIIEggx+MII ... P63AgIHOA==",
"paymentRequestId": "a2adb66a-alb7-4bld-bcc3-3d5a8d30b2bl",
"position": "172"
}
|ZVADDATI

PaymentStatusResponseStructure JSON objekts (atbilstosi [3] 2.2.3 nodalai), ar laukiem:

e Maksajuma statusa kods
e Maksasanas sniedzéja SWIFT kods

Klidas
e HTTP 500 — klida pieprasijuma apstradé
e HTTP 404 —maksasanas pieprasijums ar noradito Id netika atrasts
e HTTP 200 — maksajuma statuss veiksmigi atgriezts.

Piemers

HTTP/1.1 200 OK
Content-Type: application/json charset=utf-8

{
"RequestStatus": "R"
"PaymentProvider": "LVHABA22"

2.1.6. Maksasanas pieprasijumu statusu parbaude un apmaksas
veida izgisana

IDENTIFIKATORS | LvpContext.Payments.CheckPaymentRequestStatusWpt

Maksasanas pieprasijumu statusu parbaude un apmaksas veida izgtisana no argjiem
pakalpojumiem

METODES IZSAUKSANA

APRAKSTS
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Adrese
POST /api/vl/paymentrequest/checkpaymentrequeststatuswpt
HEADER parametri
Content-Type — application/json

PATH parametri

Nav.
QUERY parametri

Nav
BODY parametri

PaymentRequestld — maksasanas pieprasijuma unikalais identifikators.
Piemeérs

POST /api/vl/payments/checkpaymentrequeststatuswpt HTTP/1.1

"MM Cert": "MIIM1QIBAzCCDJEGCSgGSIb3DQEHAaCCDIIEggx+MII ... P63AgIHOA==",
"paymentRequestId": "a2adb66a-al0b7-4bld-bcc3-3d5a8d30b2b1"

}

IZVADDATI

PaymentRequestStatusResponseStructure JSON objekts (atbilstosi [3] 2.2.4 nodalai) ar laukiem

e Maksajuma statusa kods
¢ Maksasanas sniedzéja(-u) SWIFT kods

Klidas
e HTTP 500 — klida pieprasijuma apstradé
e HTTP 404 —maksasanas pieprasijums ar noradito Id netika atrasts
e HTTP 200 — maksajuma statuss veiksmigi atgriezts.

Piemers

HTTP/1.1 200 OK
Content-Type: application/json charset=utf-8

"RequestStatus": "R"
"PaymentProviders": "LVHABA22;FIRSTDATA"

2.1.7. Reékina izveidosana

IDENTIFIKATORS | LvpContext.Payments.Createlnvoice

APRAKSTS Izveido rékina PDF.

METODES IZSAUKSANA

Adrese

POST /api/vl/payments/createinvoice

HEADER parametri
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Content-Type - application/json
PATH parametri
Nav.
QUERY parametri
Nav.
BODY parametri
Id — maksasanas pieprasijuma unikalais identifikators
Name — klienta vards/nosaukums
Code — klienta personas kods/reg. Nr.
Address — klienta adrese

Piemers

POST /api/vl/payments/createinvoice HTTP/1.1

"MM_Cert": "MIIM1QIBAzCCDJEGCSgGSIb3DQEHAaCCDIIEggx+MII ... P63AgIHOA==",
“Id” : “a2adb66a-alb7-4bld-bcc3-3d5a8d30b2bl”
“Name”: “SIA ZZ Dats”

“Code”: “40003278467"
“Address”: “Elizabetes 41/43, Riga”

}

IZVADDATI

MM DB izveidota Repository tabulas ieraksta Id

Kludas
e HTTP 500 — klida pieprasijuma apstradé
e HTTP 404 —maksasanas pieprasijums ar noradito Id netika atrasts
e HTTP 200 — rékins veiksmigi izveidots.

Piemers

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

"id":12128

Péc veiksmiga izsaukuma rékina datni iesp&jams izgat, izmantojot MM REST (2.5. nodala) un SOAP
(2.7. nodala) servisus.

2.1.8. Maksasanas pieprasijuma atcelsana

IDENTIFIKATORS LvpContext.Payments.CancelPaymentRequest

APRAKSTS Uzstada maksasSanas pieprasijumam statusu “Manuali atcelts”.
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METODES IZSAUKSANA

Adrese
POST /api/vl/payments/cancelpaymentrequest
HEADER parametri
Content-Type — application/json

PATH parametri

Nav.
QUERY parametri

Nav.
BODY parametri

PaymentRequestld — maksasanas pieprasijuma unikalais identifikators
Piemeérs

POST /api/vl/payments/cancelpaymentrequest HTTP/1.1

{

"MM Cert": "MIIMIQIBAzCCDJEGCSQGSIb3DQEHAaCCDIIEggx+MII ... P63AgIHOA==",
“PaymentRequestId” : “a2ad4b66a-al0b7-4bld-bcc3-3d5a8d30b2b1”
}
|ZVADDATI
Nav
Klidas

e HTTP 500 — klida pieprasijuma apstradé
e HTTP 404 —maksasanas pieprasijums ar noradito Id netika atrasts
e HTTP 200 — maksasanas pieprasijums veiksmigi atcelts.

Piemers

HTTP/1.1 200 OK

2.2. Aréju pakalpojumu apmaksas veik$ana

1. Pieslédzoties tiek parbaudits klienta sertifikats. Sertifikatu izsniedz pakalpojuma turétajs —

VDAA. Sertifikatam jabut uzstaditam direktorija Local Machine\Personal\Certificates. Jabut
uzstadrtiem arT saknes sertifikatiem, lai klienta sertifikats validétos. Saknes sertifikatiem jabat
uzstaditiem direktorija Local Machine\Trusted Root Certification Authorities\Certificates;
Pakalpojumi izsauc timekla pakalpi apmaksas procesa uzsaksanai un izveido maksasanas
pieprasijumu. Pakalpojuma apmaksai jabut definétam cenradim, maksajuma veidnei un
maksasanas pozicijam atbilstosi instrukcijam [5] dokumenta. Tiek atgriezts maksasanas
pieprasijuma identifikators un lietotaja interfeisa izsaukSanas hipersaite.

Pakalpojumi izsauc atgrieztd MM lietotaja interfeisa hipersaiti. Hipersaitei atlauts pievienot
2.3 nodala minétos URL parametrus.
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4. Péc apmaksas veikSanas klients tiek atgriezts uz ResponseURL hipersaiti. Klients apmaksu
var veikt [[dz apmaksas termina iestasanas laikam.

5. Péc pédégja

maksajuma statusa iegliSanas no apmaksas nodroSinataja vai péc apmaksas

termina iestaSanas, neapmaksata maksasanas pieprasijuma gadijuma, tiek izsaukta
ServerResponseURL hipesaite pazinojuma par maksasanas pieprasijuma statusa mainu

nodoSanai.

6. Péc pazinojuma par maksasanas pieprasijuma statusa mainu sanemsanas pakalpojumam
jaizsauc maksasanas pieprasijuma statusa sanemsana maksasanas pieprasijuma statusa
noskaidroSanai.

7. Maksasanas pieprasijuma statusu un attaisnojuma dokumentu var pieprasit jebkura bridi péc
izveidoSanas.

Secibu diagramma:

Aréjs pakalpojums

StartPayment

MM timekla pakalpe MM lietotaja interfeiss

ID + URL

-

GetStatus(ID) :
|

.NET izmanto$anas

Status U
]

koda piemérs:

PaymentRequestServiceReference.PaymentRequestServiceClient client =

new

PaymentRequestServiceReference.PaymentRequestServiceClient () ;
string error = null;
Client.ClientCredentials.ClientCertificate.SetCertificate(

System.Security.

System.Security.

try
{

attélotas visas

Cryptography.X509Certificates.StoreLocation.CurrentUser,
System.Security.Cryptography.X509Certificates.StoreName.My,

Cryptography.X509Certificates.X509FindType.FindByThumbprint,
"THUMBPRINT") ;

var request = new PaymentsDataStructure/()
{
PaymentRequest = new PaymentRequestStructure ()
{
//Ja nav noradita neviena AllowedBankStructure - tad tiek
apmaksasanas iespéjas.
AllowedBanks = new AllowedBankStructurel]
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"DEMOOOOO" 1},
"HABALV22" }

new AllowedBankStructure () { SwiftCode
new AllowedBankStructure () { SwiftCode

s

ClientInfo = new ClientInfoStructure ()
{
ClientCode = "31129900000",
ClientFirstName = "Ernests",
ClientName = "Paraudzins",
ClientEMail = "e@p.lv",
ClientPhone = "26620000",
ClientAddress = "Ratslaukums 1, LV-1050, Riga"

bo
ExpiryDate = DateTime.Now.AddDays (5),

InvoiceIssueDate = DateTime.Now.AddDays (10),
NoInvoice = true, //val nepiecieSams attainsojuma dokuments
PaymentObject = "PmtInfo",
Pricelist = new PricelListStructurel]
{
new PricelListStructure ()
{
Item = 4.56m,
Position = "1",
ItemElementName = ItemChoiceType.Quantity,
b

new PricelistStructure ()

Item = 0.54m,

Position = "2",
ItemElementName = ItemChoiceType.Amount,
}

by
ResponseUrl = "http://jusu-response-url",
ServerResponseUrl = "http://jusu-response-url-s2s",
ReturnRedirectUrl = "https://latvija.lv/EP21/",
ServiceStep = "DEM11",
SwiftCode = "DEMOO00OO", //Bankas SWIFT kods, ar kuru

autorizéjies lietotajs
}
bi

PaymentRequestResponseStructure result =
client.SavePaymentRequest (request) ;

//saglabat identifikatoru
var paymentRequestId = result.PaymentRequestId;

//izsaukt lietotdja interfeisu
RedirectTo (result.PaymentRequestUrl) ;

}
catch (FaultException<PaymentRequestFault> ex)

{

error = ex.Detail.Message;
client.Abort () ;

PHP izmantoSanas koda piemeérs:

<?php
header ('Content-Type: text/html; charset=utf-8');

SwsdlUrl = 'https://tv-
vraa.zzdats.lv/services/VRAA.VISS2.MM.Endpoint/v1.0/WCFX509/PaymentRequestServic

e.svc?singleWsdl’;
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https://latvija.lv/EP21/

// Sertifikatu no pfx uz pem konverté ar komandu:
// openssl pkcsl2 -in fails.pfx -out fails.pem
SauthCertPath = '/path/to/mm.pem';

SauthCertPass = 'demo';

$client = new SoapClient ($wsdlUrl, array('soap version' => SOAP 1 1,
'local cert' => SauthCertPath, 'passphrase' => SauthCertPass));

try
{
Sresp = S$client->SavePaymentRequest (array (
'paymentRequest' => array
(
'Payment' => null,
'PaymentRequest' => array
(
'ClientInfo' => array
(
'ClientCode' =>
'31129900000",
'ClientFirstName' =>
'Ernests’',
'ClientName' =>
'Paraudzins’',
'ClientEMail' => 'e@p.lv',
'ClientPhone' =>
'26620000",
'ClientAddress' =>
'Ratslaukums 1, LV-1050, Riga'
)
'ParentPaymentRequestID' => null,
'PaymentObject' => '02Y70
payment',
'Pricelist' => array(
array('Item' => 1,
'TtemElementName' => 'Quantity', 'Position' => 53),
array('Item' => 12.12,
'ITtemElementName' => 'Amount', 'Position' => 54),
),
'ResponseUrl' => 'http://jusu-
response-url',
'ReturnRedirectUrl' =>
'http://jusu-pakalpojuma-url',

'ServerResponseUrl' =>
'http://jusu-response-url-s2s',

'ServiceStep' => '02Y70',

'SwiftCode' => 'DEMO0OO0OOQO',
),
'PaymentRequestPPK' => null,
'PaymentRequestResponse' => null,
'PaymentRequestStatus' => null

))

// Saglaba identifikatoru
SpaymentRequestId = $resp->SavePaymentRequestResult->PaymentRequestId;

// Izsauc lietotdaja saskarni
header ('Location: ' . S$Sresp->SavePaymentRequestResult-
>PaymentRequestUrl) ;
}
catch (SocapFault S$ex)
{
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// TODO: Nomainit uz klddu apstradi
die ('SoapFault: ' . Sex->getMessage());

2.3. Maksasanas procesa timekla saskarne

Saskarne nodroSina maksasanas lidzekla izveéli, lietotaja parsutiSanu uz internetbanku un
maksajumu statusu attélodanu. Saskarnei var padot §adus papildus parametrus:

o fs: fonta izmérs, kada attélot MM interfeisu. Pielaujamas vértibas: font-size-100, font-
size-125, font-size-150

e language: valoda, kada attélot MM interfeisu. Pielaujamas vértibas: LAT, ENG

e bm: vajredzigo rezims, kura attélot MM interfeisu. Pielaujamas vértibas: black-on-yellow,
yellow-on-black

Piemérs: https://mmodulistest.vraa.gov.lv/MM_WebUI/WebUI2/Payments/?id=xxxxx&bm=yellow-
on-black&fs=font-size-150&language=ENG

Péc atgrieSanas no internetbankas péc maksajuma veikSanas, ja visi maksasanas pieprasijuma
esoSie maksajumi ir apmaksati, pie pogas “Atgriezties pie pakalpojuma sniedz€&ja” tiek attélots
skaititajs, kas péec konfiguréjama sekunzu skaita automatiski novirza lietotdju atpakal uz
epakalpojumu (maksasanas pieprasijuma saglabasanas parametrs ReturnRedirectUrl).

2.4. Maksasanas pieprasijuma statusa ieguSana are&jiem
pakalpojumiem
1. Pieslédzoties tiek parbaudits klienta sertifikats. Sertifikatu izsniedz pakalpojuma turétajs —
VDAA, tam jabat registretam MM sertifikatu administréSanas rika. Sertifikatam jabdat
uzstaditam direktorija Local Machine\Personal\Certificates. Jabit uzstaditiem ari saknes
sertifikatiem, lai klienta sertifikats validétos. Saknes sertifikatiem jabat uzstaditiem direktorija
Local Machine\Trusted Root Certification Authorities\Certificates.

Secibu diagramma:

Pakalpojums MM timekla pakalpe

| |
| |
| |

GetStatus(ID) :
|

Status

NET izmanto$anas koda piemérs:

PaymentRequestServiceReference.PaymentRequestServiceClient client =
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new
PaymentRequestServiceReference.PaymentRequestServiceClient () ;
string error = null;

try
{
//Izmantojam maksa$anas pieprasijuma identifikatoru no
SavePaymentRequest ()
string result = client.CheckPaymentStatus (paymentRequestId);
//result = MaksaSanas pieprasijuma statuss (P = Procesa, E =
Izpildits, R = ExpireDate, O = Other, iespé&jams tikai ja apmaksas nodro&inatajs
atgriez)
}
catch (FaultException<PaymentRequestFault> ex)
{
error = ex.Detail.Message;
client.Abort () ;

PHP izmantoSanas koda piemérs:

<?php
header ('Content-Type: text/html; charset=utf-8");

SwsdlUrl = 'https://tv-
vraa.zzdats.lv/services/VRAA.VISS2.MM.Endpoint/v1.0/WCFX509/PaymentRequestServic
e.svc?singleWsdl’;

// Sertifikatu no pfx uz pem konverté ar komandu:

// openssl pkcsl2 -in fails.pfx -out fails.pem

SauthCertPath = '/path/to/mm.pem';

SauthCertPass = 'demo';

$client = new SoapClient ($wsdlUrl, array('soap version' => SOAP 1 1,
'local cert' => SauthCertPath, 'passphrase' => S$SauthCertPass));

SpaymentRequestId = '99e083d2-688f-481la-bb85-420ebl1e6927"';

try
{
Sresp = S$client->CheckPaymentRequestStatus (array (
'paymentRequestId' => S$SpaymentRequestId
))

// TODO: Darbibas, ja pieprasijums izdevies veiksmigi

// MaksaSanas pieprasijuma statuss (P = Procesa, E = Izpildits, R =
ExpireDate, O = Other, iespéjams tikai ja apmaksas nodroSinatédjs atgriez)
echo 'Statuss: ' . S$Sresp->CheckPaymentRequestStatusResult . '<br />';

}
catch (SoapFault S$ex)

{
// TODO: Nomainit uz kladu apstradi
die ('SoapFault: ' . Sex->getMessage());

2.5. Maksasanas pieprasijuma attaisnojuma dokumenta datnes
izgusana PDF formata — REST serviss
1. Pieslédzoties tiek parbaudits klienta sertifikats. Sertifikatu izsniedz pakalpojuma turétajs —
VDAA, tam jabdt registretam MM sertifikatu administréSanas rika. Sertifikatam jabdat
uzstaditam direktorija Local Machine\Personal\Certificates. Jabat uzstaditiem arT saknes
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sertifikatiem, lai klienta sertifikats validétos. Saknes sertifikatiem jabit uzstaditiem direktorija
Local Machine\Trusted Root Certification Authorities\Certificates.

Secibu diagramma:

Pakalpojums MM REST timekla pakalpe

GET /INVOICES/PDF/[ID]

HTTP Response content type "application/pdf"

NET izmanto$anas koda piemeérs:

namespace MM {
using System.Net.Http;
using System.Security.Cryptography.X509Certificates;

Uri m BaseAddress = new Uri("https://tv-
vraa.zzdats.lv/services/VRAA.VISS2.MM.Endpoint/v1.0/RESTX509/Invoices/");

//maksasanas pieprasijuma identifikators

string prid = "08840043-1c60-e211-b74£-0050569b000e";

WebRequestHandler handler = new WebRequestHandler () ;
handler.ClientCertificateOptions = ClientCertificateOption.Manual;
handler.ClientCertificates.Add(GetClientCertificate());

HttpClient clientWithClientCert = new HttpClient (handler);
clientWithClientCert.BaseAddress = m BaseAddress;
HttpResponseMessage response = clientWithClientCert.GetAsync ("Pdf/" +
prid) .Result;
if (response.StatusCode == System.Net.HttpStatusCode.OK)
{
byte[] content = response.Content.ReadAsByteArrayAsync () .Result;
string contentType =
response.Content.Headers.ContentType.MediaType;
//rezultats

else

//kluda

private static X509Certificate GetClientCertificate()
{
X509Store store = new X509Store (StoreName.My,
Storelocation.CurrentUser) ;
store.Open (OpenFlags.ReadOnly) ;
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X509CertificateCollection col =
store.Certificates.Find (X509FindType.FindByThumbprint, "4a a8 de ce 0e 37 a2 61
8d ab a7 22 a7 b9 9%9e 9b e6 2c 9d 32", false);
if (col.Count == 1)
{
return col[0];
}
else
{
//kltda

PHP izmantoSanas koda piemers:
<?php
Surl = 'https://tv-

vraa.zzdats.lv/services/VRAA.VISS2.MM.Endpoint/v1.0/RESTX509/Invoices/Pdf/"';

// Sertifikadtu no pfx uz pem konverté& ar komandu:
// openssl pkcsl2 -in fails.pfx -out fails.pem

SauthCertPath = '/path/to/mm.pem';
SauthCertPass = 'demo';
SpaymentRequestId = '99e083d2-688f-481la-bb85-420eblle6927"';

$ch = curl init(Surl . $paymentRequestId);

//curl setopt (Sch, CURLOPT SSL VERIFYPEER, false);
curl_setopt (Sch, CURLOPT_RETURNTRANSFER, true) ;

curl setopt ($ch, CURLOPT SSLCERT, SauthCertPath);

curl setopt ($ch, CURLOPT SSLCERTPASSWD, SauthCertPass);

try
{
$data = curl exec($ch);
if (curl errno($ch) != CURLE OK)
{
// TODO: Kludu apstrade
die (curl error($ch));
}
}
catch (Exception S$ex)

{
// TODO: Klidu apstrade
die ($ex->getMessage ()) ;
}

curl close($ch);

header ('Content-Type: application/pdf'");
die ($data) ;

2.6. Maksasanas pieprasijuma attaisnojuma dokumenta datu
izgisana XML formata — REST serviss

1. Pieslédzoties tiek parbaudits klienta sertifikats. Sertifikatu izsniedz pakalpojuma turétajs —
VDAA, tam jabat registretam MM sertifikatu administréSanas rika. Sertifikatam jabdat
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uzstaditam direktorija Local Machine\Personal\Certificates. Jabat uzstaditiem arT saknes
sertifikatiem, lai klienta sertifikats validétos. Saknes sertifikatiem jabt uzstaditiem direktorija
Local Machine\Trusted Root Certification Authorities\Certificates.

Secibu diagramma:

Pakalpojums MM REST timekla pakalpe

GET /INVOICES/XML/[ID]

»

HTTP Response content type "text/xml"

NET izmanto$anas koda piemeérs:

namespace MM {
using System.Net.Http;
using System.Security.Cryptography.X509Certificates;

Uri m BaseAddress = new Uri("https://tv-
vraa.zzdats.lv/services/VRAA.VISS2.MM.Endpoint/v1.0/RESTX509/Invoices/");

//maksadanas pieprasijuma identifikators

string prid = "08840043-1c60-e211-b74£-0050569b000e";

WebRequestHandler handler = new WebRequestHandler () ;
handler.ClientCertificateOptions = ClientCertificateOption.Manual;
handler.ClientCertificates.Add (GetClientCertificate());

HttpClient clientWithClientCert = new HttpClient (handler);

clientWithClientCert.BaseAddress = m BaseAddress;

HttpResponseMessage response = clientWithClientCert.GetAsync ("Xml/" +
prid) .Result;

if (response.StatusCode == System.Net.HttpStatusCode.OK)

{
byte[] content = response.Content.ReadAsByteArrayAsync() .Result;

string contentType =
response.Content.Headers.ContentType.MediaType;
//rezultats

else

//kltuda

private static X509Certificate GetClientCertificate()

{
X509Store store = new X509Store (StoreName.My,

StoreLocation.CurrentUser) ;
store.Open (OpenFlags.ReadOnly) ;
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X509CertificateCollection col =
store.Certificates.Find (X509FindType.FindByThumbprint, "4a a8 de ce 0e 37 a2 61
8d ab a7 22 a7 b9 9%9e 9b e6 2c 9d 32", false);

if (col.Count == 1)

{

return col[0];
}
else

{
//kltda

}

PHP izmantoSanas koda piemers:

<?php
Surl = 'https://tv-
vraa.zzdats.lv/services/VRAA.VISS2.MM.Endpoint/v1.0/RESTX509/Invoices/Xml/";

// Sertifikatu no pfx uz pem konverté ar komandu:
// openssl pkcsl2 -in fails.pfx -out fails.pem

SauthCertPath = '/path/to/mm.pem';
SauthCertPass = 'demo';
SpaymentRequestId = '99e083d2-688f-481a-bb85-420ebl1e6927"';

$ch = curl init(Surl . $paymentRequestId);

//curl setopt (Sch, CURLOPT SSL VERIFYPEER, false);
curl_setopt($ch, CURLOPT RETURNTRANSFER, true);

curl setopt ($ch, CURLOPT SSLCERT, S$authCertPath);

curl setopt ($ch, CURLOPT SSLCERTPASSWD, SauthCertPass);

try
{
$data = curl exec($ch);
if (curl errno($ch) != CURLE OK)
{
// TODO: Kludu apstrade
die (curl error($ch));
}
}

catch (Exception S$ex)
{
// TODO: Kludu apstrade
die ($ex->getMessage () ) ;
}

curl close($ch);

header ('Content-Type: text/xml; charset=utf-8"');
die ($data) ;

2.7. Maksasanas pieprasijuma attaisnojuma dokumenta datnes
izgusana PDF formata — SOAP serviss

1. Lai izghtu maksaSanas pieprasijuma attaisnojuma dokumenta datnes nepiecieSama loma
MM_INVOICE_SERVICE.
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Detalizétu informaciju par PFAS Auth aizsargatu pakalpju izsauk3anu skat. [2].

NET izmantoSanas koda piemérs:

/// <param name="paymentRequestId”>MM maksa3anas pieprasijuma
identifikators</param>

/// <param name="xmlFormat”>vai dokuments bis XML formata (Default=PDF)</param>
/// <returns>DocumentDataContract</returns>

GetInvoice (Guid paymentRequestId, bool? xmlFormat = null)

2.8. Maksasanas pieprasijuma attaisnojuma dokumenta datu
izgtuSana XML formata — SOAP serviss

1. Lai izghtu maksaSanas pieprasijuma attaisnojuma dokumenta datnes nepiecieSama loma
MM_INVOICE_SERVICE.

Detalizétu informaciju par PFAS Auth aizsargatu pakalpju izsaukSanu skat. [2].

.NET izmantoSanas koda piemérs:

/// <param name="paymentRequestId”>MM maksd3anas pieprasijuma
identifikators</param>

/// <param name="xmlFormat”>vai dokuments blts XML formata (Default=PDF)</param>
/// <returns>DocumentDataContract</returns>

GetInvoice (Guid paymentRequestId, bool? xmlFormat = null)

2.9. Maksasanas pieprasijuma attaisnojuma dokumenta datu
izgusana PDF vai XML formata — SOAP serviss ar sertifikata
autorizaciju bez lomu parbaudes

Pieslédzoties tiek parbaudits klienta sertifikats. Sertifikatu izsniedz pakalpojuma turétajs — VDAA,
tam jabat registrétam MM sertifikatu administréSanas rika. Sertifikatam jabat uzstaditam direktorija
Local Machine\Personal\Certificates. Jabat uzstadttiem arT saknes sertifikatiem, lai klienta sertifikats
validétos. Saknes sertifikatiem jabat uzstaditiem direktorija Local Machine\Trusted Root Certification
Authorities\Certificates.

NET izmantoSanas koda piemérs:

SOAPServiceReference. MMServiceClient client =
new SOAPServiceReference. MMServiceClient () ;

//Izmantojam maksa$anas pieprasijuma identifikatoru no SavePaymentRequest ()

// otrais parametrs nosaka, vai atgriezt dokumentu XML formata

string result = client.GetInvoice (paymentRequestId, false);

//result = objekts ar atribtiem Data- (faila saturn baitu masiva), Name- faila
nosaukums un ContentType- faila MIME tips)

Klienta konfiguracijas piemers:
<system.serviceModel>
<bindings>
<basicHttpBinding>
<binding name="MMService" maxBufferPoolSize="2147483647"
maxReceivedMessageSize="2147483647">
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<security mode="Transport">
<transport clientCredentialType="Certificate" />
</security>
</binding>
</basicHttpBinding>
</bindings>

<behaviors>
<endpointBehaviors>
<behavior name="EndpointBehavior">
<dataContractSerializer maxItemsInObjectGraph="2147483647" />
</behavior>
<behavior name="MMCertificate">
<clientCredentials>
<clientCertificate findValue="sertifikata-thumbprint" storeName="My"
storeLocation="LocalMachine" x509FindType="FindByThumbprint" />

</clientCredentials>
</behavior>
</endpointBehaviors>
</behaviors>

<client>
<endpoint address="https://tv-
vraa.zzdats.lv/services/MM2/Invoice.SOAP/MMService.svc"
behaviorConfiguration="MMCertificate" binding="basicHttpBinding"

bindingConfiguration="MMService" contract="SOAPLVP3.MMService"
name="MMService" />
</client>

</system.serviceModel>

PHP izmantoSanas koda piemeérs:

<?php
header ('Content-Type: text/html; charset=utf-8"');

SwsdlUrl = 'https://tv-
vraa.zzdats.lv/services/VRAA.VISS2.MM.Endpoint/v1.0/MMSOAP/MMService.svc?singleW
sdl';

// Sertifikatu no pfx uz pem konverté ar komandu:

// openssl pkcsl2 -in fails.pfx -out fails.pem

SauthCertPath = '/path/to/mm.pem';

SauthCertPass = 'demo';

Sclient = new SoapClient (SwsdlUrl, array('soap version' => SOAP 1 1,
'local cert' => SauthCertPath, 'passphrase' => SauthCertPass));

try
{
Sresp = S$client->GetInvoice (array (
'paymentRequestId' => '99e083d2-688f-481a-bb85-420eblle6927"',
'smlFormat' => false
))

echo "Content Type: " . $result->DocumentDataContract->ContentType
" \ n " ,.
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echo "Name: " Sresult->DocumentDataContract->Name . "\n";

// Apstrada binaros datus péc vajadzibas (atribGts Sresult-
>DocumentDataContract->Name)

}

catch (SocapFault S$ex)

{
// TODO: Nomainit uz klddu apstradi
die ('SoapFault: ' . Sex->getMessage());
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3. Pielikumi

3.1. Maksasanas pieprasijuma piemeérs

<?xml version="1.0" encoding="utf-8"?>

<PaymentsDataStructure xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xmlns:xsd="http://www.w3.0rg/2001/XMLSchema">
<PaymentRequest>
<AllowedBanks>
<AllowedBankStructure>
<SwiftCode>DEMO0000</SwiftCode>
</AllowedBankStructure>
<AllowedBankStructure>
<SwiftCode>HABALV22</SwiftCode>
</AllowedBankStructure>
</AllowedBanks>
<ClientInfo>

<ClientAddress>Ratslaukums 1, LV-1050, Riga</ClientAddress>

<ClientCode>31129900000</ClientCode>
<ClientEMail>e@p.lv</ClientEMail>
<ClientFirstName>Ernests</ClientFirstName>
<ClientName>Paraudzins</ClientName>
<ClientPhone>26620000</ClientPhone>
</ClientInfo>
<ExpiryDate>2013-02-15</ExpiryDate>
<ExpiryDateSpecified>true</ExpiryDateSpecified>
<InvoiceIssueDate>2013-01-20</InvoicelssueDate>

<InvoicelIssueDateSpecified>true</InvoicelssueDateSpecified>

<NoInvoice>true</NoInvoice>
<ParentPaymentRequestID i:nil="true"/>
<PaymentObject>Test 12</PaymentObject>
<PricelList>
<PricelList>
<Item>1</Item>
<ItemElementName>Amount</ItemElementName>
<Position>1</Position>
</PricelList>
<PricelList>
<Item>2</Item>
<ItemElementName>Quantity</ItemElementName>
<Position>2</Position>
</PricelList>
</PricelList>

<ResponseUrl>http://jusu-response-url</ResponseUrl>
<ServerResponseUrl>http://jusu-response-url-s2s</ServerResponseUrl>

<ServiceStep>00001</ServiceStep>

<SwiftCode xsi:type="xsd:string">DEMO0000</SwiftCode>
<ReturnRedirectUrl>https://latvija.lv/EP21/</ReturnRedirectUrl >

</PaymentRequest>
</PaymentsDataStructure>
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