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1. Ievads

1.1. Dokumenta noluks

Dokuments ,Koplietojuma zurnaléSanas biblioteku apraksts” satur Zurnalé€Sanas biblioteku
Diagnostic.dll un Enterprise Library 4.0.0.0 aprakstu un paligklasu izmantoSanas instrukcijas. Vél
Saja dokumenta sniegta art Diagnostic sekcijas konfiguracijas instrukcija administratoriem VISS
vidém. Sis dokuments ir paredzéts SIA ,ABC software” izstradatajiem, VRAA administratoriem, ka
ar1 citiem iesaistitajiem izstradatajiem, kas Iidzdarbojas programmnodro$inajumu izstradé un
pilnveidoSana.

1.2. Termini un pienemtie apzimejumi

Visi §aja dokumenta izmantotie termini un apziméjumi ir apkopoti Terminu un saisinajumu indeksa

2].

1.3. Saistiba ar citiem dokumentiem
Dokuments ir izstradats, balstoties uz Sadiem dokumentiem:

[1] Par Valsts informacijas sistému savietotaja, Latvijas Valsts portdla www.latvija.lv un
elektronisko pakalpojumu izstrade un uzturéSana. 3.dala "VISS un Portala jaunu un eso$o
modulu papildingjumu izstrade, ievieSana, garantijas apkalpoSana un uzturéSana saskana
ar tehnisko specifikaciju". VISS izstrade. Vadlinijas (VRAA-6_15 11 58-VISS 2010-VISS-
VDL).

[2] "Valsts informéacijas sistemu savietotaju (VISS) un Vienotd valsts un paSvaldibu
pakalpojumu portala wwwe.latvija.lv pilnveidoSana un uzturéSana". Terminu un saisinajumu
indekss. (VRAA-13 7 _17_41-VISS_2016-TSI).

[3] Enterprise Library konfiguracijas faili -
http://blogs.msdn.com/b/tomholl/archive/2006/04/02/entlib2externalconfig.aspx

[4] Instrukciju pamata izmantots risindjums EnoughPl.sin, kas atrodas mapé

,~\Diagnostic\CS\WindowsApp\begin”.
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2. Paligklases

Biblioteka ,Diagnostic.dll” izmantotas paligklases nodroSina nepiecieSamas zurnaléSanas un
auditacijas funkcijas.

2.1. Logosanas paligklase

LogoSanas paligklasé ,LogUtility” ieklautas metodes, kas lauj veikt notikumu Zurnalésanu.

=

1.attéls. Logosanas paligklasé ieklautas metodes

2.1.1. Konstruktori

2.1.1.1. Konstruktors , LogUtility”

| public LogUtility(string sourceName)

Izveido klasi ,LogUtility” ar uzdoto Zurnalé€Sanas avotu.
Parametru apraksts:

NOSAUKUMS APRAKSTS

sourceName traséSanas avots

2.1.2. Ipasibas

2.1.2.1. ~LoggingEnabled” ipasiba
Ipasibas apraksts:

| public bool LoggingEnabled { get; }

Tpasiba atgriez informaciju, vai zurnalé$ana ir ieslégta.

2.1.3. Metodes

2.1.3.1. Metode ,Write”
Metodes apraksts:

public void Write(string message, string category, int priority, int eventId,
TraceEventType severity, IDictionary<string, object> properties)

Logo zinojumu ar uzdoto kategoriju, prioritati, identifikatoru, nozimigumu un papildus Tpasibam.
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Metodes parametru apraksts:

NOSAUKUMS APRAKSTS

message zinojuma teksts

category kategorija, ar kuru tiek rakstits zinojums
priority prioritate, ar kuru tiek rakstits zinojums
eventld zinojuma numurs vai identifikators
severity zinojuma nozimigums

properties papildus parametri

public void Write(string message,
TraceEventType severity,

string category,
Exception exception)

int priority,

int eventId,

Logo zinojumu ar uzdoto kategoriju, prioritati, identifikatoru, nozimigumu un iznémumu.

Metodes parametru apraksts:

NOSAUKUMS APRAKSTS

message zinojuma teksts

category kategorija, ar kuru tiek rakstits zinojums
priority Prioritate, ar kuru tiek rakstits zinojums
eventld zinojuma numurs vai identifikators
severity zinojuma nozimigums

exception iznémums

2.1.4. Piemers

int eventld =

LogUtility target

// Izveidojam informaciju trasésanai
;

string message = ,Simple message”;

string category = ,General”

TraceEventType severity = TraceEventType.Information;

// Traséjam zinojumu

= new LogUtility();

target.Write (message, category, priority, eventId, severity);

2.2. Iznemumu paligklase

Iznémumu paligklasé ieklautas metodes, kas lauj apstradat iznémumus.

=

2.attéls. Iznemumu paligklasé ieklautas metodes
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2.2.1. Konstruktori

2.2.1.1. Konstruktors , ExceptionUtility”
Konstruktora apraksts:

| public ExceptionUtility ()

Izveido klasi ExceptionUtility.

| public ExceptionUtility(LogUtility diagnosticTrace)

Izveido klasi ExceptionUtility ar traséSanas iespé&jam.
Parametru apraksts:

NOSAUKUMS APRAKSTS

diagnosticTrace traséSanas klase

2.2.2. Metodes

2.2.2.1. Metode , ThrowHelper”
Metodes apraksts:

| public Exception ThrowHelper (Exception exception, TraceEventType eventType);

Apstrada iznémumu.

Parametru apraksts:

NOSAUKUMS APRAKSTS
exception iznémums
eventType iznémuma veids

2.2.2.2. Metode ,, ThrowHelperWarning”
Metodes apraksts:

| public Exception ThrowHelperWarning (Exception exception);

Apstrada iznémumu ar veidu ,Bridinajums”.
Parametru apraksts:

NOSAUKUMS APRAKSTS

exception iznémums

2.2.2.3. Metode ,, ThrowHelperError”
Metodes apraksts:

| public Exception ThrowHelperError (Exception exception);

Apstrada iznémumu ar veidu ,Klada”.
Parametru apraksts:

NOSAUKUMS APRAKSTS

exception iznémums

2.2.2.4. Metode , ThrowHelperCritical”
Metodes apraksts:

| public Exception ThrowHelperCritical (Exception exception);

Apstrada iznémumu ar veidu ,Kritisks”.
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Parametru apraksts:

NOSAUKUMS APRAKSTS

exception iznémums

2.2.2.5. Metode ,, ThrowHelperFatal”
Metodes apraksts:

| public Exception ThrowHelperFatal (string message, Exception innerException);

Izveido un apstrada fatalo iznémumu ar veidu ,Klada”.
Parametru apraksts:

NOSAUKUMS APRAKSTS
message iznémuma zinojums
exception Iznémums, kur$ radijis fatalo iznémumu

2.2.2.6. Metode ,IsFatal”
Metodes apraksts:

| public static bool IsFatal (Exception exception);

Parbauda, vai uzdotais iznémums ir fatals.
Parametru apraksts:

NOSAUKUMS APRAKSTS

exception iznémums

2.2.2.7. Metode , ThrowHelperArgument”
Metodes apraksts:

| public Exception ThrowHelperArgument (string message) ;

Izveido un apstrada parametra iznémumu ArgumentException ar uzdoto aprakstu.
Parametru apraksts:

NOSAUKUMS APRAKSTS

message iznémuma apraksts

2.2.2.8. Metode , ThrowHelperArgument”
Metodes apraksts:

| public Exception ThrowHelperArgument (string message, string paramName) ;

lzveido un apstrada parametra iznémumu ArgumentException ar uzdoto aprakstu un parametra
nosaukumu.

Parametru apraksts:

NOSAUKUMS APRAKSTS
message iznémuma apraksts
paramName parametra nosaukums

2.2.2.9. Metode ,ThrowHelperArgumentNull”
Metodes apraksts:

| public Exception ThrowHelperArgumentNull (string message);

Izveido un apstrada parametra iznémumu ArgumentNullException ar uzdoto aprakstu.
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Parametru apraksts:

NOSAUKUMS APRAKSTS

message iznémuma apraksts

2.2.2.10. Metode ,, ThrowHelperArgumentNull”
Metodes apraksts:

| public Exception ThrowHelperArgumentNull (string paramName, string message);

Izveido un apstrada parametra iznémumu ArgumentNullException ar uzdoto aprakstu un parametra
nosaukumu.

Parametru apraksts:

NOSAUKUMS APRAKSTS
paramName parametra nosaukums
message iznémuma apraksts

2.2.2,.11. Metode ,UseActivityld”
Metodes apraksts:

| public void UseActivityId(Guid activityId);

Veikt iznémuma traséSanu ar uzdoto aktivitates identifikatoru.
Parametru apraksts:

NOSAUKUMS APRAKSTS

activityld aktivitates identifikators

2.2.2.12. Metode ,ClearActivityIld”
Metodes apraksts:

| public void ClearActivityId();

Nonemt uzdoto aktivitates identifikatoru.

2.2.2.13. Metode ,TraceHandeledException”
Metodes apraksts:

| public void TraceHandledException (Exception exception, TraceEventType eventType) ;

Veic iznémuma trasésanu.

Parametru apraksts:

NOSAUKUMS APRAKSTS
exception iznémums
eventType iznémuma stingriba

2.3. Trasésanas paligklase

Klase palidz veikt traséSanas iespéjas.
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3.attéls. TraséSanas paligklasé ieklautas metodes

2.3.1. Konstruktori

2.3.1.1. Konstruktors , TraceUtilty”
Konstruktora apraksts:

| public TraceUtility(string operation)

Izveido klasi TraceUltility ar operacijas nosaukumu.
Parametru apraksts:

NOSAUKUMS APRAKSTS

operation operacijas nosaukums

| public TraceUtility(string operation, Guid activityId)

Izveido klasi TraceUltility ar operacijas nosaukumu un aktivitates identifikatoru.
Parametru apraksts:

NOSAUKUMS APRAKSTS
operation operacijas nosaukums
activityld aktivitates identifikators

2.3.2. Metodes

2.3.2.1. Metode ,StartTrace”
Metodes apraksts:

| public static TraceUtility StartTrace(sting operation, Guid activityId);

Izveidojiet klasi TraceUtility ar uzdotu operacijas nosaukumu un aktivitates identifikatoru.
Parametru apraksts:

NOSAUKUMS APRAKSTS
Operation operacijas nosaukums
activityld aktivitates identifikators

2.3.3. Klases izmantosanas piemeéers

public void DoSomesing () {
using (new TraceUtility("DoSomesing")) {

}
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2.4. Paplasinajumu paligklase

4.attéls. Paplasinajuma paligklasé ieklautas metodes

2.4.1. Pazinojumi (Notifikacijas)

Notifikacijas tiek nosatitas, izmantojot notifikaciju servisu, vai ari testéSanas noltkos rakstitas teksta
datnés. Notifikaciju satiSanu nodroSina vairakas metodes, kas atrodas IVIS.Diagnostics.dll
bibliotekas 1VIS.Diagnostics.lvisLogUtilityExtension vardtelpa. Notifikacijas tiek nosttitas, izmantojot
http://ivis.eps.gov.lv/ XMLSchemas/100000/1VISInfrastructure/v2-0/Notification.xsd struktdru.
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5.attéls. Notifikaciju nosutiSanas struktira
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Struktdras entitiju un atribGtu apraksts ir pieejams 1.tabula.

1.tabula

Struktiras entitiju apraksts

ENTITIJA UN TAS APRAKSTS

ENTITIJAS ATRIBUTI

ATRIBUTA APRAKSTS

Message (Pazinojums) — visi
vienam pazinojumam specifiskie
dati

Title (Téma)

Iss pazinojuma satura vai izsGtiSanas mérka
apraksts, ko nosaka pazinojuma izveidotajs.
SMS gadijuma — arT pazinojuma saturs, e-pasta
gadijuma subject.

Category (Kategorija)

Pazinojuma kategorija, kas ir jebkada arégja vai
iekSéja  klasifikatora vértiba ar/bez to
identificéjo3a koda.

BodyType
(Pazinojuma
tips)

satura

Pazinojuma datu XML shémas URN VISS
resursu kataloga.

BodyTransformation
(Pazinojuma satura
transformacijas URN)

Pazinojuma datu noformésanas
transformacijas URN VISS resursu kataloga.

PostponeUntil Ja noradits, tad datums un laiks, I1dz kuram ir
(IzsttiSanas laiks) atlikta pazinojuma izsatiSana.
DiscardAfter (Atcelt | Datums un laiks, kuru sasniedzot, neizsutiti
izshtiSanu péc) pazinojumi tiek anuléti, t.i., netiks izsatiti.
Body (Saturs) Pazinojuma teksts vai dati, kas veido
pazinojuma tekstu.
AttachmentList Skatit Attachment entitiju.
(Pielikumi)
Attachment (Pielikums) — atsauce | EDKDocument (EDK | Skatit EDKDocument entitiju.
uz elektronisko  dokumentu | dokuments)
kratuvé saglabato —dokumentu, | ayachment Pievienotais dokuments.
vai zinojumam pievienoto
dokumentu.
EDKDocument (EDK dokuments) | Id (identifikators) VISS elektronisko  dokumentu  kratuvé

— VISS elektronisko dokumentu
kratuvé saglabatais dokuments

saglabatd dokumenta unikalais identifikators
URN formata.

FileName
nosaukums)

(Datnes

Dokumenta datnes nosaukums.

Mime (Datnes Mime
tips)

Datnes veids peéc Mime standarta.

Size (Izmérs)

Datnes izmérs baitos.

Order (Seciba)

Dokumenta seciba pazinojuma.

Description Dokumenta apraksts VISS elektronisko
(Apraksts) dokumentu kratuve.

ReceiverList (Adresati) — | ReceiverData Skatit ReceiverData entitiju.

informacija  par  pazinojuma | (Sanéméja dati)

adresatiem — tie var bat konkréti

lietotaji, anonimu lietotaju

kontaktinformacija vai norade uz
lietotdju grupu un/vai iestadi

ReceiverData (Adresata dati)
detalizéta informéacija par katru
adresatu

Receiver (Sanémeéjs)

Skatit Receiver entttiju.

SendingOption
(Satisanas kanals)

Pazinojuma satiSanas kanals — viens no:
e telephone  (talruna  numurs
satiSanai);
e kdv (klienta darba vieta);
e email (e-pasta adrese).

SMS
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ENTITIJA UN TAS APRAKSTS

ENTITIJAS ATRIBUTI

ATRIBUTA APRAKSTS

Receiver (Adresats)

User (Lietotajs)

Skatit entitijas User aprakstu.

Group (Lietotaju | Skatit entitijas Group aprakstu.
grupa)
Guest (Lietotdjs — | Skatit entitijas Guest aprakstu.
viesis)
User (Lietotajs) Vissldentifier (VISS | Lietotaja VISS identifikators.
identifikators)
Group (lietotaju grupa) GroupCodeData Skatit entitijas GroupCodeData aprakstu.

AuthoritylD (lestades
identifikators)

VISS iestades 6 zimju identifikators.

GroupCodeData (Lietotaju | GroupCode PFAS Auth grupas identifikators.

grupas dati) AuthoritylD (lestades | VISS iestades 6 zimju identifikators.
identifikators)

Guest (Viesis) - nodroSina | SMS Talruna numurs, uz kuru izsatit SMS.

specificéta talruna numura vai e- g E-pasta adrese, uz kuru izsitit elektronisko

pasta adreses saglabasanu Idz
pazinojuma izsatisanas bridim

véstuli.

2.4.1.1. Metodes

Izsaucot notifikacijas metodes, jaievéro $adi ierobezojumi:

1. Obligati janorada vienu no sanéméju identificéjoSajiem parametriem: groupCode (ar
authorityld), userCode, authorityld (visiem iestades lietotajiem) vai address.
2. Obligati janorada parametru title.

w

body transformaciju bodyTransformation.

N o ok

Notifikaciju servisa konfiguracija.
8. IVIS.Diagnostic.dll biblioteka veic satiSanu asinhroni, pazinojuma izsatisana ir atkariga no

klausttaja konfiguracijas.

Ja tiek noradits parametrs body, janorada art parametrs bodyType. Papildus, ir iespéja noradit

Ja tiek noradits parametrs bodyTransformation, janorada arT parametri bodyType un body.
Datuma formats netiek ierobeZots un var tik uzdots I1dz nepiecieSamajai precizitatei.
Parametra body izmérs péc transformacijas nedrikst parsniegt SMB.

IVIS.Diagnostic.dll biblioteka neierobezo nosdtamo pielikumu izméru, to nosaka EDK un

Visi Notifikacijas servisa atgriezamo zinojumu laika atribdti ir noraditi UTC.

Metozu parametru izmanto$ana atkariba no sitiSanas kanala ir redzama 2.tabula.

2.tabula

Metozu parametru izmantosana atkariba no sutiSanas kanala (M — obligats, O — neobligats)

PARAMETRA NOSAUKUMS

E-PASTS

IDDV/KDV SMsS

transactionld

o

address, groupCode (ar authorityld), authorityld vai | M

userCode
title
category

bodyTransformation (ja ir noradits body)

Body un bodyType
postponeUnitil
discardAfter
attachments

O0OO0000XL

0]
M M

M

Oo0Oo00o00ZXL
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2.4.1.1.1. Metode ,SendGroupNotification”
Metodes apraksts:

public static void SendGroupNotification string groupCode, string authorityId, string title,
[SendingType sendingType = SendingType.emaill, [string bodyType = null], [XPathNavigator body =
null], [string bodyTransformation = null], [string transactionId = null], [CategoryType category =
null], [DateTime? postponeUntil = null], [DateTime? discardAfter = null],
attachments = null])

[AttachmentList

Nosita lietotaju grupai pazinojumu péc lietotaju grupas koda un/vai iestades identifikatora.
Parametru apraksts:

NOSAUKUMS APRAKSTS

groupCode sanémeéja lietotaju grupas identifikators

authorityld sanéméja iestades identifikators, kas ir registréts VISS Klasifikatoru kataloga
lestazu klasifikatora

title pazinojuma virsraksts vai SMS zinojums

sendingType
bodyType
body

bodyTransformation
transactionld

category

postponeUnitil

Pazinojuma sadtiSanas iespéja: e-pasts, IDDV vai sms. Péc noklus€juma Sis
parametrs vienmeér ir e-pasts.

pazinojuma datu XML shémas URN (no Resursu kataloga) ar noraditu elementa
nosaukumu, pieméram:,URN:IVIS:100001:XSD-Viss-Notification-v1-0-TYPE-
Notification”.

pazinojuma dati
pazinojuma datu noformésanas transformacijas URN (no Resursu kataloga)

transakcijas, kura izsatits pazinojums, unikalais identifikators, tikai e-
pakalpojumiem

pazinojuma kategorija, kas ir jebkada aréja vai iekS&ja klasifikatora vértiba
ar/bez to identificéjos$a koda

datums un laiks, l1dz kuram aizturét pazinojuma satiSanu

discardAfter datums un laiks, péc kura nenositits pazinojums, tiks nodzésts neaizsdatot.
attachments pazinojumam pievienotie dokumenti:
o fiziskie pielikumi
reference uz EDK pievienoto dokumentu
2.4.1.1.2.  Metode ,SendNotification”

Metodes apraksts:

public static void SendNotification(string address, string title, [string bodyType = null],

[XPathNavigator body = null], [string bodyTransformation = null], [string transactionId = null],
[CategoryType category = null], [DateTime? postponeUntil = null], [DateTime? discardAfter = null],
[AttachmentlList attachments = nulll])

Nosuta lietotajam bez profila pazinojumu uz e-pastu.

Parametru apraksts:

NOSAUKUMS APRAKSTS

address sanémeéja e-pasts

title pazinojuma virsraksts vai SMS zinojums

bodyType pazinojuma datu XML shémas URN (no Resursu kataloga) ar noraditu
elementa nosaukumu, pieméram:,URN:IVIS:100001:XSD-Viss-Notification-
v1-0-TYPE-Notification”

body pazinojuma dati

bodyTransformation pazinojuma datu noformésanas transformacijas URN (no Resursu kataloga)

transactionld transakcijas, kurd izsutits pazinojums, unikalais identifikators, tikai e-
pakalpojumiem

category pazinojuma kategorija
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NOSAUKUMS

APRAKSTS

postponeUnitil
discardAfter
attachments

datums un laiks, [idz kuram aizturét pazinojuma satiSanu
datums un laiks, péc kura nenositits pazinojums, tiks nodzésts neaizsutot
pazinojumam pievienotie dokumenti:

o fiziskie pielikumi

o reference uz EDK pievienoto dokumentu

2.4.1.1.3. Metode ,SendUserNotification”

Metodes apraksts:

nulll])

public static void SendUserNotification(string userCode, string title, [SendingType

sendingType = SendingType.email], [string bodyType = null], [XPathNavigator body = null], [string
bodyTransformation = null], [string transactionId = null], [CategoryType category = null],
[DateTime? postponeUntil = null], [DateTime? discardAfter = null], [AttachmentList attachments =

Nosuta sistémas lietotdjam pazinojumu péc ta personas koda.

Parametru apraksts:

NOSAUKUMS APRAKSTS
userCode personas kods vai cits sanémeéja identifikators
title pazinojuma virsraksts vai SMS zinojums

sendingType
bodyType

body
bodyTransformation
transactionld

category
postponeUnitil
discardAfter
attachments

Pazinojuma sitiSanas iespéja: e-pasts, IDDV vai sms. Péc noklus&juma
Sis parametrs vienmer ir e-pasts

pazinojuma datu XML shémas URN (no Resursu kataloga) ar noraditu
elementa nosaukumu, pieméram:,URN:IVIS:100001:XSD-Viss-
Notification-v1-0-TYPE-Notification”.

pazinojuma dati

pazinojuma datu noformé8anas transformacijas URN (no Resursu
kataloga)

transakcijas, kura izsatits pazinojums, unikalais identifikators, tikai e-
pakalpojumiem

pazinojuma kategorija
datums un laiks, I1dz kuram aizturét pazinojuma satianu
datums un laiks, péc kura nenosutits pazinojums, tiks nodzésts neaizsdtot
pazinojumam pievienotie dokumenti:
o fiziskie pielikumi
reference uz EDK pievienoto dokumentu

2.4.2. Audits

Metodes atrodas IVIS.Diagnostics.dll bibliotékas IVIS.Diagnostics.lvisLogUtilityExtension vardtelpa.
Auditacijas datu sutitaja informacija tiek iegtta no droSibas talona.

2.4.2.1. Metodes

2.4.2.1.1. Metode ,WriteAudit”

Metodes apraksts:

details = null, [int eventId

timeStamp = null])

public static void WriteAudit (string actionCode, string message, IDictionary<string, object>

retention = null], [string applicationId = null], [IPrincipal subject = null], [DateTime?

= -1], [IEnumerable<ObjectInfo> objects = null], [RetentionInfo

Raksta veiktas darbibas auditu.

Parametru apraksts:
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NOSAUKUMS APRAKSTS

actionCode darbibas veids, skat. 2.4.2.2.paragrafa, kas ir registréts VISS Klasifikatoru kataloga
Auditacijas darbibu klasifikatora.

message Notikuma apraksts

details notikuma papildu atribati

eventld sistémas stavokla identifikators, skat. 2.4.2.2. paragrafa.

objects saraksts ar tipiem un identifikatoriem objektiem (objectld un objectTypeld), ar kuriem
notika auditéjama darbiba

retention ArhivéSanas grupa un arhivéSanas datums

applicationld lietojuma identifikators, kas ir redistréts VISS Kilasifikatoru kataloga Informacijas
sistéemas notikumu klasifikatora. Péc nokluséjuma, ja netiek aizpildits, tiek nemts no
konfiguracijas datnes.

subject Notikuma veidotajs.

timeStamp Notikuma laiks UTC formata.

2.4.2.1.2. Metode ,WriteAudit” Novecojusi: DAIRM2 vairs neatbalsta datus XML forma

Metodes apraksts:

null],

public static void WriteAudit (string actionCode,
[int eventId = 0],

applicationId = null])

IXPathNavigable body, [string bodyType =

[string objectId = null], [string objectTypeId = null], [string

Raksta veiktas darbibas auditu.

Parametru apraksts:

NOSAUKUMS APRAKSTS

actionCode darbibas veids, skat. 2.4.2.2.paragrafa, kas ir registréts VISS Klasifikatoru kataloga
Auditacijas darbibu klasifikatora.

body pazinojuma dati

bodyType pazinojuma XML shémas URN

eventld sistémas stavokla identifikators, skat. 2.4.2.2. paragrafa.

objectld objekta, ar kuru notiek darbiba identifikators

objectTypeld

objekta, ar kuru notiek darbiba tips, kur$ ir registréts VISS Klasifikatoru kataloga
Auditacijas objektu klasifikatora

applicationld lietojuma identifikators kas ir registréts VISS Kilasifikatoru kataloga Informacijas
sistémas notikumu klasifikatora.
2.4.2.1.3.  Metode ,WriteAudit”

Metodes apraksts:

objectId = null],

public static void WriteAudit (string actionCode, string message,
[string objectTypeld = null],

[int eventlId = -1], string
[string applicationId = nulll)

Raksta veiktas darbibas auditu.

Parametru apraksts:

NOSAUKUMS APRAKSTS

actionCode darbibas veids, skat. 2.4.2.2. paragrafa, kas ir registréts VISS Klasifikatoru
kataloga Auditacijas darbibu klasifikatora.

message pazinojuma teksts

eventld sistémas stavokla identifikators, skat. 2.4.2.2. paragrafa.

objectld objekta, ar kuru notiek darbiba identifikators

objectTypeld

objekta, ar kuru notiek darbiba tips, kurs ir registréts VISS Klasifikatoru kataloga
Auditacijas objektu klasifikatora
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lietojuma identifikators, kas ir registréts VISS Klasifikatoru kataloga Informacijas
sistému klasifikatora

applicationld

2.4.2.2. Parametru vértibu specificésana
Izsaucot WriteAudit metodes jaievero $adi priekSnosacijumi uzdodot parametra eventld vértibas:
NOTIKUMS IDENTIFIKATORS APRAKSTS
Unspecified -1 Notikuma identifikators netiek noradits
Created 0 Tiek pievienots objekts
Read 1 Tiek nolasits objekts (no datu bazes vai faila)
Edited 2 Tiek modificéts objekts
Deleted 3 Tiek dzésts objekts
Login 4 Tiek veikta pieteik8anas
Logout 5 Tiek veikta atteikSanas

Parametru vértibu pieskirSana:

PARAMETRS | VERTIBA PIEZIMES

actionCode | {objekta tips}[Notikums]

eventld [Identifikators]

message {objekta tips} {objekta nosaukums} [Notikums] Lokalizéts atbilstosi konfiguracijai

Parametru véertibu piemeri:

APPLICATIONID ACTIONCODE EVENTID MESSAGE

VISS.RK XSDType 0 Tips {0} izveidots
VISS.RK XSDGroup 0 Grupa {0}’ izveidota
VISS.RK TypeDeleted | 3 Tips {0} izdzésts
VISS.RK TypeEdited 2 Tips {0} modificéts
VISS.RK GroupEdited | 2 Grupa {0} modificéta
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3. Klasu izmantosanas piemeri

Biblioteku ,Diagnostic.dll” un ,Enterprise Library 4.0.0.0” uzstadiSana un konfigurésana atbilstosSi
izmantotajai zurnaléSanas paligklasei.

3.1. Visparejie noradijumi
Talako instrukciju pamata ir izmantots lietojums EnoughPl [4]. Tas aprékina konstanti pi [1dz

uzdotajai precizitatei. Lietotajs ievada veélamo precizitati, lietojot NumericUpDown vadiklu, un
nospiez Calculate pogu. Aprékinu var apturét, nospiezot pogu Cancel.

Pirms talaku darbibu veik8anas nepiecieSams izpildit $adus priekSnosacijumus:

1. lzveidot jaunu risinajuma EnoughPl.sIn ([4]) kopiju, kura tiks veiktas visas turpmakas darbibas;

2. Atvért risingjumu EnoughPl.sIn;

3. Atvért projektu EnoughPI un iezimét katalogu References, izpildit konteksta izvélnes komandu
Add Reference un pievienot projektam Diagnostic.dll bibliotéku (tipiski atrodama kataloga
,~\Diagnostic\Lib").

3.2. LogUtility

Zurnalé$anas funkcionalitati piesaista esoSam projektam, izmantojot LogUtility klasi. Izpilditais
risindjums, uz ka balstita ST instrukcija, atrodams kataloga ,~\Diagnostic\CS\WindowsApp\ex071Log”.
1. lezimégjiet projekta failu Calc\Calculator.cs un izpildiet konteksta izvélnes komandu View Code;

2. Pievienojiet vardtelpu Diagnostic faila augsdala;

| using Diagnostic;

3. Modificgjiet konfiguracijas datni app.config, pievienojot $adus atribGtus:

¢ Konfiguracijas sekciju diagnosticConfiguration;

<configSections>
<section name="diagnosticConfiguration"
type="Diagnostic.Configuration.DiagnosticSettings,
Diagnostic, Version=1.0.0.0"/>

</configSections>

e Sadalu system.diagnostics, kas satur sadalas: sharedListeners (péc izvéles) un sources.
Sadala sharedListeners defingjiet koplietojamos ZurnaléSanas failus, noradot S$adus
atribGtus: atraSanas vieta — initializeData, $aja gadijuma lietojuma kataloga, tips — type,
identifikators — name, papildus Zurnalé$anas iespé€jas — traceOutputOptions un citi atribati
pEc nepiecieSamibas;

<system.diagnostics>
<sharedListeners>

<add initializeData="Progress.svclog"
type="System.Diagnostics.XmlWriterTracelistener,
System, Version=2.0.0.0, Culture=neutral,
PublicKeyToken=b77a5c561934e089"
name="ProgressLog"
traceOutputOptions="Timestamp"/>

<add initializeData="General.svclog"
type="System.Diagnostics.XmlWriterTracelListener,
System, Version=2.0.0.0, Culture=neutral,
PublicKeyToken=b77a5c561934e089"
name="GeneralLog"

traceOutputOptions="Timestamp"/>
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| </sharedListeners>

e Sadala sources defingjiet zinojumu klases source ar atbilstosiem identifikatoriem name.
Katrai klasei piesaistit vismaz vienu zurnaléSanas failu listeners, noradot kadu no
koplietojamajiem failiem péc to identifikatora name, vai defin&jot jaunu ZurnaléSanas failu;

<sources>
<source name="General" switchValue="All">
<listeners>
<add name="GenerallLog"/>
</listeners>
</source>
<source name="Progress" switchValue="All">
<listeners>
<add name="ProgressLog" />
</listeners>
</source>

</sources>

e Sadala system.diagnostics defingjiet atribatu trace ar 1pasibu autoflush un vértibu true. Kas
norada, ka rakstiSana Zurnalédanas faila tiks veikta uzreiz.

<trace autoflush="true" />
</system.diagnostics>

4. Faila Calc\Calculator.cs izveidojiet LogUtility klases eksemplaru, klases Calculator ietvaros,
noradot atributu sourceName, kas tiks lietots zinojumu avota identificéSanai, Saja gadijuma
projekta nosaukums EnoughPI;

| LogUtility logwriter = new LogUtility ("EnoughPI");

5. NepiecieSamajas vietas pievienojiet projekta kodam rakstiS8anas metodes Write. Kategorija
noradiet ZurnaléSanas klases identifikatoru;

// TODO: Log final result

string message = string.Format ("Rezultats: Pi {0}, precizitate = {1}", args.Pi, args.Digits);
logwriter.Write (message, Category.General, Priority.Normal, 1,
System.Diagnostics.TraceEventType.Information) ;

// TODO: Log exception
logwriter.Write ("Iznémums", Category.General, Priority.High, 4,
System.Diagnostics.TraceEventType.Error, args.Exception);

6. NepiecieSsamibas gadijumd modificejiet risingjuma ieklauta projekta EnoughPl.Logging
zinojumu kategoriju Category un prioritaSu Priority struktiras, kas definétas Constants.cs fail3;

public struct Priority
{

public const int Lowest

public const int Low =
public const int Normal =
public const int High =

Sw N RO

public const int Highest =

public struct Category

{
public const string General = "General";
public const string Progress = "Progress";

}

7. legutais rezultats apkopojot General un Progress Zurnalus (skat. 6.attélu).
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[ ﬂ Microsoft Service Trace Viewer- c:\users\ggils.st:nﬂrs\documem:\prQ]EB\d'\agnDstic\cs\windowsapp\exol\og\enoughpi\bin\debug\pragress.svcl...l =R E] ér
File Edit View Activity Help
Look For SearchIn: None - Level All - Filter Mow  Clear
Find What: ~ LooklIn: All Activities ~ Find

Activity | Project | Message | Graph | Group By - (None)  Create Custom Filter Activity - 000000000000

Activity Description
CETETTTT | Frocess: Precitdte = 3.

Process: Precizitite = 3.141552653

Process: Precizitste = 3.141592653589793238

Rezultats: Pi = 3.14159265358579323846, precizitite = 20

AppDomain unloading.

< | i r

Formatted | ML

Options ~

= Basic Information

Traceldentifier

http://www abcsoftware v Av-LWAibrary//Diagnostic

Name Value S

Activity 1D {00000000-0000-0000-0000-000000000000}

Time 2011-07-15 11:07:38.0353

Level Information E

Source Progress

Process EnoughPl

Thread 3 b

Computer VITALYZ-PC =
= General Properties

Name Value

[TraceRecord] Severity Information

Description Process: Precizitate = 3.
AppDomain EnoughPl.exs
Source EnoughPl
Pricrity 2
< [Lm 3 -
Activities: 1 Traces: 5

b = 3

6.attéls. Zurnalésanas rezultati

3.3. TraceUtility

Saja pieméra tiks aprakstitas darbibas, kas javeic, lai piesaistitu esoSam projektam trasésanas
funkcionalitati, izmantojot TraceUltility klasi. Izpildttais risinajuma piemérs uz ka balstita St instrukcija
atrodams kataloga ,,~\Diagnostic\CS\WindowsApp\ex02Trace”.

1. lezimégjiet projekta failu Calc\Calculator.cs un izpildiet konteksta izvélnes komandu View Code;
2. Pievienojiet vardtelpu Diagnostic faila augsdala;

| using Diagnostic;

3. Modificgjiet konfiguracijas datni app.config, pievienojot Sadus atribatus:

o Konfiguracijas sekciju diagnosticConfiguration;

<configSections>
<section name="diagnosticConfiguration"
type="Diagnostic.Configuration.DiagnosticSettings,
Diagnostic, Version=1.0.0.0"/>
</configSections>

e Sadalu system.diagnostics, kas satur sadalas sharedListeners (péc izvéles) un sources.
Sadala sources defingjiet zinojumu klases source, ar atbilstoSiem identifikatoriem name.
Katrai klasei piesaistiet vismaz vienu listeners failu, noradot kadu no koplietojamajiem failiem
péc ta identifikatora name, vai defingjiet jaunu failu, noradot $adus atribGtus: atrasanas vieta
— initializeData, tips — type, identifikators — name, papildus iespé&jas — traceOutputOptions un
citi atribGti péc nepiecieSamibas;

<system.diagnostics>
<sources>
<source name="Trace" switchValue="Al1l">
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<listeners>
<add initializeData="Trace.svclog"

type="System.Diagnostics.XmlWriterTracelListener,
System, Version=2.0.0.0, Culture=neutral,
PublicKeyToken=b77a5c561934e089"
name="Tracer"
traceOutputOptions="Timestamp"/>

</listeners>

</source>

</sources>

e Sadala system.diagnostics defingjiet atribGtu trace ar Tpasibu autoflush un vértibu true. Kas
norada, ka rakstiSana faila tiks veikta uzreiz.

<trace autoflush="true" />
</system.diagnostics>

4. Projekta koda izvietojiet traséSanas metodes StartTrace, ieklaujot traséjamo koda fragmentu
using operatora figiriekavas, un ka parametru noradot zinojumu klases source identifikatoru
name;

protected void OnCalculating(CalculatingEventArgs args)
{
using (TraceUtility.StartTrace (Category.Trace))
{
if (Calculating != null)
Calculating(this, args);

}

5. NepiecieSamibas gadijumd modificjiet risinajuma ieklauta projekta EnoughPl.Logging
zinojumu kategoriju Category un prioritaSu Priority struktiras, kas definétas Constants.cs fail3;

public struct Category
{

public const string Trace = "Trace";
}

6. legutais rezultats traséjot metodes Calculate un OnCalculating (skat. 7.attélu).

rf_:l Microsoft Service Trace Viewer- c:\users\egils.stamurs\documenb;\prDJ'Ecb;\d'lagnDstic\cs\windowsapp\ex02trace\enoughpi\bin\debug\trace.svc\og [‘:' E éj‘
File Edit View Activity Help
Look For Search In: Mone v Level: all + Filter Now Clear
Find What: - LockIn: All Activities - Find

Activity Me *|* | Group By - (None) Create Custom Filter Activity - Start Trace: Activity 'd4a0bf0d-5830-473-8¢l d-17a...

Activity Description

W Start Trace: Activity 'dd -"3'”;Start Trace: Activity ‘'d4a0bfld-5830-473-8e 1d-17a39913d2fd’ in methed "EnoughP|.Calc Calculator Calculate” at 17984671839 ticks

{7y Start Trace: Activity ‘d4a0bf0d-5830-473-Be 1d-17a39913d%d" in method "EnoughP| Cale Calculator OnCalculating' at 17984765251 ticks
7 End Trace: Activity 'd4a0bf0d-5830-473-8e 1d-17a39913dXd"in method "EnoughP| Cale Caleulator. OnCalculating’ at 17984729890 ticks (slapsed time: 0,00
":";,Start Trace: Activity ‘'d4albfld-5830-4773-8Be 1d-17a35513dd' in method "EnoughP| Cale Calculator OnCalculating' at 17584811568 ticks
"f'”. End Trace: Activity ‘d4albfld-5830-473-821d-17a35513d Xd" in method "EnoughPl Cale Caleulator OnCalculating' at 17384826040 ticks (elapsed time: 0,00
'3"]>Starl Trace: Activity 'd4albfld-5830-473-8e 1d-17a35513d2fd" in methed "EnoughP|.Calc Calculator. OnCalculating at 17584836803 ticks
"3'”. End Trace: Activity ‘d4albfld-5830-47F3-821d-17239913d #d"in method "EnoughP1 Cale Calculator OnCalculating’ at 17984848682 ticks (elapsed time: 0,00
" End Trace: Activity ‘d4a0bf0d-5830-473-8e1d-17a39913d%d"in method "EnoughP| Cale Caleulator Caleulate at 17984866552 ticks (elapsed time: 0,066 s

4| [

Formatted | XML

Options -
= Basic Information )=
Name Value |~ =
Activity Name Start Trace: Activity ‘d4albfld-5830-473-8e 1d-17a359513d #d" in method "EnoughP| Cale Calculator Cale
Time 20110715 10:33:06.7986 —
Level Start =
Source Trace
Process EnoughPl vshost
Thread 7 W
q ™ 3 Computer VITALYZ-PC = =
Activities: 1 Traces: 8

7.attéls. TrasésSanas rezultati
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3.4. ExceptionUtility

Pieméra tiks aprakstitas darbibas, kas javeic, lai piesaistitu esoSajam projektam iznémumu
zurnalé$anas funkcionalitati, izmantojot ExceptionUtility klasi. Realizétais piemérs uz ka balstita S1
instrukcija atrodams kataloga ,~\Diagnostic\CS\WindowsApp\ex03Exception”.

1. lezimégjiet projekta failu Calc\Calculator.cs un izpildiet konteksta izvélnes komandu View Code;
2. Pievienojiet vardtelpu Diagnostic faila augsdala;

| using Diagnostic;

3.  Modificgjiet konfiguracijas datni app.config, pievienojot $adus atribGtus:

¢ Konfiguracijas sekciju diagnosticConfiguration;

<configSections>
<section name="diagnosticConfiguration"
type="Diagnostic.Configuration.DiagnosticSettings,
Diagnostic, Version=1.0.0.0"/>
</configSections>

e Sadalu system.diagnostics, kas satur sadalas: sharedListeners (péc izvéles) un sources.
Sadala sources defingjiet zinojumu klasi source ar identifikatoru name = ,General”. Klasei
piesaistiet vismaz vienu listeners failu, noradot kadu no koplietojamajiem failiem péc ta
identifikatora name, vai defingjot jaunu failu noradot $adus atribltus: atradanas vieta —
initializeData, tips — type, identifikators — name, papildus iespé&jas — traceOutputOptions un
citi atribGti péc nepiecieSamibas;

<system.diagnostics>
<sources>
<source name="General" switchValue="All">
<listeners>
<add initializeData="Exception.svclog"
type="System.Diagnostics.XmlWriterTraceListener,
System, Version=2.0.0.0, Culture=neutral,
PublicKeyToken=b77a5c561934e089"
name="Exception"
traceOutputOptions="Timestamp"/>
</listeners>
</source>

</sources>

e Sadala system.diagnostics defingjiet atribltu trace ar 1pasibu autoflush un vértibu true. Kas
norada, ka rakstiSana faila tiks veikta uzreiz.

<trace autoflush="true" />

</system.diagnostics>

4. Faila Calc\Calculator.cs izveidojiet ExceptionUtility klases eksemplaru klases Calculator
ietvaros, ka parametru noradot LogUtility klases eksemplaru ar parametru sourceName, kas
tiks lietots zinojumu avota identificésanai;

| ExceptionUtility exceptionWriter = new ExceptionUtility(new LogUtility ("EnoughPI"));

5. Projekta koda péc nepiecieSamibas izvietojiet iznémumu rakstiSanas metodes, pieméram
ThrowHelperError vai citas;

protected void OnCalculatorException(CalculatorExceptionEventArgs args)
{

// TODO: Log exception

exceptionWriter.ThrowHelperError (args.Exception);

if (CalculatorException != null)
CalculatorException(this, args);

}

6. Saja gadijuma netiek specificéta zinojumu kategorija, bet lietota nokluséta kategorija ,General”,
tapéc jaizveido atbilstoSa zinojumu klase app.config faila (3.solis);
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7. Rezultata iegtuSanai tika radita iznémuma situacija un iegats 5ads rezultats (skat. 8.attélu).
f_l Microsoft Service Trace Viewer- c\users\egils.stamurs\documents\projectsidiagnestic\cs\windowsapp\ex03exception\encughpi\bindeb... [ =HEE &J
File Edit View Activity Help
Look Far SearchInt Mone - Level: 4l - Filter Now Clear
Find What: - LecklIn: All Activities - Find
Activity | Project | Message | Graph | Group By - (None)  Create Custom Filter Activity - 000000000000
Activity Description
1.7 000000000000 D Throwing an exception.
AppDomain unloading.
[ 1n 3
Formatted | XML
Options ~
Exception Tree: -
- System Divide By ZeroBException, mscorib, Version=2.0.0.0, Cutture=neutral, PublicKey Token=b77a5ch61534e 085
Exception Information
Exception Type: System. Divide By Zero Exception, mecoriib, Version=2.0.0.0, Culture=neutral, - 3
Public Key Token=b77abch61934=089 i
Message: Attempted to divide by zero. -
Mative Error Code:
Stack Trace: Methad
T b EncughPl Cale Calculator Calculate(int 32 digits) in __. il
Activities: 1 Traces: 2

8.attéls. Iznemumu zurnaléSanas rezultati

3.5. LogActivity

Pieméra aprakstitas darbibas, kas javeic, lai piesaistitu esoSam projektam aktivitaSu traséSanas
funkcionalitati, izmantojot LogActivity klasi. Realizétais piemérs uz ka balstita 8T instrukcija atrodams
kataloga ,~\Diagnostic\CS\WindowsApp\ex04Activity”.

1.
2.

leziméjiet projekta failu Calc\Calculator.cs un izpildiet konteksta izvélnes komandu View Code;
Pievienojiet vardtelpu Diagnostic faila augsdala;

using Diagnostic;

Modificéjiet konfiguracijas datni app.config, pievienojot Sadus atribGtus:

Konfiguracijas sekciju diagnosticConfiguration;

<configSections>
<section name="diagnosticConfiguration"
type="Diagnostic.Configuration.DiagnosticSettings,
Diagnostic, Version=1.0.0.0"/>

</configSections>

Sadalu system.diagnostics, kas satur sadalas: sharedListeners (péc izvéles) un sources.
Sadala sharedListeners defingjiet koplietojamos traséSanas failus, noradot $adus atribatus:
atraSanas vieta — initializeData, $aja gadijuma lietojuma kataloga, tips — type, identifikators —
name, papildus ZzurnaléSanas iespéjas — traceOutputOptions un citi atribati péc
nepiecieSamibas;
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<system.diagnostics>
<sharedListeners>
<add initializeData="Activity.svclog"

type="System.Diagnostics.XmlWriterTracelListener, System,
Version=2.0.0.0, Culture=neutral,
PublicKeyToken=b77a5c561934e089"
name="ActivityLog"
traceOutputOptions="Timestamp"/>

</sharedListeners>

e Sadala sources defingjiet zinojumu klases source ar identifikatoriem name = ,General” un
YActivity”. Klasém piesaistiet vismaz vienu listeners failu, noradot kddu no koplietojamajiem
failiem péc ta identifikatora name, vai defingjiet jaunu failu.

<sources>
<source name="General" switchValue="All">
<listeners>
<add name="ActivityLog"/>
</listeners>
</source>

<source name="Activity" switchvValue ="A11">
<listeners>
<add name="ActivityLog"/>
</listeners>
</source>
</sources>

e Sadala system.diagnostics defingjiet atribGtu trace ar Tpasibu autoflush un vértibu true. Kas
norada, ka rakstiSana faila tiks veikta uzreiz.

<trace autoflush="true" />
</system.diagnostics>

4. Faila Calc\Calculator.cs izsauciet LogActivity metodi UseDiagnosticTrace, lai iespéjotu aktivitasu
trasésanu.

LogActivity.UseDiagnosticTrace (new LogUtility ("EnoughPI"));

5. Projekta koda péc nepiecieSsamibas izvietojiet aktivitaSu traséSanas metodes
CreateBoundedActivity. Noradiet aktivitates darbibas apgabalu, izmantojot using operatoru.

protected void OnCalculated(CalculatedEventArgs args)

{

using (var la = LogActivity.CreateBoundedActivity(false))
{
la.Start ("Calculated", "type");
if (Calculated != null)

Calculated(this, args);

}

Vai arT lietot metodes Start() un Dispose();

protected void OnCalculatorException(CalculatorExceptionEventArgs args)

{

LogActivity.CreateBoundedActivity(false) .Start ("CalculatorException",
"type) ;
if (CalculatorException != null)

CalculatorException(this, args);

LogActivity.Current.Dispose () ;

}

6. Asinhrono metoZu izsaukumu gadijuma:

o Defingjiet LogActivity tipa mainigo klases Calculator ietvaros;

| private LogActivity la;
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e lIzveidojiet aktivitati CreateBoundedActivity asinhronaja izsaukuma un uzsaciet tas traseésanu

izsaucot metodi Start();

{

public IAsyncResult BeginCalculate (int digits)

la = LogActivity.CreateBoundedActivity();

la.Start ("BeginCalculate", "type");

dlg = new CalculateDelegate (this.Calculate);

AsyncCallback callback = new AsyncCallback(this.CalculateCallback);
return dlg.BeginInvoke (digits, callback, new object[] {dlg, la}):;

e Apturet izveidoto aktivitati, izsaucot metodi Dispose(), atgrieZoties no asinhrona izsaukuma.

{

}

private void CalculateCallback (IAsyncResult ar)

CalculateDelegate dlg = (CalculateDelegate) (ar.AsyncState as
object[]) [0];

dlg.EndInvoke (ar);

LogActivity la = (LogActivity) (ar.AsyncState as object[])[1];
la.Dispose() ;

7. Trasejot aktivitates, netiek specificéta zinojumu kategorija, bet lietotas noklusétas kategorijas

JActivity” un ,General”, tapéc izveidojiet atbilstoSas zinojumu klases app.config faila (3.solis);

8. Rezultata iegusanai tika radita art iznémuma situacija un veikta tas zurnaléSana, izmantojot

ExceptionUtility un iegits $ads rezultats (skat. 9.attéls.).

ﬂ Microsoft Service Trace Viewer- c\users\egils.stamurs\documents\projects\diagnostichcs\windowsapphex03activity\enoughpitbin\debug... [ = | (5] éj
File Edit View Activity Help
Look For SearchIn: Mone - Level: All - Filter Mow  Clear
Find What: - LookIn: | All Activities -| Find
| Activity I Project I Message | Graph | Group By - (Mone)  Create Custom Filter Activity - Caltulating
Zoom ~ Options ~ Layout Mode - Process - Description
Bl ) .
pirmdiena, 2011. EnoughPlvshost I‘bf Frm.'n: BSqotaiae
gada 18. johja “5° Activity boundary.
[:] = [:] = [:] = [:] @ Throwing an exception.
12:03:33.342 2 %iTO: Calc:ulatorExceptioh
128 From: CalculatorException
12:03:33:361 . =h )
= _ ez To: BeginCalculate
12:03:33:392 =E S _
g Activity boundary.
12:03:33:419 .
12:03:33:608 Q
12:03:33:612 || :EIEEE%; [T :
12:02:32:615 .
12:03:34:688 £ ] Formatted | XML
12:03:34:691 . Opticns -
12:03:34:696 [ -
12:03:34:700 [ | = Basic Information
12:02:34:722 FEg—T23 i
12:03:34729 [ Name Value
Activity Name Caltulating
Related Activity Name CalculatorException A
Time 20110718 12:03:33.6121 3
Level Transfer
Source Activity e
Process EnoughPl.vshost
Thread 6 -
Activities: 13 Traces: 48

9.attéls. Aktivitasu zurnalésanas rezultati

3.6. ExtraInformationProvider

Klase ExtralnformationProvider nodroSina lietotdja veidotu TpaSibu ieklausanu zurnalu failos.
Pieméra aprakstitas darbibas, kas javeic, lai piesaistitu ExtralnformationProvider funkcionalitati

ieprieks aplukotajai ZurnaléSanai, izmantojot LogUtility.
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<
-l

Realizétais piemers uz ka balstita
»~\Diagnostic\CS\WindowsApp\ex05EnterpriseLib”.

instrukcija atrodams kataloga

1. Pievienojiet klasém Sadas vardtelpas:

using System.Collections.Generic;
using Diagnostic.ExtraInformation;

2. lzveidojiet klasi ar IExtralnformationProvider interfeisu un implementéjiet ta metodi
PopulateDictionary. Metode aizpilda Dictionary tipa mainigo ar Tpasibam un to vértibam.
Izveidojiet klases konstruktoru, kuram ka atribati tiks padotas zurnalé$anas failos ierakstamas
vértibas;

public class ExtraInfoProvider : IExtraInformationProvider
{

private string value;

private int digits;

public ExtraInfoProvider (string value, int digits)
{
this.value = value;

this.digits = digits;

public void PopulateDictionary(IDictionary<string, object> dictionary)
{
if (this.value != null)
{
dictionary.Add("PI", this.value);
dictionary.Add("Digits", this.digits);

3. Laiierakstitu zurnaléSanas faila vélamas 1pasibas, nepiecieSams veikt $adas darbibas:
o Defingjiet Dictionary tipa mainigo;
e lzveidojiet klases eksemplaru un konstruktora padot faila rakstamas vértibas;

e Izsauciet klases eksemplara metodi PopulateDictionary un tas parametra uzdodiet iepriek$
definéto Dictionary tipa mainigo;

e lzsauciet LogUtility metodi Write un parametros noradiet zinojuma tekstu un definéto
Dictionary tipa mainigo.

Dictionary<string, object> p = new Dictionary<string, object>();
var x = new ExtralInfoProvider (args.Pi, args.Digits);
x.PopulateDictionary (p) ;

logWriter.Write ("Result", p);

4. To paSu rezultdtu iespéjams sasniegt neveidojot atseviSku klasi Dictionary tipa mainiga
aizpildisanai, bet gan veicot Sadas darbibas:
o Defingjiet Dictionary tipa mainigo;
¢ Pievienojiet mainigajam nepiecieSamas Tpasibas un to vértibas, izsaucot metodi Add;
e Izsauciet LogUtility metodi Write, parametros noradot zinojuma tekstu un definéto Dictionary
tipa mainigo.

Dictionary<string,object> p = new Dictionary<string,object>();
p.Add("Pi",args.Pi);
logWriter.Write ("Result", p);

5. legdtais rezultats pievienojot Tpasibas Pi un Digits (skat. 10.attéls.).
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«<E2ETraceEvent xmins="http:/ fschemas.microsoft.com/2004/06/E2ETraceEvent">
<System xmins="http:/ / schemas.microsoft.com/2004/06/windows/eventlog/system">
<EventID=0</EventID>
=Type=3=/Type>
<5ubType Name="Verbose"=0</SubType=>
<Level=16</Level=
<TimeCreated SystemTime="2011-07-21T12:38:08.92919662" />
=Source Name="General" />
<Correlation ActivityID="{b944291e-41f5-4ba7-63ee-4e19a49694c3}" />
<Execution ProceszsName="EnoughPIL.wvshost" ProcessID="5380" ThreadlD="7" /=
<Channel /=
<Computer=VITALYZ-PC=/Computer=>
=/System=
<ApplicationData=
<TraceDataz=
<Dataltem >
«TraceRecord Severity="Verbose" xmlns="http:/ /schemas.microsoft.com/2004/10/E2ETraceEvent/ TraceRecord">
<=Traceldentifier=http:/ f www.abcsoftware.lv/lv-LV/library/Diagnostic</Traceldentifiar=
<Description=Calculating=/Description=
<AppDomain=EnoughPIL.vshost.exe</AppDomain=
<Source=Calculator</Source=
<Priority=-1-</Priority>
<ExtendedData xmins="http:/ {schemas.microsoft.com/2006/08/ServiceModel /DictionaryTraceRecord">
<PI=3.141592653589793238462643363279502884</FI>
=Digits>36-</Digits>
L=/BxiendedDataz
«/TraceRecord=
«/Dataltem>
</TraceDatax
«/ApplicationData>
</E2ETraceEvent=

10.attels. ExtralnformationProvider pielieto§anas rezultati

3.7.

Enterprise Library 4.0.0.0

Visas iepriek$ apliikotas ZurnaléSanas un traséSanas funkcijas var tikt realizétas ne tikai izmantojot
Diagnostic biblioteéku, bet ari izmantojot Enterprise Library bibliotékas, bez jebkadam izmainam
koda. Lai to realizétu, nepiecieSams veikt Enterprise Library konfiguréSanu. Péc nokluséjuma tiek
lietota Diagnostic.dll, lai veiktu rakstiSanu ZurnaléSanas failos, bet ieklaujot Enterprise Library
bibliotékas, tas mainisies un tiks izmantota Enterprise Library.

Pieméra tiks aprakstitas darbibas, kas javeic, lai piesaistitu un konfigurétu Enterprise Library
bibliotekas eso$am projektam. Realizétais piemérs uz ka balstita 81 instrukcija, atrodams kataloga
»~\Diagnostic\CS\WindowsApp\ ex05EnterpriseLib”.

1. Atveriet projektu EnoughPl un ieziméjiet katalogu References, izpildot konteksta izvélnes
komandu Add Reference un pievienojiet projektam Sadas bibliotékas (tipiski atrodamas kataloga

»~\Diagnostic\Lib"):

e Microsoft.Practices.EnterpriseLibrary.Logging.dll;
e Microsoft.Practices.EnterpriseLibrary.Common.dll;
e Microsoft.Practices.ObjectBuilder2.dll.

2.

Modificéjiet konfiguracijas datni app.config, papildus pievienojot $adus atribitus:

Konfiguracijas sekciju enterpriseLibrary.ConfigurationSource; [3]

<configSections>

<section name="enterpriselibrary.ConfigurationSource"
type="Microsoft.Practices.Enterpriselibrary.Common.
Configuration.ConfigurationSourceSection,
Microsoft.Practices.EnterpriseLibrary.Common,
Version=4.0.0.0, Culture=neutral,
PublicKeyToken=31bf3856ad364e35"/>

</configSections>

Sadalu enterpriseLibrary.ConfigurationSource, kas satur sadalu sources. Taja noradot
Enterprise Library aréjos konfiguracijas failus, to nosaukumu un atraSanas vietu — filePath,
tipu — type un identifikatoru — name. Ka ari norada pielietota konfiguracijas faila identifikatoru
— name parametra selectedSource.
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<enterpriselLibrary.ConfigurationSource selectedSource="File Configuration Source">
<sources>
<add name="File Configuration Source"

type="Microsoft.Practices.EnterpriselLibrary.Common.
Configuration.FileConfigurationSource,
Microsoft.Practices.EnterpriselLibrary.Common,
Version=4.0.0.0, Culture=neutral,
PublicKeyToken=31b£f3856ad364e35"
filePath="Enterprise.config"/>

</sources>

</enterpriselibrary.ConfigurationSource>

3. lzveidojiet Enterprise Library konfiguracijas datni, pieméram - ,Enterprise.config”, un
pievienojiet $adus atribdtus:

o Konfiguracijas sekcijas loggingConfiguration un dataConfiguration;

<configSections>
<section name="loggingConfiguration"
type="Microsoft.Practices.Enterpriselibrary.Logging.
Configuration.LoggingSettings,
Microsoft.Practices.Enterpriselibrary.Logging,
Version=4.0.0.0, Culture=neutral,
PublicKeyToken=31bf3856ad364e35"
requirePermission="false" />
<section name="dataConfiguration"
type="Microsoft.Practices.Enterpriselibrary.Data.
Configuration.DatabaseSettings,
Microsoft.Practices.Enterpriselibrary.Data, Version=4.0.0.0,
Culture=neutral, PublicKeyToken=31bf3856ad364e35" />
</configSections>

e sekcija loggingConfiguration defingjiet Sadas sadalas:
listeners;

formatters;

categorySources;

o specialSources.

o O O

<loggingConfiguration name="Logging Application Block"
tracingEnabled="true"

defaultCategory="General" logWarningsWhenNoCategoriesMatch="true">

e sadala listeners satur ZurnaléSanas failus un to atribatus;

<listeners>
<add fileName="trace.log" header="------—----"-"-"-"-"-"-"-"-"-"-"-""-"—""-"—"—~—~"—"—~—~—\—— "

footer="-----—-----——- - "
formatter="Text Formatter"
listenerDataType="Microsoft.Practices.Enterpriselibrary.Logging.
Configuration.FlatFileTracelListenerData,

Microsoft.Practices.Enterpriselibrary.Logging, Version=4.0.0.0,
Culture=neutral, PublicKeyToken=31bf3856ad364e35"

traceOutputOptions="DateTime" filter="All"

type="Microsoft.Practices.Enterpriselibrary.Logging.
TracelListeners.FlatFileTracelistener,
Microsoft.Practices.Enterpriselibrary.Logging, Version=4.0.0.0,
Culture=neutral, PublicKeyToken=31bf3856ad364e35"

name="FlatFile TracelListener" />

<add fileName="unp.svclog"

listenerDataType="Microsoft.Practices.EnterpriselLibrary.
Logging.Configuration.XmlTracelListenerData,
Microsoft.Practices.Enterpriselibrary.Logging, Version=4.0.0.0,
Culture=neutral, PublicKeyToken=31bf3856ad364e35"

traceOutputOptions="DateTime" filter="All"

type="Microsoft.Practices.EnterpriselLibrary.Logging.
TracelListeners.XmlTraceListener,
Microsoft.Practices.Enterpriselibrary.Logging, Version=4.0.0.0,
Culture=neutral, PublicKeyToken=31bf3856ad364e35"
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name="unprocessed" />
<add fileName="trace-xml.svclog"

listenerDataType="Microsoft.Practices.Enterpriselibrary.lLogging.
Configuration.XmlTraceListenerData,
Microsoft.Practices.Enterpriselibrary.Logging, Version=4.0.0.0,
Culture=neutral, PublicKeyToken=31bf3856ad364e35"
traceOutputOptions="Timestamp" filter="Al1l"
type="Microsoft.Practices.Enterpriselibrary.Logging.
TracelListeners.XmlTracelListener,
Microsoft.Practices.Enterpriselibrary.Logging, Version=4.0.0.0,
Culture=neutral, PublicKeyToken=31bf3856ad364e35"
name="XML Trace Listener" />

</listeners>

e Sadala formatters satur zinojumu Sablonus;

<formatters>
<add template="Timestamp: {timestamp}é&#xD;&#xA;Message:
{message}&#xD; &#xA; Category: {category}&#xD; &#xA;Priority:
{priority}&#xD; &#xA;EventId: {eventid}&#xD;&#xA;Severity:
{severity}&#xD; &#xA;Title: {title}&#xD; &#xA;Machine:
{machine}&#xD; &#xA; Thread Name: {threadName}&#xD;&#xA;Extended
Properties: {dictionary({key} - {value}&#xD;&#xA;)}"
type="Microsoft.Practices.Enterpriselibrary.Logging.Formatters.
TextFormatter, Microsoft.Practices.EnterpriselLibrary.Logging,
Version=4.0.0.0, Culture=neutral,PublicKeyToken=31bf3856ad364e35"
name="Text Formatter" />
</formatters>

e Sadala categorySources satur zinojumu kategorijas un tam piesaistitos zurnalésanas failus;

<categorySources>
<add switchValue="All" name="Activity">
<listeners>
<add name="FlatFile TraceListener" />
<add name="XML Trace Listener" />
</listeners>
</add>
<add switchValue="All" name="General">
<listeners>
<add name="FlatFile TraceListener" />
<add name="XML Trace Listener" />
</listeners>
</add>
<add switchValue="All" name="Log">
<listeners>
<add name="FlatFile TraceListener" />
<add name="XML Trace Listener" />
</listeners>
</add>
<add switchValue="All" name="Trace">
<listeners>
<add name="FlatFile TracelListener" />
<add name="XML Trace Listener" />
</listeners>
</add>
</categorySources>

e Sadala specialSources satur specifiskas zinojumu kategorijas un tam piesaistitos
Zurnalésanas failus.

<specialSources>
<allEvents switchValue="All" name="All Events" />
<notProcessed switchValue="All" name="Unprocessed Category" />
<errors switchValue="All" name="Logging Errors &amp; Warnings">
<listeners>
<add name="unprocessed" />
</listeners>

</errors>
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</specialSources>

</loggingConfiguration>

3.8. WCF Servisa un klienta trasésana

Saja pieméra tiks aprakstitas darbibas, kas javeic, lai piesaistitu esosam WCF servisam un klientam
aktivitadu traséSanas funkcionalitati, izmantojot ieblvétas ZurnaléSanas un trasédanas funkcijas, ka
art papildu zinojumu zurnaléSanu ar Diagnostic.dll bibliotéku.

Izpilditais risindjuma piemérs uz ka balstita ST instrukcija atrodams katalogad ,~\Diagnostic\CS
WebService\ex01WCFActivity”.

3.8.1. Klienta konfiguracijas datne

Modificét klienta konfiguracijas datni app.config, izmantojot WCF Configuration Editor vai manuali
pievienojot §adus atribGtus:

e Sadalu system.diagnostics kas satur sadalas sharedListeners (péc izvéles) un sources.
Sadala sharedListeners defingjiet koplietojamos traséSanas failus, noradot $adus atribatus:
atrasanas vieta — initializeData, $aja gadijuma lietojuma katalog3, tips — type, identifikators —
name, papildus Zurnalédanas iesp€jas — traceOutputOptions un citi atribati péc
nepiecie$amibas;

<system.diagnostics>
<sharedListeners>
<add initializeData="app tracelog.svclog"
type="System.Diagnostics.XmlWriterTracelListener, System,
Version=2.0.0.0, Culture=neutral,
PublicKeyToken=b77a5c561934e089"
name="ServiceModelTraceListener"
traceOutputOptions="Timestamp">
<filter type="" />
</add>
</sharedListeners>

e Sadald sources defingjiet zinojumu klases source ar identifikatoriem name. Klasém
piesaistiet vismaz vienu listeners failu, noradot kadu no koplietojamajiem failiem péc ta
identifikatora name, vai defingéjot jaunu failu;

<sources>
<source name="System.ServiceModel"
switchValue="Information,ActivityTracing"
propagateActivity="true">
<listeners>
<add name="ServiceModelTraceListener">
<filter type="" />
</add>
</listeners>
</source>
</sources>

e Sadala system.diagnostics defingjiet atribGtu trace ar Tpasibu autoflush un vértibu true. Kas
norada, ka rakstiSana faila tiks veikta uzreiz;

<trace autoflush="true" />
</system.diagnostics>

e Sadalu system.serviceModel, kas satur sadalas diagnostic, bindings un client. Sadala
diagnostic iespéjojiet vai atspégjojiet zinojumu zurnaléSanas iespéjas;
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<system.serviceModel>
<diagnostics>
<messagelogging logEntireMessage="true"
logMessagesAtTransportLevel="true" />

</diagnostics>

e Sadala bindings uzstadiet servisa piesaistes konfiguraciju;

<bindings>
<basicHttpBinding>
<binding name="BasicHttpBinding IServicel"
closeTimeout="00:01:00" openTimeout="00:01:00"
receiveTimeout="00:10:00" sendTimeout="00:01:00"
allowCookies="false" bypassProxyOnLocal="false"
hostNameComparisonMode="StrongWildcard"
maxBufferSize="65536" maxBufferPoolSize="524288"
maxReceivedMessageSize="65536"
messageEncoding="Text" textEncoding="utf-8"
transferMode="Buffered" useDefaultWebProxy="true">
<readerQuotas maxDepth="32" maxStringContentLength="8192"
maxArrayLength="16384" maxBytesPerRead="4096"
maxNameTableCharCount="16384" />
<security mode="None">
<transport clientCredentialType="None"
proxyCredentialType="None"
realm="" />
<message clientCredentialType="UserName"
algorithmSuite="Default" />
</security>
</binding>
</basicHttpBinding>

</bindings>

e Sadala client piesaistiet servisu — adress un noradiet piesaistes tipu — binding un ta
konfiguraciju — bindingConfiguration.

<client>
<endpoint address="http://localhost:64775/Servicel.svc"

binding="basicHttpBinding"
bindingConfiguration="BasicHttpBinding IServicel"
contract="ServiceRef.IServicel"
name="BasicHttpBinding IServicel" />

</client>

</system.serviceModel>

3.8.2. Servisa konfiguracijas datne
Modificgjiet servisa konfiguracijas datni web.config, izmantojot WCF Configuration Editor vai manuali
pievienojot Sadus atribOtus:

e Sadalu system.diagnostics kas satur sadalas sharedListeners (péc izvéles) un sources.
Sadala sharedListeners defingjiet koplietojamos traséSanas failus, noradot Sadus atribatus:
atrasSanas vieta — initializeData, Saja gadijuma lietojuma katalog3, tips — type, identifikators —
name, papildus ZzurnaléSanas iespéjas — traceOutputOptions un citi atribdti péc
nepiecieSamibas;

<system.diagnostics>
<sharedListeners>

<add initializeData="Web tracelog.svclog"
type="System.Diagnostics.XmlWriterTraceListener, System,
Version=2.0.0.0, Culture=neutral,
PublicKeyToken=b77a5c561934e089"
name="ServiceModelTraceListener"
traceOutputOptions="Timestamp">
<filter type="" />

</add>
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| </sharedListeners>

e Sadala sources defingjiet zinojumu klases source ar identifikatoriem name. Klasém
piesaistiet vismaz vienu listeners failu, noradot kadu no koplietojamajiem failiem péc ta
identifikatora name, vai defingéjot jaunu failu;

<sources>
<source name="System.ServiceModel"
switchValue="Information,ActivityTracing"
propagateActivity="true">
<listeners>
<add name="ServiceModelTraceListener">

<filter type="" />
</add>
</listeners>
</source>
</sources>

e Sadala system.diagnostics defingjiet atribGtu trace ar Tpasibu autoflush un vértibu true. Kas
norada, ka rakstiSana faila tiks veikta uzreiz;

<trace autoflush="true" />
</system.diagnostics>

e Sadalu system.serviceModel, kas satur sadalas diagnostic, services un behaviors. Sadala
diagnostic iespéjojiet vai atspé&jojiet zinojumu ZurnaléSanas iespéjas;

<system.serviceModel>
<diagnostics>
<messagelogging logEntireMessage="true"
logMessagesAtTransportLevel="true" />
</diagnostics>

e Sadala services uzstadiet servisa konfiguraciju;

<services>
<service behaviorConfiguration="WcfService.ServicelBehavior"
name="WcfService.Servicel">
<endpoint address="" binding="basicHttpBinding"
bindingConfiguration=""
contract="WcfService.IServicel">
<identity>
<dns value="localhost" />
</identity>
</endpoint>
<endpoint address="mex" binding="mexHttpBinding"
contract="IMetadataExchange" />
</service>
</services>

» Sadala behaviors uzstadiet servisa konfiguraciju.

<behaviors>
<serviceBehaviors>
<behavior name="WcfService.ServicelBehavior">
<serviceMetadata httpGetEnabled="true"/>
<serviceDebug includeExceptionDetailInFaults="false"/>
</behavior>
</serviceBehaviors>
</behaviors>
</system.serviceModel>

3.8.3. Zurnalésana ar Diagnostic.dll
Traséjamibas uzlaboSanai tiek piesaistita papildu ZurnaléSana gan servisa, gan klienta puse,
izmatojot LogUTtility;

e Papildiniet konfiguracijas failus web.config un app.config;
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<!--for Diagnostic.dll logUtility-->
<source name ="Activity" switchValue="Al1l">
<listeners>
<add name="ServiceModelTracelistener"></add>
</listeners>
</source>

e Pievienojiet klienta un servisa risinajumiem Diagnostic.dll biblioteku un atbilstoSas
vardtelpas;

e lzveidojiet zurnaléSanas metodes nepiecieSamajas vietds gan servisa, gan klienta pusg;

LogUtility logWriter = new LogUtility ("WCFService");

public string GetData (int value)

{
logWriter.Write ("Received value: " + value.ToString(), "Activity");
System.Threading.Thread.Sleep (value) ;
return string.Format ("You entered: {0}", value);

logWriter.Write ("Entered: " + i.ToString(), "Activity");
rez = c.GetData(i);
logWriter.Write ("Response: " + rez, "Activity");

OutputTextBox.Text = rez;

3.8.4. Sinhrons servisa izsaukums

Sinhroni servisa izsaukumi var tikt automatiski apstradati bez papildu kodéSanas. Bet, lai
nodrosinatu korektu aktivitaSu atspogulojumu, tiek izmantota LogActivity klases funkcionalitate (skat.
11.attéls.).

private void SyncGetDataButton Click(object sender, EventArgs e)
{
int i;
string rez;
LogActivity la = LogActivity.CreateBoundedActivity();
la.Start ("SyncCall", "FromClient");

using (ServiceRef.ServicelClient ¢ = new ServiceRef.ServicelClient())
{
if (!int.TryParse (InputTextBox.Text, out i))
{
OutputTextBox.Text = "Ievadit skaitli!";
}
else
{
logWriter.Write ("Entered: " + i.ToString (), "Activity");
rez = c.GetData(i);
logWriter.Write ("Response: " + rez, "Activity");

OutputTextBox.Text = rez;

}
la.Stop();
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11.attéls. Sinhrona izsaukuma rezultats

3.8.5. Asinhrons servisa izsaukums

Asinhrona servisa izsaukuma gadijuma nepiecieSams izmantot LogActivity klases funkcionalitati, lai
nodroSinatu korektas zinojumu identifikatoru vértibas, izsaucot servisu un atiezoties no ta (skat.
12.attélu). Metode AsyncGetDataButton_Click nodroSina asinhronu servisa izsaukumu:

private void AsyncGetDataButton Click(object sender, EventArgs e)
{
int 1i;
LogActivity 1 = LogActivity.CreateAsyncActivity();
using (LogActivity la = LogActivity.CreateBoundedActivity (l.Id))
{
la.Start ("AsyncCall", "FromClient");
if (!int.TryParse (InputTextBox.Text, out 1i))
{
OutputTextBox.Text = "Ievadit skaitli!";
}
else
{
logWriter.Write ("Async Entered: " + i.ToString(), "Activity");
ServiceRef.ServicelClient ¢ = new ServiceRef.ServicelClient();
1.Suspend() ;
c.GetDataAsync (Convert.ToInt32 (this.InputTextBox.Text), 1);
c.GetDataCompleted += new EventHandler<ServiceRef.
GetDataCompletedEventArgs>(c_GetDataCompleted) ;
}
}
}

Metode c_GetDataCompleted nodroSina datu izvadi péc izsaukuma izpildisanas;
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private void c_GetDataCompleted(object sender,
{

LogActivity 1 = e.UserState as LogActivity;
1.Resume () ;
this.OutputTextBox.Text =

logWriter.Write ("Async Response:

e.Result;

" + e.Result,

"Activity",

ServiceRef.GetDataCompletedEventArgs e)

-1, -1,

System.Diagnostics.TraceEventType.Verbose, 1.Id);
1.Stop ()
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12.attéls. Asinhrona izsaukuma rezultats

3.9. Paplasinajumu paligklase
Paplasinajuma funkcionalitates piesaistiS8ana eso$am projektam. Izpilditais risindjums uz ka balstita
81 instrukcija, atrodams kataloga ,~\Diagnostic\CS\WindowsApp\ex06Extensions”.

1. Atveriet projektu EnoughPl un ieziméjiet katalogu References, izpildot konteksta izvélnes
komandu Add Reference, un pievienojiet projektam [VIS.Diagnostic.dll bibliotéku (tipiski
atrodama kataloga ,~\Diagnostic\Lib”), kas satur izmantojamas paplasindjuma metodes.

leziméjiet projekta failu Calc\Calculator.cs un izpildiet konteksta izvélnes komandu View Code;

Pievienojiet vardtelpas Diagnostic un Ivis.Diagnostic faila augSdala;

using Diagnostic;
using IVIS.Diagnostics;

Modificéjiet konfiguracijas datni app.config, pievienojot Sadus atribGtus:

o Konfiguracijas sekciju diagnosticConfiguration;

<configSections>
<section name="diagnosticConfiguration"
type="Diagnostic.Configuration.DiagnosticSettings,

Diagnostic, Version=1.0.0.0"/>

</configSections>
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e Sadalu diagnosticConfiguration

| <diagnosticConfiguration type="Diagnostic.DefaultLogWriter, Diagnostic, Version=1.0.0.0" />

e Sadalu system.diagnostics, kas satur sadalas: sharedListeners (péc izvéles) un sources.
Sadala sharedListeners defingjiet koplietojamos ZurnaléSanas failus, noradot S$adus
atribGtus: atradanas vieta — initializeData, $aja gadijuma lietojuma kataloga, tips — type,
identifikators — name, papildus Zurnalé$anas iespéjas — traceOutputOptions un citu atribGtus
péc nepiecieSamibas;

<system.diagnostics>
<sharedListeners>

<add initializeData="Notification.svclog"
type="System.Diagnostics.XmlWriterTracelistener,
System, Version=2.0.0.0, Culture=neutral,
PublicKeyToken=b77a5c561934e089"
name="NotificationLog"
traceOutputOptions="Timestamp"/>

<add initializeData="General.svclog"
type="System.Diagnostics.XmlWriterTracelListener,
System, Version=2.0.0.0, Culture=neutral,
PublicKeyToken=b77a5c561934e089"
name="GeneralLog"
traceOutputOptions="Timestamp"/>

</sharedListeners>

e Sadala sources defingjiet zinojumu klases source ar atbilstoSiem identifikatoriem name.
Katrai klasei piesaistiet vismaz vienu ZurnaléSanas failu listeners, noradot kadu no
koplietojamajiem failiem péc ta identifikatora name, vai defingjot jaunu ZzurnaléSanas failu;

<sources>
<source name="Notification" switchValue="Al11l">
<listeners>
<add name="NotificationLog"/>
</listeners>
</source>
<source name="Audit" switchValue="All">
<listeners>
<add name="AuditLog" />
</listeners>
</source>
</sources>

e Sadala system.diagnostics defingjiet atribGtu trace ar 1pasibu autoflush un vértibu true. Kas
norada, ka rakstiSana ZzurnalésSanas faila tiks veikta uzreiz.

<trace autoflush="true" />
</system.diagnostics>

5. Faila Calc\Calculator.cs izveidojiet LogUtility klases eksemplaru, klases Calculator ietvaros,
noradot atribatu sourceName, kas tiks lietots zinojumu avota identificéSanai, Saja gadijuma
projekta nosaukums EnoughPI;

| LogUtility logwriter = new LogUtility ("EnoughPI");

6. NepiecieSamajas vietas pievienojiet projekta kodam nepiecieSamas rakstiSanas metodes.
Audita rakstiSanai:

protected void OnCalculated(CalculatedEventArgs args) {
logwriter.WriteAudit ("Calculated", 1, string.Format ("Calculation result is {0}", args.Pi));

}

Pazinojumu rakstiSanai:

protected void OnCalculated(CalculatedEventArgs args) {
logwriter.SendUserNotification("01018133322", string.Format ("Pi is {0}", args.Pi));
}

7. legultais rezultats apkopojot Audit un Notification Zurnalus (skat. 13.attéls.).
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13.attéls. Zinojumu un audita rezultati

3.9.1. Notifikacijas servisa konfiguracija.
Lai satitu notifikacijas uz e-pastu, nevis, ka iepriek§ demonstréts, rakstitu datnés, nepiecieSams veikt
notifikacijas servisa konfiguréSanu un diagnostikas konfiguracijas sekciju papildinasanu:

1. Modificejiet konfiguracijas sadalas diagnosticConfiguration atribGtu type;

l <diagnosticConfiguration type="IVIS.Diagnostics.IvisLogWriter, IVIS.Diagnostics"/>

2. Papildiniett sekcijas sources apakssekciju listeners;

<source name="Notification" switchValue="All">
<listeners>
<!-- Konfiguracija pazinojumu transforméSanai un sitiSanai pa pastu -->
<add transformationSchemaURN="URN:IVIS:100001:XSD-eServiceRegistry-eServiceRegistry-v1-0-
XSLT-EservRegis"
defaultMessageTitle="MyDefaultTitle" initializeData="NotificationServiceVv2"
type="IVIS.Diagnostics.NotificationService2Tracelistener, IVIS.Diagnostics"
name="Notification2TraceListener">
<filter type="" />
</add>
</listeners>
</source>

3. Jatiek izmantots .Net 3.5, pievienojiet sekciju system.serviceModel;

<system.serviceModel>
<diagnostics>
<messagelLogging logEntireMessage="true" logMalformedMessages="false"
logMessagesAtServiceLevel="false" logMessagesAtTransportLevel="false" />
</diagnostics>
<bindings>

<customBinding>
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<!-- _NET3.5 ivis tv -->
<binding name="ws2007FederationNoSct">
<security authenticationMode="IssuedTokenOverTransport"
messageSecurityVersion="WSSecurityllWSTrustl3WSSecureConversationl3WSSecurityPolicyl2BasicSecurity
ProfilelQ" requireSecurityContextCancellation="false">
<issuedTokenParameters>
<claimTypeRequirements>
<add claimType="http://www.oasis-open.org/RSA2004/attributes/AUTHORITY"
isOptional="false"/>
<add claimType="https://ivis.eps.gov.lv/schema/identity/claims/legalentity"
isOptional="false"/>
<add claimType="http://docs.oasis-
open.org/wsfed/authorization/200706/claims/action" isOptional="false"/>
<add
claimType="http://schemas.xmlsoap.org/ws/2005/05/identity/claims/privatepersonalidentifier"
isOptional="false" />
</claimTypeRequirements>
<issuer address="https://ivistv.abcsoftware.lv/PFAS/PFAS.STS/v1-
1/STS/Issue.svc/trust/13/certificatemixed" binding="ws2007HttpBinding"
bindingConfiguration="certificateMixed"/>
<issuerMetadata address="https://ivistv.abcsoftware.lv/PFAS/PFAS.STS/v1-
1/STS/Issue.svc/mex"/>
</issuedTokenParameters>
<secureConversationBootstrap/>
</security>
<textMessageEncoding/>
<httpsTransport/>
</binding>
</customBinding>

<ws2007HttpBinding>
<binding name="certificateMixed">
<security mode="TransportWithMessageCredential">
<message clientCredentialType="Certificate" establishSecurityContext="false"/>
</security>
</binding>
</ws2007HttpBinding>
</bindings>
<client>
<!-- .NET3.5 ivistv-->
<endpoint name="NotificationServiceVv2"
address="https://ivistv.abcsoftware.lv/Notification/v2-0/ws2007FederationNoSct"
contract="NotificationService.INotificationServiceContract"
binding="customBinding" bindingConfiguration="ws2007FederationNoSct"
behaviorConfiguration="certificate"/>
</client>
<behaviors>
<endpointBehaviors>
<behavior name="certificate">
<clientCredentials>
<clientCertificate findvValue="7d a6 83 cf 8b 85 9a 23 8f 26 c3 19 la 98 fb Oc
e3 9f 60 12" storelLocation="LocalMachine" x509FindType="FindByThumbprint" />
</clientCredentials>
</behavior>
</endpointBehaviors>
</behaviors>
</system.serviceModel>

4. Jatiek izmantots .Net 4.0 vai jaunaks, pievienojiet sekciju system.serviceModel;

<system.serviceModel>
<diagnostics>
<!-- Nomainit vértibas uz true, lai veiktu servisa logu rakstiSanu-->

<messagelogging logEntireMessage="false" logMessagesAtTransportLevel="false"
logMalformedMessages="false"/>

</diagnostics>
<bindings>

<!-- _NET4.0 ivistv -->
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<ws2007FederationHttpBinding>
<binding name="ws2007FederationNoSct">
<security mode="TransportWithMessageCredential">
<message establishSecurityContext="false">
<claimTypeRequirements>
<add claimType="http://www.oasis-
open.org/RSA2004/attributes/AUTHORITY" isOptional="false"/>
<add
claimType="https://ivis.eps.gov.lv/schema/identity/claims/legalentity" isOptional="false"/>
<add claimType="http://docs.oasis-
open.org/wsfed/authorization/200706/claims/action" isOptional="false"/>
<add
claimType="http://schemas.xmlsoap.org/ws/2005/05/identity/claims/privatepersonalidentifier"
isOptional="false" />
</claimTypeRequirements>
<issuer address="https://ivistv.abcsoftware.lv/PFAS/PFAS.STS/v1-
1/STS/Issue.svc/trust/13/certificatemixed" binding="ws2007HttpBinding"
bindingConfiguration="certificateMixed"/>
<issuerMetadata
address="https://ivistv.abcsoftware.lv/PFAS/PFAS.STS/v1-1/STS/Issue.svc/mex"/>
</message>
</security>
</binding>
</ws2007FederationHttpBinding>

<ws2007HttpBinding>
<binding name="certificateMixed">
<security mode="TransportWithMessageCredential">
<message clientCredentialType="Certificate"
establishSecurityContext="false"/>
</security>
</binding>
</ws2007HttpBinding>
</bindings>

<client>
<!-- ._NET4.0 ivistv -->
<endpoint name="NotificationServicev2"
address="https://ivistv.abcsoftware.lv/Notification/v2-
0/ws2007FederationNoSct"
contract="NotificationService.INotificationServiceContract"
binding="ws2007FederationHttpBinding"
bindingConfiguration="ws2007FederationNoSct"
behaviorConfiguration="certificate"
/>
</client>
<behaviors>
<endpointBehaviors>
<behavior name="certificate">
<clientCredentials>
<clientCertificate findValue="7d a6 83 cf 8b 85 9%9a 23 8f 26 c3 19 la 98
Oc e3 9f 60 12" storeLocation="LocalMachine" x509FindType="FindByThumbprint" />
</clientCredentials>
</behavior>
</endpointBehaviors>
</behaviors>

</system.serviceModel>

fb

5. Importéjiet sertifikatu ,~\Diagnostic\Certificates\exO6Extensions.pfx” noradot paroli ,123”.

Ja

nepiecieSams, izmantot citu sertifikatu, modificéjiet sekciju system.serviceModel / behaviors

/ endpointBehaviors / behavior / clientCredentials / clientCertificate.
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4. Diagnostic sekcijas konfiguracija VISS videm -
instrukcija administratoriem

4.1. Konfiguracijas varianti atkariba no vides
Diagnostikas konfiguracija mainas atkariba no vides. Paredzéti divi varianti

e jzstrade un testéSana;
e VRAA vide.

Izstradei un testiem logoSana, notifikacijas un audits tiek rakstiti failos.

VRAA vidé logi tiek rakstiti sisttmas zurnala datubazé, audits tiek rakstits audita datubazé,
notifikacijas izmanto notifikacijas servisu. lespéjams, diagnostiku rakstit asinhrona veida, izmantojot
Enterprice Library un rindas (MSMQ un RabbitMQ). Papildus monitoringa programmatdrai
iespéjams konfigurét kladu rakstiSanu uz windows Event Viewer.

App Abc.Diagnostics.dll

-_—————
evelopment infrastructure

Devel I | VISS infi |
| | Il |
. S vt T o T | ey 1|

| File | | | .Diagnostics. : : Asynhronous | : omtorlng_ |
| | | : Notification V1.0 @ : : Queue @ : : Event viewer heﬂ : |
| Lo B ] R

|
| | : : Notification V2.0 @ | : ﬂ : : : |
[ | |
|

| o [ |
| | | : SystemJournal V2.0 G : : Distributor : : : |

| ' | C:: @ Loy '
| | | : ) : : I Monitoring JAJ = : |
| | : Audit V2.0 | : | :software 2 ' | |
| L T S SO S 5
- ___ - __ |

14.attels. Konfiguracijas varianti atkariba no vides

4.2. Konfiguracija izstrades un testésanas videm

4.2.1. Konfiguracija izmantojot System.Diagnostics
Konfigurgjiet sekcijas lietojuma konfiguracijas datné:

<configSections>
<section name="diagnosticConfiguration"
type="Abc.Diagnostics.Configuration.DiagnosticSettings, Abc.Diagnostics, Version=1.2.0.0"/>

</configSections>

Izmantojiet Abc.Diagnostics.DefaultLogWriter, lai rakstitu XML formata:

<diagnosticConfiguration type="Abc.Diagnostics.DefaultLogWriter, Abc.Diagnostics"
defaultCategory="category" />

Izmantojiet System.Diagnostics.XmlWriterTraceListener, lai rakstitu faila:

<system.diagnostics>
<sources>
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<source name="category" switchValue="Al1l">
<listeners>
<add name="listener" initializeData="trace.svclog"
type="System.Diagnostics.XmlWriterTracelistener, System.Diagnostics" />
</listeners>
</source>
</sources>

</system.diagnostics>

4.2.2. Konfiguracija izmantojot microsoft enterprise library
Konfigurégjiet sekcijas lietojuma konfiguracijas datné:

<configSections>

<section name="diagnosticConfiguration"
type="Abc.Diagnostics.Configuration.DiagnosticSettings, Abc.Diagnostics, Version=1.2.0.0"/>

<section name="loggingConfiguration"
type="Microsoft.Practices.Enterpriselibrary.Logging.Configuration.LoggingSettings,
Microsoft.Practices.Enterpriselibrary.Logging, Version=4.0.0.0, Culture=neutral,
PublicKeyToken=31bf3856ad364e35"/>

<section name="dataConfiguration"
type="Microsoft.Practices.Enterpriselibrary.Data.Configuration.DatabaseSettings,
Microsoft.Practices.Enterpriselibrary.Data, Version=4.0.0.0, Culture=neutral,
PublicKeyToken=31bf3856ad364e35"/>
</configSections>

Izmantojiet Zurnala rakstitaju saskana ar zemak redzamo tabulu

ENTRLIB VERSION TYPE

V3.0 Abc.Diagnostics.EntrLib30LogWriter
V4.0 Abc.Diagnostics.EntrLib40LogWriter
V5.0, V5.0 Upd 1 Abc.Diagnostics.EntrLib50LogWriter
V6.0 Abc.Diagnostics.EntrLib60LogWriter

| <diagnosticConfiguration type="Abc.Diagnostics.EntrLib40LogWriter, Abc.Diagnostics"/>

Konfigurégjiet Microsoft Enterprise Library bibliotekas sadalu. Izmantojiet
Microsoft.Practices.EnterpriseLibrary.Logging.TraceListeners.XmlTraceListener, lai rakstitu faila.

<loggingConfiguration name="Logging Application Block" defaultCategory="category">
<listeners>
<add name="listener"
type="Microsoft.Practices.Enterpriselibrary.Logging.TracelListeners.XmlTracelListener,
Microsoft.Practices.Enterpriselibrary.Logging"/>
</listeners>

<categorySources>
<add name="category" switchValue="All">
<listeners>
<add name="listener"/>
</listeners>
</add>
</categorySources>
</loggingConfiguration>

4.2.3. Konfiguracija, izmantojot Serilog
Serilog izmanto$anas apraksts ZurnaléSanas rakstiSanai datné ir dots 4.3.5. sadala.
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4.3. Konfiguracija sekcijas lietojuma - Konfiguracija VISS vide

Konfigurégjiet sekcijas lietojuma konfiguracijas datné:

<configSections>
<section name="diagnosticConfiguration"
type="Abc.Diagnostics.Configuration.DiagnosticSettings, Abc.Diagnostics, Version=1.2.0.0"/>

</configSections>

Izmantojiet IVIS.Diagnostics.lvisLogWriter, lai rakstitu VISS infrastrukttras formata:

| <diagnosticConfiguration type="IVIS.Diagnostics.IvisLogWriter, IVIS.Diagnostics"/>

4.3.1. Sistemas zZurnals V1 (atcelts)

Sekcija connectionStrings pievienojiet elementu add ar nosaukumu LogConnectionString un
noradiet savienojuma rindu pie Log datubazes.

<connectionStrings>
<add name="LogConnectionString" connectionString="{$connectionStringToLogDatabase}"
providerName="System.Data.SglClient" />

</connectionStrings>

Sekcija system.diagnostics pievienojiet elementu source un noradiet vértibu swithValue. Pie source
elementa pievienojiet LogTraceListener un noradiet parametru Applicationldentity.

<system.diagnostics>
<sources>
<source name="{$LogName}" switchValue="{S$LogSwitchValue}">
<listeners>
<add name="LogTracelistener" type="IVIS.Diagnostics.LogDatabaseTracelistener,
IVIS.Diagnostics" initializeData="LogConnectionString"
applicationIdentity="{$ApplicationIdenttity}"/>
</listeners>
</source>
</sources>

</system.diagnostics>

4.3.2. Sistémas Zurnals V2
Sekcija connectionStrings pievienojiet elementu add ar nosaukumu
SystemJournalConnectionString un noradiet savienojuma rindu pie SystemJournal datubazes.

<connectionStrings>

<add name="SystemJournalConnectionString"
connectionString="{S$connectionStringToSystemJournalDatabase}"
providerName="System.Data.SglClient" />

</connectionStrings>

Sekcija system.diagnostics pievienojiet elementu source un noradiet atribatam vértibu swithValue.

Pie source elementa pievienojiet SystemJournalTraceListener un noradiet parametru
Applicationldentity.

<system.diagnostics>
<sources>
<source name="{$LogName}" switchValue="{$LogSwitchvalue}">
<listeners>
<add name="SystemJournalTraceListener"
type="IVIS.Diagnostics.SystemJournalDatabaseTracelListener, IVIS.Diagnostics"
initializeData="SystemJournalConnectionString" applicationIdentity="{S$ApplicationIdenttity}"/>
</listeners>
</source>

</sources>
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| </system.diagnostics>

4.3.3. Audits V1

Sekcija connectionStrings pievienojiet elementu add ar nosaukumu DAIRMConnectionString un
noradiet savienojuma rindu pie DAIRM datubazes.

<connectionStrings>

<add name="DAIRMConnectionString" connectionString="{S$connectionStringToDairmDatabase}"
providerName="System.Data.SglClient" />
</connectionStrings>

Sekcija system.diagnostics pievienojiet elementu source ar nosaukumu Audit un noradiet vértibu
swithValue uz All.
Pie source elementa pievienojiet AuditDatabaseTraceListener un noradiet parametru
Applicationldentity.

<system.diagnostics>
<sources>
<source name="Audit" switchValue="Al1l">
<listeners>
<add name="AuditDatabaseTracelListener"
type="IVIS.Diagnostics.AuditDatabaseTracelistener, IVIS.Diagnostics"
initializeData="DAIRMConnectionString" applicationIdentity="{S$ApplicationIdentity}"/>
</listeners>
</source>
</sources>

</system.diagnostics>

4.3.4. Audits V2

Sekcija connectionStrings pievienojiet elementu add ar nosaukumu DAIRM2ConnectionString un
noradiet savienojuma rindu pie DAIRM v2 datubazes.

<connectionStrings>

<add name="DAIRM2ConnectionString" connectionString="{$connectionStringToDairm2Database}"
providerName="System.Data.SglClient" />
</connectionStrings>

Sekcija system.diagnostics pievienojiet elementu source ar nosaukumu Audit un noradiet vértibu
swithValue uz All.
Pie source elementa pievienojiet DairmDatabaseTraceListener un noradiet parametru
Applicationldentity.

<system.diagnostics>
<sources>
<source name="Audit" switchValue="All">
<listeners>
<add name="DairmDatabaseTraceListener"
type="IVIS.Diagnostics.DairmDatabaseTracelListener, IVIS.Diagnostics"
initializeData="DAIRM2ConnectionString" applicationIdentity="{S$ApplicationIdentity}"/>
</listeners>
</source>
</sources>
</system.diagnostics>
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4.3.5. Audits ar Serilog

4.3.5.1. Jauna lietojuma izstrade vai esosa, kas izmanto Abc.Diagnostics
v1.2.x bibliotékas, parkonfigurésana

Lai rakstitu auditu RabbitMQ rinda, izmantojot Serilog, lietojumi javeido vai japarkonfiguré vismaz uz
.Net 4.5.2 versiju.

Audita rakstiSanai uz rindu tiek izmantota RabbitMQ.Client.dll bibliotéka, bet ta var tikt izmantota art
citu funkciju nodrosinasanai, pieméram kontrolieru datu apmainai. Sadas situacijas, kad projekts jau
satur So bibliotéku, ir jasazinas ar komponentes izstradataju pirms to aizstat ar jaunaku vai vecaku
versiju un javeic notikumu marsrutéSanas konfiguréSana.

Lai pieslégtu lietojumam auditu ir nepiecieSams izmantot aktualakas biblioteku versijas, bet janem
véra to savstarpgjas atkaribas. Lai atvieglotu biblioteku savstarpéjo atkaribu risinaSanu var izmantot
riku NuGetPackageExplorer, skatt
https://github.com/NuGetPackageExplorer/NuGetPackageExplorer.

Audita rakstiSanai ir nepiecieSamas sadas bibliotekas:
Diagnostikas bibliotékas:

° AbC.Diagnostics Versija v1.2.6 vai jaunaka (Install—Package Abc.Diagnostics -Version 1.2.6 -
Source https://nexus.vraa.gov.lv/repository/eservices—nuget/)

° Ivis.Diagnostics v1.2.4 vai jaunaka. (Install—Package Ivis.Diagnostics -Version 1.2.4 -Source
https://nexus.vraa.gov.lv/repository/eservices—nuget/)

e Viss.Diagnostics.Serilog.dll v1.2.1 vai jaundka (install-package Viss.Diagnostics.Serilog -
Version 1.2.1 -Source https://nexus.vraa.gov.lv/repository/eservices—nuget/)
Zemak uzskaititas atkaribas — instaléjot Viss.Diagnostics.Serilog no nuget tiks pievienotas
automatiski:

1. Serllogdll (pieméram, Install-Package Serilog -Version 2.9.0 -Source
https://www.nuget.org/api/vZ/)
2. SerllogSettlngSAppSettlnngII (pieméram, Install-Package

Serilog.Settings.AppSettings -Version 2.2.2 -Source https://www.nuget.org/api/v2/)

RakstiSanai datng, izmantojot Serilog, nepiecieSams pievienot:

° SerllogSInkSFlled” (pieméram, Install-Package Serilog.Sinks.File -Version 4.1.0 -Source
https://www.nuget.org/api/v2/)

Zinojumu filtréSanai pirms audita ierakstiSanas ir nepiecieSsama bibliotéka:

° SEH”Og.EXpreSSk)nS.d”(pieméram,Install—Package Serilog.Filters.Expressions -Version 3.4.0
-Source https://www.nuget.org/api/v2/)

RakstiSanai RabbitMQ rinda ir nepiecieSamas bibliotékas:

° SQrIlOgSInkSRabbltMQd” (pieméram, Install-Package Serilog.Sinks.RabbitMQ -Version 6.1.0-

with-audit03 -Source https://nexus.vraa.gov.lv/repository/eservices—nuget/)

Zemak uzskaititas atkaribas — instaléjot Serilog.Sinks.RabbitMQ no nuget tiks pievienotas
automatiski:
1. RabbltMQC“entd” (pieméram, Install-Package RabbitMQ.Client -Version 6.0.0 -Source
https://www.nuget.org/api/v2/)
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2. Serilog.Sinks.PeriodicBatching.dll (piemeram, Install-pPackage
Serilog.Sinks.PeriodicBatching -Version 2.3.1 -Source https://www.nuget.org/api/vZ/)

Pievienojot bibliotekas no NuGet repozitorijiem, mainisies ari app.config/web.config datne.
Noraditas biblioteéku versijas ir aktualas apraksta veidoSanas bridi. Patstavigi instaléjot pakotnes ir
jaievéro to savstarpéjas versiju atkaribas, un katrai no tam nepiecieSama .Net ietvara atkaribas.

Audita rakstiSanai jaizmanto Metode ,WriteAudit”, skat. 2.4.2.1.3. paragrafu.

Lietojuma konfiguréSanu rakstiSanai rinda vai datnés skatit nakamajas nodalas.

4.3.5.2. Lietojuma konfigurésana audita rakstiSanai datne ar Serilog
Sekcija configSections pievienojiet elementu ar nosaukumu diagnosticConfiguration.

<configSections>
<section name="diagnosticConfiguration"
type="Abc.Diagnostics.Configuration.DiagnosticSettings, Abc.Diagnostics"/>

</configSections>

Aizvietojiet elementu diagnosticConfiguration, pieméram:

| <diagnosticConfiguration type="IVIS.Diagnostics.IvisLogWriter, IVIS.Diagnostics"/>

ar elementu diagnosticConfiguration:

<diagnosticConfiguration type="Viss.Diagnostics.Serilog.VissSerilogWriter,
Viss.Diagnostics.Serilog" />

Sekcija appSettings, noradiet parametrus Serilog bibliotekai (https://github.com/serilog/serilog-
settings-appsettings):

<appSettings>
<add key="serilog:using:File" value="Serilog.Sinks.File" />

<add key="serilog:audit-to:File.path" value="c:\Logs\cfg-audit.json" />
<add key="serilog:audit-to:File.formatter" value="Viss.Diagnostics.Serilog.JsonFormatter,
Viss.Diagnostics.Serilog" />
</appSettings>

Auditéjamo zinojumu filtréSanai pirms ierakstiSanas, konfiguracijai pievienojiet parametrus:

<appSettings>
<add key="serilog:using:FilterExpressions" value="Serilog.Expressions" />
<add key="serilog:filter:ByIncludingOnly.expression" value="@Properties['auditLogEntry'] is
not null"/>
</appSettings>

Minétaja pieméra aizvietojot is not null ar is nui1 audita ieraksta datne tiks izveidota, bet rinda un
datné audita notikumi netiks ierakstiti, jo tie neatbildis noraditajam kritérijam.

4.3.5.3. Lietojuma konfigurésana audita rakstiSana RabbitMQ rinda
Lai rakstitu auditu RabbitMQ rinda, lietotnei ir jaizmanto vismaz .Net 4.6.1 ietvars.

Sekcija configSections pievienojiet elementu ar nosaukumu diagnosticConfiguration.

<configSections>

<section name="diagnosticConfiguration"
type="Abc.Diagnostics.Configuration.DiagnosticSettings, Abc.Diagnostics"/>
</configSections>

Aizvietojiet elementu diagnosticConfiguration, pieméram:

| <diagnosticConfiguration type="IVIS.Diagnostics.IvisLogWriter, IVIS.Diagnostics"/>

ar elementu diagnosticConfiguration:

<diagnosticConfiguration type="Viss.Diagnostics.Serilog.VissSerilogWriter,
Viss.Diagnostics.Serilog" />
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Ir japapildina sekciju appSettings ar RabbitMQ rindas parametriem:

<appSettings>

<add key="serilog:using:RabbitMQ" value="Serilog.Sinks.RabbitMQ"/>

<add key="serilog:audit-to:RabbitMQ.hostname" value="host.abc"/>

<add key="serilog:audit-to:RabbitMQ.vHost" value="rabbitHostName"/>

<add key="serilog:audit-to:RabbitMQ.username" value="dairm2"/>

<add key="serilog:audit-to:RabbitMQ.password" value="fTr%45"YR&"4"/>

<add key="serilog:audit-to:RabbitMQ.exchange" value="dairm2 exchange name"/>

<add key="serilog:audit-to:RabbitMQ.formatter"
value="Viss.Diagnostics.Serilog.JsonFormatter, Viss.Diagnostics.Serilog"/>
</appSettings>

Stkaku parametru aprakstu var atrast https://github.com/gekiss/serilog-sinks-
rabbitmg/blob/master/README.md

Ja nokonfiguréjat audita rakstiSanu art datné atbilstoSi iepriek$ aprakstitajam, tad tagad audits tiks
rakstits gan datné, gan art RabbitMQ.

4.3.5.3.1.  TLS piesléguma konfiguracija
Aktivizéjot TLS pieslégumu sekcija appSettings japieliek parametrus:

<appSettings>

<add key="serilog:audit-to:RabbitMQ.sslEnabled" value="true"/>
</appSettings>

Atkarigi no izmantojama TLS sertifikata un porta japieliek nepiecieSamos parametrus:

<appSettings>

<add key="serilog:audit-to:RabbitMQ.sslServerName" value="host.abc"/>

<add key="serilog:audit-to:RabbitMQ.sslVersion" value="T1ls3"/>

<add key="serilog:audit-to:RabbitMQ.sslAcceptablePolicyErrors" value="None"/>

<add key="serilog:audit-to:RabbitMQ.sslCheckCertificateRevocation" value="false"/>
</appSettings>

Parametru apraksts:

e sslEnabled — norada ka izmanto TLS pieslégusu;

e sslServerName — Servera nosaukums (CA);

e sslAcceptablePolicyErrors — pielaupadmas klidas. Enum sslpolicyErrors.
https://learn.microsoft.com/en-us/dotnet/api/system.net.security.sslpolicyerrors;

e sslVersion — pielaujamie protokoli. Enum ss1pProtocols.
https://learn.microsoft.com/en-
us/dotnet/api/system.security.authentication.sslprotocols ;

e sslCheckCertificateRevocation — norada ka parbaudit sertifikata atcelSanu.

4.3.5.4. Zurnalésanas notikumu marsrutésana

Izmantojot RoutedLogWriter iesp&jams nokonfigurét lietojumu, lai notikumus no dazadam
kategorijam, pieméram, Audit, Log, Error, General apstrada dazadi rakstitaji, pieméram,
LogFlatFileTraceListener, XmlWriterTraceListener vai citi.

Sekcija configSections pievienojiet elementu ar nosaukumu diagnosticConfiguration.

<configSections>

<section name="diagnosticConfiguration"
type="Abc.Diagnostics.Configuration.DiagnosticSettings, Abc.Diagnostics"/>
</configSections>

Aizvietojiet elementu diagnosticConfiguration, pieméram:
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| <diagnosticConfiguration type="IVIS.Diagnostics.IvisLogWriter, IVIS.Diagnostics"/>

ar $adu elementu diagnosticConfiguration, noradot nepiecieSamos filtrus, pieméram:

<diagnosticConfiguration type="Abc.Diagnostics.RoutedLogWriter, Abc.Diagnostics">
<filters>
<filter categories="Audit" type="Viss.Diagnostics.Serilog.VissSerilogWriter,
Viss.Diagnostics.Serilog" applicationIdentity="testing.app.my"/>
<filter categories="Log" type="IVIS.Diagnostics.IvisLogWriter, IVIS.Diagnostics"/>
<filter categories="Audit,*" type="Abc.Diagnostics.DefaultLogWriter, Abc.Diagnostics"/>
</filters>
</diagnosticConfiguration>

Sada konfiguracija nosaka, ka:

¢ Notikumi no kategorijas Audit tiks rakstiti izmantojot Serilog uz rindu vai datné;
e Notikumus no kategorijas Log bus iespéjams apstradat ar kadu no [VIS.Diagnostics
nodroSinatajiem rakstitajiem:
o SystemJournalDatabaseTracelListener — sistémas Zurnala rakstiSsana SQL datu baze;
o LogEventLogTraceListener — notikumu rakstiSana event loga;
o LogFlatFileTraceListener — notikumu rakstiSana teksta datnég;
o NotificationService2TraceListener — notifikaciju sttiSana;
o Uu.c.
¢ Notikumus no kategorijas Audit un visam citam iepriek§ nenoraditajam kategorijam varés
apstradat ar kadu no Siem rakstitajiem:
o System.Diagnostics.XmlWriterTraceListener — notikumu rakstiSana svclog datnés;
o u.c.

4.3.5.4.1.  Konfiguracijas un koda piemérs:
Konsoles lietojumam pievainotas $adas bibliotékas:

<packages>
<package id="Abc.Diagnostics" version="1.2.6" targetFramework="net461" />
<package id="Ivis.Diagnostics" version="1.2.4" targetFramework="net461" />
<package id="RabbitMQ.Client" version="6.0.0" targetFramework="net461" />
<package id="Serilog" version="2.9.0" targetFramework="net461" />
<package id="Serilog.Expressions" version="3.4.0" targetFramework="net461" />
<package id="Serilog.Settings.AppSettings" version="2.2.2" targetFramework="net461" />
<package id="Serilog.Sinks.File" version="4.1.0" targetFramework="net461" />
<package id="Serilog.Sinks.PeriodicBatching" version="2.2.1" targetFramework="net461" />
<package id="Serilog.Sinks.RabbitMQ" version="6.1.0-with-audit@3" targetFramework="net461" />
<package id="Viss.Diagnostics.Serilog" version="1.2.1" targetFramework="net461" />

</packages>

Konsoles lietojuma kods — veic notikumu rakstiSanu Audit, Log un General kategorijas:

Abc.Diagnostics.DiagnosticTools.LogUtil.WriteAudit("test.new.net.audit.action", "Audits
no .net 4.6.1 lietojuma " + DateTime.Now.ToString(), -1, null, null, "Audit.test.App");
Abc.Diagnostics.DiagnosticTools.LogUtil.Write("test log msg " +
DateTime.Now.ToString(), "Log", 1, -1, System.Diagnostics.TraceEventType.Error, null,

Guid.NewGuid());

Abc.Diagnostics.DiagnosticTools.LogUtil.Write("test General msg
DateTime.Now.ToString(), "General", 1, -1, System.Diagnostics.TraceEventType.Error, null,
Guid.NewGuid());

+

Konsoles lietojuma konfiguracija:

<configuration>
<configSections>
<section name="diagnosticConfiguration”
type="Abc.Diagnostics.Configuration.DiagnosticSettings, Abc.Diagnostics"/>
</configSections>
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<diagnosticConfiguration type="Abc.Diagnostics.RoutedLogWriter, Abc.Diagnostics">
<filters>
<filter categories="Audit" type="Viss.Diagnostics.Serilog.VissSerilogWriter,
Viss.Diagnostics.Serilog" applicationIdentity="testing.app.my"/>
<filter categories="Log" type="IVIS.Diagnostics.IvisLogWriter, IVIS.Diagnostics"/>
<filter categories="Audit,*" type="Abc.Diagnostics.DefaultLogWriter,
Abc.Diagnostics"/>
</filters>
</diagnosticConfiguration>

<appSettings>
<add key="serilog:using:RabbitMQ" value="Serilog.Sinks.RabbitMQ"/>
<add key="serilog:audit-to:RabbitMQ.hostname" value="ivis-2k11l.abc"/>
<add key="serilog:audit-to:RabbitMQ.vHost" value="testRabbitHost"/>
<add key="serilog:audit-to:RabbitMQ.username"” value="userl23"/>
<add key="serilog:audit-to:RabbitMQ.password" value="passwordl23"/>
<add key="serilog:audit-to:RabbitMQ.exchange"” value="DAIRM2Exchange"/>
<add key="serilog:audit-to:RabbitMQ.formatter"
value="Viss.Diagnostics.Serilog.JsonFormatter, Viss.Diagnostics.Serilog"/>
</appSettings>

<system.diagnostics>
<trace autoflush="true"/>

<sources>
<source name="Audit" switchValue="All">
<listeners>
<add name="AuditXmlTracelListener"/>
</listeners>
</source>

<source name="Log" switchValue="All">
<listeners>
<add name="LoglListener" type="IVIS.Diagnostics.LogFlatFileTracelListener,
IVIS.Diagnostics" initializeData="log.txt" />
</listeners>
</source>

<source name="General" switchValue="All">
<listeners>
<add name="LoglListener" type="System.Diagnostics.XmlWriterTracelListener"
initializeData="general.svclog" />
</listeners>
</source>
</sources>
<sharedListeners>
<add name="AuditXmlTracelListener" type="System.Diagnostics.XmlWriterTraceListener"
traceOutputOptions="DateTime" initializeData="viss_audit.svclog"/>
</sharedListeners>
</system.diagnostics>

</configuration>

4.3.5.5. Papildu auditejamie parametri
Atkariba no lietotnes realizacijas platformas, Serilog bibliotékai ir iespéjams noradit audita ieklaut
papildu parametrus:

o Kopéjie (https://qithub.com/serilog/serilog-enrichers-environment,
https://github.com/serilog/serilog-enrichers-thread, https://github.com/serilog/serilog-
enrichers-process);

e ASP.NET (https://github.com/serilog-web/classic);

e MVC (https://github.com/serilog-web/classic-mvc);

e WebApi (https://github.com/serilog-web/classic-webapi);

e ASPNetCore (https://github.com/serilog/serilog-aspnetcore).
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Kopéjie iesp&jamie parametri:

<appSettings>
<add key="serilog:
<add key="serilog:
<add key="serilog:
<add key="serilog:
<add key="serilog:
<add key="serilog:
<add key="serilog:
<add key="serilog:

</appSettings>

using:Process" value="Serilog.Enrichers.Process"/>
using:Thread" value="Serilog.Enrichers.Thread"/>
using:Environment" value="Serilog.Enrichers.Environment" />
enrich:WithProcessId"/>

enrich:WithProcessName" />

enrich:WithThreadId"/>

enrich:WithMachineName" />
enrich:WithEnvironmentUserName" />

ASP.NET iesp€&jamie parametri:

<appSettings>
<add key="serilog:
<add key="serilog:
<add key="serilog:
<add key="serilog:
<add key="serilog:
<add key="serilog:
<add key="serilog:
<add key="serilog:
<add key="serilog:
<add key="serilog:
<add key="serilog:
<add key="serilog:
<add key="serilog:
<add key="serilog:

</appSettings>

using:SerilogWeb.Classic" value="SerilogWeb.Classic"/>
enrich:WithClaimValue.claimProperty" value="MyClaimPropertyName" />
enrich:WithHttpRequestClientHostIP"/>
enrich:WithHttpRequestClientHostName" />
enrich:WithHttpRequestId"/>
enrich:WithHttpRequestNumber" />
enrich:WithHttpRequestRawUrl" />
enrich:WithHttpRequestTraceId"/>
enrich:WithHttpRequestType"/>
enrich:WithHttpRequestUrl"/>
enrich:WithHttpRequestUrlReferrer"/>
enrich:WithHttpRequestUserAgent"/>
enrich:WithHttpSessionId"/>

enrich:WithUserName" />

MVC iespéjamie parametri:

<appSettings>
<add key="serilog:
<add key="serilog:
<add key="serilog:
<add key="serilog:
<add key="serilog:
</appSettings>

using:SerilogWeb.Classic.Mvc" value="SerilogWeb.Classic.Mvc"/>
enrich:WithMvcActionName"/>

enrich:WithMvcControllerName" />

enrich:WithMvcRouteData"/>

enrich:WithMvcRouteTemplate"/>

WebApi iesp&jamie parametri:

<appSettings>
<add key="serilog:
<add key="serilog:
<add key="serilog:
<add key="serilog:
<add key="serilog:
</appSettings>

using:SerilogWeb.Classic.WebApi" value="SerilogWeb.Classic.WebApi"/>
enrich:WithWebApiActionName" />

enrich:WithWebApiControllerName" />

enrich:WithWebApiRouteData" />

enrich:WithWebApiRouteTemplate" />

Pievienojiet bibliotéku:

(] SerilogWeb.CIaSSiC (Install—Package SerilogWeb.Classic -Version 4.2.42 -Source

https://www.nuget.org/api/v2/)

un noradiet papildu parametrus ASP.NET lietotnes konfiguracija:

<appSettings>

</appSettings>

<add key="serilog:using:SerilogWeb.Classic" value="SerilogWeb.Classic"/>
<add key="serilog:enrich:WithHttpRequestClientHostIP"/>
<add key="serilog:enrich:WithHttpRequestUserAgent"/>

Tiek ieguts RabbitMQ Serilog audita zinojums, ja tiek izmantota timekla lietotne, pieméram:

{

"Timestamp":
"MessageTemplate":

"2018-09-26T07:51:52.1919403z",

nn
’

Koplietojuma bibliotéku apraksts |
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"Level": "Information",
"Properties": {
"messageId": "cbe53le6-1cl7-4c42-a271-£69d1d98ab0c",
"HttpRequestId ": null,
"HttpRequestClientHostIP": null,
"auditLogEntry": {
"sessionId": "504B3A33313831323637353835382D55523A343030303333303030303126092018",
"timestamp": "2018-09-26T07:51:52.1919403z",
"activityId": "00000000-0000-0000-0000-000000000000",
"messageId": "31e8bf86-35d4-410f-9a39-cce7442£44b3",
"eventId": O,

"description": "URN:IVIS:100001:XSD-ErrorReport-IVISErrorReport-vl-1-TYPE-SystemMetadata",
"serviceMetadata": { "machineName": "APP1-DEV-VRAA" },

"endpointIdentitfier": "IdentitySelector.LVP.STS",

"details": "",

"sender": {

"senderId": "PK:31812675858-UR:40003300001",
"senderType": 3,
"senderMetadata": {
"firstName": "Custom",
"lastName": "Tester"
}
bo
"actionType": "IdentityRequestResponse",
"subjects": [
{
"subjectId": "192.168.100.163",
"subjectType": "IPAddress"

4.3.5.6. Lietojumu, kas izmanto v1.0.x bibliotekas parkonfiguracija uz
auditesanu ar Serilog
Lai novirzitu audita rakstiSanu RabbitMQ rinda lietotném, kuras nav paredzéts parstradat, un kuras
tika veidotas uz .NET2.0, .NET3.0, .NET3.5, .NET4.0, .NET4.5 bazes, izmantojot Diagnostics v1.0.x
bibliotekas ir javeic Sadas darbibas:

1. Atjaunojiet zurnaléSanas bibliotekas $adam vai jaunakam v1.0.x versijam (pieejamas

VRAA nuget _https://nexus.vraa.gov.lv/repository/eservices-nuget /):
i. Abc.Diagnostics v1.0.16 (Diagnostic.dll);

Install-Package Abc.Diagnostics -Version 1.0.16 -Source
https://nexus.vraa.gov.lv/repository/eservices-nuget/

ii. lvis.Diagnostics v1.0.12-rc03 (1VIS.Diagnostics.dll).

Install-Package IVIS.Diagnostics -Version 1.0.12-rc03 -Source

https://nexus.vraa.gov.lv/repository/eservices-nuget/

2. Pievienojiet Viss.Diagnostics.Serilog biblioteéka ar 3adu vai jaunaku v1.0.x versiju
(pieejama VRAA nuget https://nexus.vraa.gov.lv/repository/eservices-nuget/):
i. Viss.Diagnostics.Serilog v1.0.0-rc03 (Viss.Diagnostics.Serilog.dll).
3. Pievienojiet 8adas Serilog un Rabbit bibliotékas:
i. RabbitMQ.Client v4.1.3;
ii. Serilogv2.7.1;
iii. Serilog.Filters.Expressions v2.0.0;
iv. Serilog.Settings.AppSettings v2.2.2;
v. Serilog.Sinks.PeriodicBatching v2.1.1;
vi. Serilog.Sinks.RabbitMQ v2.0.3-with-audit00;
vii. Superpower v2.1.0;
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viii. Serilog.Sinks.File v4.0.0.
4. Lai vecajam lietotném nokonfigurétu rakstit RabbitMQ rinda tikai auditu, bet paréjo
zurnaléSanas konfiguraciju neskartu, izmainiet sekcija diagnosticConfiguration:

<diagnosticConfiguration type="Diagnostic.RoutedLogWriter, Diagnostic"
defaultCategory="category">
<filters>
<filter categories="Audit" type="Viss.Diagnostics.Serilog.VissSerilogWriter,
Viss.Diagnostics.Serilog" />
<filter categories="*" type="Diagnostic.DefaultLogWriter, Diagnostic" />
</filters>
</diagnosticConfiguration>

Ja auditu ir nepiecieSams novirzit rakstiSanai ari svclog datné, ir jaizmaina filtréSanas
nosacijumi uz S$adiem, papildus informaciju par zinojumu marSrutéSanu skatit 4.3.5.3.1.
paragrafa:

| <filter categories="*,Audit" type="Diagnostic.DefaultLogWriter, Diagnostic"™ />

5. konfiguréjiet savienojumu ar rindu, skatit 4.3.5.3.paragrafa.
6. Ar konfiguracijas palidzibu parslédziet lietojumu, lai izmantotu vismaz .NET4.5.2. Katra
lietojuma konfiguracija var atSkirties atkariba no ta tipa un funkcionalitates, pieméram:
i. konsoles lietojuma:

<configuration>
<startup>
<supportedRuntime version="v4.0" sku=".NETFramework,Version=v4.5.2"/>
</startup>
</configuration>

i. web lietojuma:

<configuration>
<compilation targetFramework="4.0">

</configuration>

4.3.6. Notifikacija V1

Sekcija system.diagnostics pievienojiet elementu source ar nosaukumu Notification un noradiet
vértibu swithValue uz All.

Pie source elementa pievienojiet NotificationTracelListener un noradiet parametrus host,
TransformationUrn, MessageTitle.

<system.diagnostics>
<sources>
<source name="Notification" switchValue="All">
<listeners>
<add name="NotificationTraceListener"
type="IVIS.Diagnostics.NotificationServiceTracelistener, IVIS.Diagnostics"
initializeData="https://{host}/Notification/v1-0/soapll”
transformationSchemaURN="{S$TransformationUrn}" defaultMessageTitle="{S$MessageTitle}" />
</listeners>
</source>
</sources>

</system.diagnostics>

4.3.7. Notifikacija V2

Sekcija system.diagnostics pievienojiet elementu source ar nosaukumu Notification un noradiet
vértibu swithValue uz All.

Pie source elementa pievienojiet Notification2TraceListener un noradiet parametrus
TransformationUrn, MessageTitle.
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<system.diagnostics>
<sources>
<source name="Notification" switchValue="Al1l">
<listeners>
<add name="Notification2Tracelistener"
type="IVIS.Diagnostics.NotificationService2TracelListener, IVIS.Diagnostics"
initializeData="NotificationEndpoint" defaultMessageTitle="{$MessageTitle}" />
</listeners>
</source>
</sources>
</system.diagnostics>

Konfiguréjiet NotificationEndpoint pie notifikacijas servisa V2, saskana WCF vadlinijam.

4.4. Zurnalésana sekosanas programmatiirai

System.diagnostics sekcija pievienojiet source elementu un noradiet swithValue uz Error. Source
elementam pievienojiet LogEventLogTraceListener, noradot parametru initializeData.

<system.diagnostics>
<sources>
<source name="{$LogName}" switchValue="Error">
<listeners>
<add name="LogEventLogTracelListener" type="IVIS.Diagnostics.LogEventLogTracelistener,
IVIS.Diagnostics" initializeData="TracelistenerLog" />
</listeners>
</source>
</sources>

</system.diagnostics>

Ja notikumu Zurnala avots, kas ir saistits ar EventLogTraceListener nepastav, tad tiek izveidots jauns
notikumu avots. Lai izveidotu notikumu avotu operétajsisttma Windows Vista, Windows XP
Professional vai Windows Server 2003, jums ir jabut administratora tiesibam.

Lai izvairttos no iesp€jas rakstit lielu datu apjomu, notikumu zurnalam EventLogTraceListener
neizsniedz izvéles datus, kas definéti raceOutputOptions parametra.

4.5. Asinhrona zurnalésana

Asinhrond logoSana un audita rakstiSana l|auj atslogot datubazes serverus, tadéjadi uzlabojot
sistémas atrdarbibu.

Abc.Diagnostics.dll Enterprise Library M Enterprise Library Abc.Diagnostics.EntrLib.dll
MsmqTraceListener MSMQ IVIS.Diagnostics.dll

—> s —_—>
App > @ Distributor AbcDiagnostics Proxy m
Service - SystemJournal V2.0

Destination
Queue

DAIRM V2.0

g
g

Abc.Diagnostics.dll Enterprise Library M
MsmqTracelistener

App

15.attels. Asinhronas logosanas un audita diagramma

4.5.1. Asinhronas logosanas konfiguracijas scenarija izvéle

lespéjami dazadi konfiguracijas scenariji, kuri atkarigi no .NET Framework un Enterprise Library
versijam. Saja dokumenta tiks izskatiti izplatitakie.

Izvéles scenarijs:

1. Aizejiet uz programmas palaiSanas mapi;
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2. Meklgjiet datni Diagnostic.dll vai Abc.Diagnostics.dll;

3. Ja ir Diagnostic.dll, tad konfiguracija bls ka .NET3.5 projektiem, ja tomér ir
Abc.Diagnostics.dll, tad konfiguracijai jabat ka .NET4.5 projektiem;

4. Scenarijs kad .NET4.5 projektiem nokonfiguré Enterprise Library 5.0 nav izskatits.

4.5.2. Asinhrona logosana .NET4.5 projektiem, izmantojot Microsoft
Enterprise Library 6.0

Pievienojiet configSections elementu lietojuma konfiguracijas datné, ka pirmo elementu péc
configuration elementa:

<configSections>

<section name="loggingConfiguration"
type="Microsoft.Practices.Enterpriselibrary.Logging.Configuration.LoggingSettings,
Microsoft.Practices.Enterpriselibrary.Logging, Version=6.0.0.0, Culture=neutral,
PublicKeyToken=31bf3856ad364e35" requirePermission="true" />

<section name="diagnosticConfiguration"
type="Abc.Diagnostics.Configuration.DiagnosticSettings, Abc.Diagnostics, Version=1.2.0.0"/>
</configSections>

Nokonfiguréjiet ABC diagnostics konfiguracijas sekciju diagnosticConfiguration

<diagnosticConfiguration type="Abc.Diagnostics.EntrLib.EntrLibLogWriter,
Abc.Diagnostics.EntrLib60, Version=1.0.0.0" applicationIdentity="{$ApplicationIdentity}" />

Nokonfigurgjiet Enterprise Library logoSanas konfiguracijas sekciju loggingConfiguration

<loggingConfiguration name="Logging Application Block" tracingEnabled="true"
defaultCategory="Log" logWarningsWhenNoCategoriesMatch="true">
<listeners>
<add name="AuditTraceListener"
traceOutputOptions="None"

listenerDataType="Microsoft.Practices.Enterpriselibrary.Logging.Configuration.MsmgTraceListenerD
ata, Microsoft.Practices.EnterpriselLibrary.Logging, Version=6.0.0.0, Culture=neutral,
PublicKeyToken=31bf3856ad364e35"

type="Microsoft.Practices.Enterpriselibrary.Logging.Tracelisteners.MsmgTracelListener,
Microsoft.Practices.Enterpriselibrary.Logging, Version=6.0.0.0, Culture=neutral,
PublicKeyToken=31bf3856ad364e35"

queuePath="{$MSMQOAuditQueuePath}"

formatter="BinaryFormatter"

useDeadLetterQueue="true" />

<add name="LogTraceListener"
traceOutputOptions="None"

listenerDataType="Microsoft.Practices.Enterpriselibrary.Logging.Configuration.MsmgTraceListenerD
ata, Microsoft.Practices.Enterpriselibrary.Logging, Version=6.0.0.0, Culture=neutral,
PublicKeyToken=31bf3856ad364e35"
type="Microsoft.Practices.Enterpriselibrary.Logging.Tracelisteners.MsmgTracelListener,
Microsoft.Practices.EnterpriselLibrary.Logging, Version=6.0.0.0, Culture=neutral,
PublicKeyToken=31bf3856ad364e35"
queuePath="{$MSMQLogQueuePath}"
formatter="BinaryFormatter"
useDeadLetterQueue="true" />
</listeners>
<categorySources>
<add name="Audit" switchValue="All">
<listeners>
<add name="AuditTraceListener" />
</listeners>
</add>
<add name="Log" switchValue="All">
<listeners>
<add name="LogTracelListener" />

</listeners>
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</add>
</categorySources>
<specialSources>
<allEvents switchValue="All" name="All Events"/>
<notProcessed switchValue="All" name="Unprocessed Category" />
<errors switchValue="All" name="Logging Errors &amp; Warnings" />
</specialSources>

</loggingConfiguration>

Pievienojiet bibliotekas programmas palaiSanas mapé:

e Microsoft.Practices.Unity.dll

e Microsoft.Practices.Unity.Interception.dll

¢ Microsoft.Practices.ServiceLocation.dll

e Microsoft.Practices.EnterpriseLibrary.Common.dll

e Microsoft.Practices.EnterpriseLibrary.Logging.dll

e Abc.Diagnostics.EntrLib60.dll
Ka alternativais variants ievietot Sis bibliotekas Global Assembly Cache, tad bibliotekas bis
pieejamas visiem lietojumiem uz masinas. https://msdn.microsoft.com/en-
us/library/ex0ss12c(VS.80).aspx

4.5.3. Entriprise Library 6.0 MSMQDistributor to ABC diagnostics
Piemérs parada, kad nokonfigurét Enterprise Library 6.0 MSMQDistributer, izmantojot ABC
Diagnostics.

Pievienojiet configSections elementu MsmqDistributor.exe.config datné€, ka pirmo elementu péc
configuration elementa:

<configSections>

<section name="loggingConfiguration"
type="Microsoft.Practices.Enterpriselibrary.Logging.Configuration.LoggingSettings,
Microsoft.Practices.Enterpriselibrary.Logging, Version=6.0.0.0, Culture=neutral,
PublicKeyToken=31bf3856ad364e35" requirePermission="true" />

<section name="diagnosticConfiguration"
type="Abc.Diagnostics.Configuration.DiagnosticSettings, Abc.Diagnostics, Version=1.2.0.0"/>
</configSections>

Nokonfigurégjiet Enterprice Library logoSanas sekciju loggingConfiguration

<loggingConfiguration name="" tracingEnabled="true" defaultCategory="category0"
logWarningsWhenNoCategoriesMatch="true">
<listeners>
<add name="Abc.Diagnostic.EntLib"
type="Abc.Diagnostics.EntLib.AbcDiagnosticsProxyTracelListener, Abc.Diagnostics.EntLib60,
Version=1.0.0.0, Culture=neutral, PublicKeyToken=null"
listenerDataType="Abc.Diagnostics.EntLib50.AbcDiagnosticsProxyTracelistenerData,
Abc.Diagnostics.EntLib50, Version=1.0.0.0, Culture=neutral, PublicKeyToken=null"/>
</listeners>
<categorySources>
<add switchValue="All" name="category0">
<listeners>
<add name="Abc.Diagnostic.EntLib" />
</listeners>
</add>
</categorySources>
<specialSources>
<allEvents switchValue="All" name="All Events" />
<notProcessed switchValue="All" name="Unprocessed Category" />
<errors switchValue="All" name="Logging Errors &amp; Warnings" />
</specialSources>

</loggingConfiguration>
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Pievienoijiet diagnosticConfiguration elementu MsmqDistributor.exe.config datné.

| <diagnosticConfiguration type="Abc.Diagnostics.DefaultLogWriter, Abc.Diagnostics"/>

Pievienojiet system.diagnostics elementu MsmgDistributor.exe.config datné.

<system.diagnostics>
<trace autoflush="true"/>
<sources>
<source name="category0" switchValue="Al1l">
<listeners>
<add name="Log" initializeData="log.svclog"
type="System.Diagnostics.XmlWriterTraceListener" traceOutputOptions="Timestamp"/>
</listeners>
</source>
</sources>

</system.diagnostics>

4.5.4. Asinhrona logosana .NET3.5 projektiem, izmantojot Microsoft
Enterprise Library 5.0

Pievienojiet configSections elementu lietojuma konfiguracijas datné ka pirmo elementu péc
configuration elementa:

<configSections>

<section name="loggingConfiguration"
type="Microsoft.Practices.Enterpriselibrary.Logging.Configuration.LoggingSettings,
Microsoft.Practices.Enterpriselibrary.Logging, Version=5.0.505.0, Culture=neutral,
PublicKeyToken=31bf3856ad364e35" requirePermission="true" />

<section name="diagnosticConfiguration" type="Diagnostic.Configuration.DiagnosticSettings,
Diagnostic, Version=1.0.0.0"/>
</configSections>

Nokonfigurgjiet ABC diagnostics konfiguracijas sekciju diagnosticConfiguration

<diagnosticConfiguration type="Abc.Diagnostics.EntrLib.EntrLibLogWriter,
Abc.Diagnostics.EntrLib50, Version=1.0.0.0" applicationIdentity="{S$ApplicationIdentity}" />

Nokonfigurégjiet Enterprise Library logoSanas konfiguracijas sekciju loggingConfiguration

<loggingConfiguration name="Logging Application Block" tracingEnabled="true"
defaultCategory="Log" logWarningsWhenNoCategoriesMatch="true">
<listeners>
<add name="AuditTracelListener"
traceOutputOptions="None"

listenerDataType="Microsoft.Practices.Enterpriselibrary.Logging.Configuration.MsmgTraceListenerD
ata, Microsoft.Practices.Enterpriselibrary.Logging, Version=5.0.505.0, Culture=neutral,
PublicKeyToken=31bf3856ad364e35"

type="Microsoft.Practices.Enterpriselibrary.Logging.Tracelisteners.MsmgTracelistener,
Microsoft.Practices.EnterpriselLibrary.Logging, Version=5.0.505.0, Culture=neutral,
PublicKeyToken=31bf3856ad364e35"

queuePath="{$MSMQAuditQueuePath}"

formatter="BinaryFormatter"

useDeadLetterQueue="true" />

<add name="LogTracelListener"
traceOutputOptions="None"

listenerDataType="Microsoft.Practices.Enterpriselibrary.Logging.Configuration.MsmgTracelListenerD
ata, Microsoft.Practices.Enterpriselibrary.Logging, Version=5.0.505.0, Culture=neutral,
PublicKeyToken=31bf3856ad364e35"

type="Microsoft.Practices.Enterpriselibrary.Logging.Tracelisteners.MsmgTracelListener,
Microsoft.Practices.Enterpriselibrary.Logging, Version=5.0.505.0, Culture=neutral,
PublicKeyToken=31bf3856ad364e35"

queuePath="{$MSMQLogQueuePath}"

formatter="BinaryFormatter"

useDeadLetterQueue="true" />
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</listeners>
<categorySources>
<add name="Audit" switchValue="All">
<listeners>
<add name="AuditTracelListener" />
</listeners>
</add>
<add name="Log" switchValue="All">
<listeners>
<add name="LogTraceListener" />
</listeners>
</add>
</categorySources>
<specialSources>
<allEvents switchValue="All" name="All Events"/>
<notProcessed switchValue="All" name="Unprocessed Category" />
<errors switchvValue="All" name="Logging Errors &amp; Warnings" />
</specialSources>
</loggingConfiguration>

Pievienojiet bibliotekas programmas palaiSanas mapé:
e Microsoft.Practices.Unity.dll
e Microsoft.Practices.Unity.Interception.dll
¢ Microsoft.Practices.ServiceLocation.dll
e Microsoft.Practices.EnterpriseLibrary.Common.dll
e Microsoft.Practices.EnterpriseLibrary.Logging.dll
e Abc.Diagnostics.EntrLib50.dll

4.5.5. Entriprise Library 5.0 MSMQDistributor to ABC diagnostics
Piemérs parada, ka nokonfigurét Enterprise Library 5.0 MSMQDistributer, izmantojot ABC
Diagnostics.

Pievienojiet configSections elementu MsmqDistributor.exe.config datné, ka pirmo elementu péc
configuration elementa:

<configSections>

<section name="loggingConfiguration"
type="Microsoft.Practices.Enterpriselibrary.Logging.Configuration.LoggingSettings,
Microsoft.Practices.Enterpriselibrary.Logging, Version=5.0.505.0, Culture=neutral,
PublicKeyToken=31bf3856ad364e35" requirePermission="true" />

<section name="diagnosticConfiguration" type="Diagnostic.Configuration.DiagnosticSettings,
Diagnostic, Version=1.0.0.0"/>
</configSections>

Nokonfigurégjiet Enterprice Library logo$anas sekciju loggingConfiguration

<loggingConfiguration name="" tracingEnabled="true" defaultCategory="category0"
logWarningsWhenNoCategoriesMatch="true">
<listeners>
<add name="Abc.Diagnostic.EntLib"
type="Abc.Diagnostics.EntLib50.AbcDiagnosticsProxyTracelListener, Abc.Diagnostics.EntLib50,
Version=1.0.0.0, Culture=neutral, PublicKeyToken=null"
listenerDataType="Abc.Diagnostics.EntLib50.AbcDiagnosticsProxyTracelListenerData,
Abc.Diagnostics.EntLib50, Version=1.0.0.0, Culture=neutral, PublicKeyToken=null"/>
</listeners>
<categorySources>
<add switchValue="All" name="categoryO0">
<listeners>
<add name="Abc.Diagnostic.EntLib" />
</listeners>
</add>
</categorySources>
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<specialSources>
<allEvents switchValue="All" name="All Events" />
<notProcessed switchValue="All" name="Unprocessed Category" />
<errors switchvValue="All" name="Logging Errors &amp; Warnings" />
</specialSources>
</loggingConfiguration>

Pievienoijiet diagnosticConfiguration elementu MsmqDistributor.exe.config datné.

| <diagnosticConfiguration type="Diagnostic.DefaultLogWriter, Diagnostic"/>

Pievienojiet system.diagnostics elementu MsmqDistributor.exe.config datné.

<system.diagnostics>
<trace autoflush="true"/>
<sources>
<source name="category0" switchValue="Al11l">
<listeners>
<add name="Log" initializeData="log.svclog"
type="System.Diagnostics.XmlWriterTracelListener" traceOutputOptions="Timestamp"/>
</listeners>
</source>
</sources>
</system.diagnostics>

4.6. Lietojuma identifikacija
Rakstot auditu un zurnalu datubaze, janorada lietojuma identifikators, lai vieglak meklétu ierakstus.

Rakstot datubaze, lietojuma identifikators janorada Applicationldentity parametra, skat. 4.3.2, 4.3.4.
sadalas.

Ja audits un zurnals tiek rakstits asinhroni, izmantojot Enterprise Library, tad lietojuma identifikatoru
janorada Applicationldentity parametra, skat. 4.5.2, 4.5.4. sadalas.

4.7. Logosanas biblioteku mijiedarbiba

LogoSanas bibliotéku mijiedarbiba redzama 16.attéla.
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Abc.Diagnostics.dll

Essenttial Diagnostics extensions
dfor .NET System Diagnostics

.NET System Diagnostics

TextWriterTracelLlstener
DelimetedTextTracelListener
XmlWriterTracelistener
EventlLogTraceListener

RollingFlatTraceLlstener
RollingXmlTraceListener
EmailTraceListener
BufferedEmail TraceListener
SeqTracelistener

LogDataBaseTracelistener Depricated
LogEventlogTracelistener
LogFlatFileTraceListener

Removed
AuditDataBaseTracelistener Depricated

Removed

NotificationTracelistener
NotificationServiceTracelistener
SystemJournal DatabaseTraceListener
DairmDatabaseTracelistener
NotificationService2Tracelistener

IVIS.Diagnostics.dll extensions for Abc.Diagnostics.dIl

Enterprice Library Logging

FormatedDatabaseTracelistener
EmailTraceListener
FormatedEventLogTracelistener
FormatedTextWriterTraceListener
FlatFileTracelistener
MsmgTraceListener
RolllingFlatFileTraceListenr

WM TracelListenr
XmlTraceListener

IvisLogWriter

Abc.Diagnostics.EntLib50.dll
extensions for EntrlLib

AbcDiagnostics ProxyTracelistener

16.attels. Datu plisma starp bibliotekam
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5. Zurnalé@sana no konteinerizétam komponentém

Notikumu ZurnaléSanai no VRAA Kubernetes platforma izmitinatam .Net Core komponentém ir
jaizmanto Abc.Analytics.Serilog un Abc.Analytics.Serilog.AspNetCore bibliotékas.

5.1. Notikumu zurnalesana

Ta ka komponentes tiek izmitinatas Docker konteineros, lai veiksmigi veiktu notikumu ZurnaléSanu
nepiecieSams nemt véra So konteineru darbibas Tpatnibas. Ta ka katra Docker konteinera dzives
laiku pilntba kontroleé Docker dzingjs (engine), un tas var pabeigt jebkuru konteineru potenciali
jebkura laika momenta, konteineros darbojosos lietotnu ZurnaléSanas ierakstus nedrikst glabat
pasos konteineros — jo tie pazudis, kad konteiners tiek pabeigts. Tapéc izstradatajiem janodroSina
Zurnalédana izmantojot standarta izejas plusmas (stdout) tehniku, kad Zurnalédanas ierakstus raksta
vienotaja plisma, kura, ar Docker dzin&ja un attiecigas operétajsistémas palidzibu tiek novirzita
montétaja informacijas séjuma (volume).

Docker Zurnalésanas dzinis uzskata katru rindu (rindkopu) ka atsevisku zinojumu — kad tiek

izmantots Docker ZurnaléSanas dzinis, vairakrindu zinojumi netiek atbalstiti. Tapéc izstradataju

atbildiba ir nodrosinat, lai katrs atsevisks ZurnalésSanas ieraksts nesaturétu sevi rindas beigu
rakstzimi.

No &7 informacijas séjuma (taja eso$ajam datném) ZurnaléSanas agents patstavigi nolasa
zurnaléSanas ierakstus un saglaba tos zurnala datubazé (skat. 5. attélu) JSON formata (skat. 3.
tabulu).

Y . . D
> ﬁ_ zurnalesanas
A agents

Docker engine

I
Opereétaj-
sistema

v

Montéets
informacijas
séjums

1.attéls. Zurnalé$anas ierakstu saglabasana datubazé

3.tabula
Zurnala ieraksta JSON formats
LAUKS OBLIGATS VERTIBA
Action Ja “Journal”
Payload Ja
e Timestamp Ja Notikuma registréSanas datums un laiks
datubaze (tehniska informacija), ka
DateTimeOffset.
e Level Ja Viena no Sadam veértibam:
“Verbose",
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LAUKS OBLIGATS VERTIBA

“Debug“,
“Information”,
“Warning®,
“Errorﬂ

“Fatal®.

MessageTemplate Né leraksta veidne MessageTemplate
formata — péc
https://messagetemplates.org/ notacijas.

Message Ja, ja nav noradits | Vienkarsa teksta (plain text, bez HTML)

Exception pilnigi atveidots (rendered) zinojums UTF-
8 kodé&juma.
Exception Ja, ja nav noradits
Message Klidas detalizéts apraksts.

Properties Né Visas notikuma T1pasibu vértibas, kas

neparadas citur izvade.

Veicot notikumu zurnalésanu, jaievéro Sadi pamatnosacijumi:

5.2.

ieraksti jaraksta lietotnes standarta izejas plisma (stdout);

lai nodroSinatu korektu ZurnaléSanas ierakstu saglabasanu datubaze, janodroSina ierakstu
veidoSana atbilstoSi vienotajam zurnaléSanas ierakstu JSON formatam (skat. 3. tabulu);

lai nodroSinatu to, ka dazadas vides var tikt pielietota citadaka zurnaléSanas politika,
zurnaléSanas minimala [imena vértibu nepiecieSams ieladét no attieciga konteinera vides
parametriem;

ieraksti nesatur jaunas rindas rakstzimi.

Zurnaleésanas klasu izmantosana

Notikumu ZurnaléSana tiek nodroSinata, izmantojot pielagotu standarta .NET Core ZurnaléSanas
abstrakcijas (Microsoft.Extensions.Logging.ILogger<T>) Serilog realizaciju. Lai pievienotu
notikumu zurnaléSanu, nepiecieSams:

pievienot NUGET pakotnes

o Abc.Analytics.Serilog
o Abc.Analytics.Serilog.AspNetCore

pievienot ZurnaléSanas konfiguraciju, izmantojot
Microsoft.AspNetCore.Hosting.IWebHostBuilder paplasinajuma
Abc.Analytics.Serilog.AspNetCore.UseSerilog metodi. JsonFormatter klase janem
tieSi no Abc.Analytics.Serilog bibliotékas.

Piemeérs:
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using Abc.Analytics.Serilog;
using Abc.Analytics.Serilog.AspNetCore;

public class Program {

public static IHostBuilder CreateHostBuilder( string[] args ) {
var environmentLoggingLevelSwitch =
Enum. TryParse( Environment.GetEnvironmentVariable ( "Serilog MinimumLevel"” ),
true, out LogEventLevel level )
? new LoggingLevelSwitch( level )
: new LoggingLevelSwitch( LogEventLevel.Information );

return Host.CreateDefaultBuilder ( args )
.ConfigureWebHostDefaults ( webBuilder => {

webBuilder.UseStartup<Startup> () ;
webBuilder.UseSerilog (
configureLogger: ( provider, context,
loggerConfiguration ) => {
loggerConfiguration
.MinimumLevel.ControlledBy( environmentLogg
ingLevelSwitch )

.MinimumLevel.Override ( "Microsoft",
environmentLoggingLevelSwitch.MinimumLevel )
.MinimumLevel.Override ( "System",

environmentLoggingLevelSwitch.MinimumLevel )
.Enrich. FromLogContext ()
.Enrich.WithHttpContext ( provider )
.WriteTo.Console( new JsonFormatter() ),

} )
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