PAM lietoSanas pamaciba
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Kas ir PAM?

PAM (Privileged Access Management) ir informacijas droSibas (infosec) mehanisms, kas
aizsarga identitates ar Tpasu piek|uvi vai iespéjam arpus parastajiem lietotajiem. Tapat ka visi citi
informacijas drosibas risinajumi, PAM darbojas, apvienojot cilvékus, procesus un tehnologijas.

Ka PAM risinajumu Valsts Regionalas attistibas agenttra izmanto Delinea SecretServer.
Kas ir nepiecieSams, lai pieslégtos PAM?

Lai pieslegtos PAM, ir nepiecieSami:

e dators ar instalétu Microsoft Windows operétajsistému un aktualu/atjauninatu
parlikprogrammas versiju;
e viedtalrunis ar instalétu divu faktoru autentifikacijas (turpmak — 2FA) lietotni:

o Microsoft Authenticator (rekomendéjam izvéléties So mobilo lietotni) —
https://www.microsoft.com/en-us/security/mobile-authenticator-app vai

o Google Authenticator — https://safety.google/authentication vai

o Authy — https://authy.com/download.

Ka pieslegties PAM?

1. Parlukprogramma atveriet timeklvietnes adresi https://pam.vraa.gov.lv/SecretServer.
2. levadiet autorizacija laukos “Username” un “Password” e-pasta sanemto lietotajvardu un
paroli un apstipriniet ievaditos datus, nospiezot pogu “Login”.
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Log into continue

Delinea

Defining the Boundaries of Access T

Password *

£ Secret Server

llustracija 1 Lietotaja pieslégsanas PAM

3. Nomainiet paroli, apstiprinot jauno paroli un nospiezot pogu “Save”.

Password Expired

o Your current password has expired. Please change it.

Symbols Required for Passwords
Uppercase Letters Required for Passwords

o Lowercase Letters Required for Passwords
Numbers Required for Passwords

Minimum Password Length (14)

Current Password  *

New Password *

Confirm Password *

Save

llustracija 2 Paroles maina

4. Saja soli tiek attélots QR kods, kas paredzéts, lai nodroginatu 2FA. Noskenéjiet to,

izmantojot viedtalrunt uzstadito aplikaciju, un péc QR koda ieskenésanas spiediet pogu
“Next”.
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TOTP Authenticator

Your account has been configured for TOTP Authenticator, E m"’" E

however you have not set it up yet. Please follow these steps to h.:r.-E'
1

set up your phone for TOTP Authenticator.

1.Installa TOTP Authenticator app for iPhone, Blackberry or Android.
Windows Phone users can install the Authenticator app. =

2. Add an account to the app by scanning the QR code. See "Manual E "._E:H -1
Setup” if you are having trouble with QR code scanning, or your
phone does not support QR code scanning.

3. Click Next to verify your account has been configured correctly and
receive your Two Factor Reset Code.

4. Save your Two Factor Reset Code in a secure place. This code is the

only means by which you can reset your Two Factor Authentication if
you lose access ta your Two Factor PIN.

Manual Setup

> Next

llustracija 3 QR koda skenésana

5. Kad QR kods ir veiksmigi ieskenéts un izveidots ieraksts 2FA lietotné mobilaja telefona,

turpiniet darbibas datora - lauka ievadiet kodu no mobilas lietotnes un to apstipriniet,
nospiezot pogu “Verify Setup”.

Verify Token

Please enter your Authenticator Pin to confirm setup| |

#Back | « Verify Setup

llustracija 4 leskenéta QR koda parbaude

6. Veiciet 2FA atjaunosanas koda drosa saglabasanu un nospiediet pogu “Next”.
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Two Factor Reset Code

o This Code i very important and must be kept in a secure place. This code s the only means by which you can reset your Two Factor Authentication if you lose access to your Two Factor PIN.

Two Factor Reset Code Iy 157C36¢

P Next

llustrdcija 5 2FA atjaunoSanas koda saglabasana

7. Veiciet 2FA atjaunoSanas koda parbaudi, nospiezot pogu “Verify Setup”.

Two Factor Reset Code

Two Factor Reset Cnd| |

#\Back |+ Verify Setup

llustracija 6 2FA atjaunosanas koda parbaude

8. Veiksmigi izpildot iepriek§minétos solus, tiks attélots pazinojums par veiksmigu
konfiguracijas veikSanu. Lai turpinatu darbu, nospieciet pogu “Continue”.

Complete

‘ @ Your Authenticator has been successfully verified

™ Continue

llustracija 7 Veiksmigas konfiguracijas pazinojums

9. Noslédzoties konta konfiguracijai, timek|vietne lietotaju parvirzis uz “Secrets” sadalu, kura
bis iespéjams redzéet pieejamos serverus.

Ka pieslegties mérka serveriem?

=

1. Jajau neatrodaties sadala “Secrets”, izvélieties to.
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E Secret Server

EE Dashboard

All Secrets
|||‘ £| Secrets »
Q Inbox EE 1item Q All Templates v
I|| Reports (m] NAME SECRET TEMPLATE
@ Administration » 0O % TEST SERVER & - 1_Windows Account

llustracija 8 Secrets sadala

2. lzvelieties vélamo serveri un uzspiediet uz ikonas - “Launch”.

(m] NAME

0O TEST SERVER .

llustracija 9 PieslégSanas serverim

3. Pirmaja PAM lietoSanas reizé bis nepiecieSams uzstadit “Protocol handler” aplikaciju.
Izvélieties savam datoram atbilstoSos versiju, spiezot uz pogas. Javeic programmas

instalésana.

INB: Var bt nepiecieSama administratora vai tehniska atbalsta personala iesaiste.

&7 Protocol Handler Failed to Launch

The launcher application may not be installed. Use the links below to download it. Your
browser may need to be restarted after installing. If you received this message because
your installation performed an auto-update, note that it may need to update one more
time before it will be usable

Download 64-bit Download 32-bit Download OS X

llustracija 10 Protocol handler lejupielade

4. UznirstoSaja loga atziméjiet “Always allow pam2.vraa.gov.lv to open links of this type to

associated app” un nospiediet pogu “Open RDPWinBootstrapper”.
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Open RDPWinBootstrapper?

https://pam2.vraa.gov.v wants to open this application.

O Always allow pam2.vraa.gov.lv to open links of this type in the associated app

Open RDPWinBootstrapper

llustracija 11 Protocol Handler atvérsana

5. Aplieciniet, ka vélaties pieslégties serverim, nospiezot pogu “Connect”.

% Remote Desktop Connection X

. Do you want to connect

This remote connection could ham your local or remote computer. Do not connect unless you know where
this connection came from or have used it before.

Publisher: Unknown publisher
Type: Remote Desktop Connection
Remote computer: 127.00.1

[] Don' ask me again for connections to this camputer

@ s et

llustracija 12 RDP savenojuma izveide

6. levadiet servera pieslégSanas datus, un lai pieslégtos serverim, nospiediet pogu “OK”.

Windows Security *

Enter your credentials

These credentials will be used to connect to 127.0.0.1.

‘ User name ‘

‘ Password ‘

Domain:

D Remember me

More choices

llustrdcija 13 Autorizacja mérkservert
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Ka izveidot personigos serveru ierakstus (secret)?

1. Atveriet sadalu “Secrets” (https://pam2.vraa.gov.lv/SecretServer/app/#/secrets/view/all)
un spiediet uz pogas “Create Secret”.

a EE@GQI

(HE}

llustracija 14 Jauna secret izveidoSana

2. lzvélieties servera operétajsistemu.

+ Create New Secret

This folder is for work related Secrets anly. Do not store personal non-work Secrets, such as your Online

Banking password, in this folder.

Personal Folders/Test Account Change Clear

Choose a Secret Template

1_Windows Account

2_Unix Account (SSH)

Active Directory Account
Amazon |IAM Console Password
Amazon |AM Key

Bank Account

Cisco Account (SSH)

Cisco Account (Telnet)

Cisco Enable Secret (SSH)
Cisco Enable Secret (Telnet)
Cisco VPN Connection

~ L + 1

Cancel

llustracija 15 Servera OS izvéle
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3. Aizpildiet laukus, noradot servera nosaukumu, IP adresi, pieslégsanas vardu un paroli un
apstipriniet ievadito informaciju, nospiezot pogu “Create Secret”.

+ Create New Secret

This folder is for work related Secrets only. Do not store personal non-work Secrets, such as your Online

Banking password, in this folder.

Secret Template 1_Windows Account Change

Folder Personal Folders/Test Account ®

Secret Name * [ TEST SERVER l
Machine * [ 192 168.0.21 l
Username [ Test l
Password —— © [ cenerse |
Notes My 1st Server

llustracija 16 Servera parametru ievade

4. Aktivizéjiet skirkli “Security” un, nospiezot uz pogas “Edit”, veiciet konfiguracijas izmainas,
iesledzot “Enable Proxy” un “Session Recording Enabled” funkcionalitati.
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Edit Security

Enable Proxy

When enabled launcher activity for SSH and RDP network traffic will pass through
Secret Server.

llustrdacija 17 Jaunizveidota secret konfiguracija — Enable proxy

Edit Security

Session Recording Enabled
When enabled all launcher activity will be recorded and available for viewing later.

llustrdacija 18 Jaunizveidota secret konfiguracija — Session Recording Enable

5. Péc konfiguracijas veikSanas parliecinieties, ka ta veikta korekti.

Other Security

Define options for this Secret including how it is access and security configuration for its operation.

Require Comment No Edit

Enable Proxy Yes Edit

Session Recording Enabled Yes Edit
—

Hide Launcher Password No Edit

llustrdcija 19 Secret konfiguracijas stavoklis péc konfiguracijas veik$anas
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